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ABSTRACT

The recently established Cumulus Pricing Scheme (CPS) has turned out to be a novel approach for efficiently charging differ-
entiated Internet services, based on integrating different time-scales into one edge-pricing mechanism. Depending on an initial
specification of expected resource requirements, customer and provider negotiate a contract fixing a flat rate charge for QoS
delivery. Assoon as the scheme has started, the customer receives a continuous coarse-grained feedback about her real resource
consumption. To this end, over- or underutilization are expressed in terms of Cumulus Points CP, whose accumulation may
indicate an imbalance between specified and actually monitored traffic and eventually requires to adapt the contract according-
ly. This paper extendsthe original CPS for servicesthat are characterized not only by their bandwidth or volume requirements,
but by general QoS parameters. Starting with adiscussion on CPS for different one-dimensional QoS parameters, consequences
for the basic CPS mechanism are investigated, covering especially the determination of relevant thresholds for CPs. These in-
vestigationsdeliver crucial input for the specification of multi-dimensional QoS vectorswithin theinitial contract. Suitable met-
rics are introduced and applied in order to reduce the complexity of the contract as well as of the different monitoring methods.
Finally, the implementation of the extended scheme within an Internet Charging System is discussed.
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1. INTRODUCTION

Providing Quality-of-Service (QoS) in IP-based networks has been subject of intensive research work over the last couple of
years. With the rising commercialization of the Internet and the introduction of new types of services and applications like
Voice-over-1P or Video-on-Demand with their stringent requirements on transmission quality, this area has gained even more
importance. Whereas the main body of the related work focusses on technical mechanisms for providing QoS in a given net-
work, like, e.g., alocation, control, measurements, and policing mechanisms, the increasing differentiation of services hasled
to the insight that besides the investigation of technical parameters, additionally also economic aspects need to be considered.
As aconsequence, research projects like M3l (Market-Managed Multi-service Internet) [13] or CATI (Charging and Account-
ing Technology for the Internet) [20] have been established to investigate the intimate rel ationship between the technical design
and the economic consequences of providing QoS for differentiated Internet services.

In principle, market-managed mechanisms fulfill two different tasks. On one hand, they may allow for cost recovery, if the pric-
ing scheme applied to the services offered is cost-based. This type of pricing schemes show a quite static behavior, since the
price per unit service will be fixed on alonger time-scale. On the other hand, market-managed mechanisms may provide a con-
gestion-control approach by deploying usage-based, dynamic pricing schemes. Thisduality isasimple consequence of the basic
functionality of pricing as a means of information exchange between customer and Internet Service Provider (ISP). Prices and
the subsequent flow of money are always an expression for the customer’ sinterest in using a certain service, based on her will-
ingness-to-pay, but at the same time they are an efficient tool for communicating the degree of scarcity of arequired resource.
It isthe second aspect that often needs to be stressed, specifically in the context of QoS provision. Astheflat rate schemeswide-
ly deployed nowadays do not provide any incentive for an efficient usage of the network and thus is an apparent obstacle for
guaranteeing QoS, over the last few years a couple of pricing schemes for differentiated Internet services have been proposed
that claim to provide correct economic incentives. For acomprehensive survey about the state of the art in thisfield we refer to
[7] and [25].

While the M3l project deals with many of these pricing schemes, two important problems so far have remained unsolved:

1. Corresponding author, phone +43 1 505 28 30, fax +43 1 505 28 30-99, or email reichl @ftw.at



» Thevast mgjority of currently relevant approaches focus on pricing either bandwidth or volume of a service, and in doing
so neglect further QoS parameters like delay or throughput. Hence, the question of how to deal with pricing these parame-
ters has hardly been tackled so far at al.

» If aserviceischaracterized by asingle QoS parameter only, this parameter can be used to be mapped onto a price, but often
the QoS of aservice are characterized by two or even more QoS requirements that have to be satisfied simultaneously. This
leads directly to the question of how to map a multi-dimensional QoS characterization of a service onto a price and which
technology is required to perform this mapping. As a multi-dimensional QoS approach has not been followed yet in the
related literature, the specification of a QoS parameter mapping is essentia for the definition of an appropriate pricing
scheme for services with multi-dimensional QoS specifications.

Therest of the paper is structured as follows: After ashort review on QoS basics, we deal with services characterized by one or
more general QoS parameter (i.e. multi-dimensional QoS) and the respective metrics. After introducing the NUT principle and
generaizing the “ Feasibility Problem” for Internet tariffing [15] correspondingly, we review the traditional version of the Cu-
mulus Pricing Scheme CPS. After extending CPS for different one-dimensiona QoS parameters, consegquences for the basic
CPS mechanism are investigated, focussing especially on the form of the relevant thresholds. These investigations deliver cru-
cial input for the specification of multi-dimensiona QoS vectorswithin theinitial contract. Suitable metrics are introduced and
applied in order to reduce the complexity of the contract as well as of the different monitoring methods. Finally, the implemen-
tation of the extended scheme within an Internet Charging System is discussed, before a summary and outl ook finish the paper.

2. PRICING-RELEVANT QUALITY-OF-SERVICE PARAMETERS

Themain aim of this sectionisto introduce the basic framework for charging Quality of Service. The section starts with review-
ing some QoS basics, especialy the relevant parameters and their end-to-end characteristics, as well as examples for QoS re-
qguirements of a couple of important applications. Multidimensional Quality-of-Service isintroduced, using QoS vectors and
respective metricst. Thisallowsto derive some general conclusionswith respect to requirements for pricing services with guar-
anteed QoS.

Today's applications exhibit distinct performance requirements on packet networks. These requirements are general ly expressed
as end-to-end QoS parameters like throughput, packet delay, delay jitter, and packet loss probability in a Service Level Speci-
fication (SLS). In the context of this paper, end-to-end QoS parameters are defined as follows:

» Throughput isdefined asthe arrival rate [bit/s] at the receiver's application layer (subsequently denoted as "the receiver™).
Note that this rate may be different from throughput measured at the link layer due to the fact that retransmissions and
duplicated transmissions (common with transport protocols like TCP) are not visible from the application layer's point-of-
view.

» One-way delay (latency) is defined as the difference in time between the arrival of a packet's last bit at the receiver and the
transmission of the same packet's first bit by the sending application (subsequently denoted as “the sender”). Delay consists
of four components. propagation delay, queuing delay at congested output ports, transmission delay (packet size divided by
link capacity) and the processing (or forwarding) delay in routers and hosts.

» Delay jitter isdefined as the variance of the inter-packet arrival time at the receiver.

» Packet loss probability is defined as the ratio of packets lost in the network to all packets transmitted by the sender.

Any QoS enabled network has to perform admission control and traffic control on aper-hop basis in order to be able to meet a
flow's end-to-end guarantees. Thus, end-to-end QoS parameters are a composition of their corresponding hop-by-hop QoS pa-
rameters. As defined in [26] and [5], the most important composition-rules for end-to-end QoS parameters are;

» Additive composition: the end-to-end metric equals the sum of the per-hop metrics. As examples for additive QoS param-
eters, delay and delay jitter can be mentioned.

» Concave composition: the end-to-end metric equals the minimum of all per-hop metrics. Intuitively obvious, throughput
isan example for a concave metric.

» Multiplicative composition: the end-to-end metric equals the product of the corresponding per-hop metrics. The packet
loss probability e.g. can be easily defined as the inverse of a multiplicative metric - the probability a packet gets through.
Let L; ; denote the drop probability for link (i,j). For any path 7= (i,j,k...,mn) the end-to-end packet |oss probability L(7)
can be defined as

1. Notefor the rest of the paper that the notion of a“metric” is not used in a strictly mathematical sense, but rather as an intuitive concept
for characterizing the “absolute” size of a variable parameter value or of the distance between two of them.
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As an input parameter to pricing schemes it may be necessary to combine the end-to-end QoS parameters which a network is
able to guarantee into asingle value. Publications on QoS routing [26] discuss possible ways to merge several QoS parameters
into asingle metric. Let e.g. T(x) denote the throughput, d(7z) the latency and L(x) the loss probability a flow’ s packets experi-
ence aong a path 7. Then [26] proposes to define the combined metric C(x) as
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Assume now according to [4] that the QoS parameters, together with with the bandwidth 3 and price p, form atriad
TG = (B’ G(q)’ p) (3)

that is sufficient for characterizing the traffic contract between customer and provider. Here, the so-caled QoS vector
g = (d,Ad, L, T) isdetermined by delay d, delay jitter Ad, packet loss probability L and throughput T, where the mapping
G = G(Q) denotes a set of constraints (quality requirements) on the QoS vector. The four dimensions of this QoS vector are
strictly conforming with the notion of a“flow specification” as provided by the Resource Reservation Protocol (RSVP). Here,
the flowspec characterizes the desired QoS, which is complemented by the “filter specification” aswell asa“ session specifica-
tion”, both of which define the sequence of packets (the flow), which receives the specified QoS. The parameters of the QoS
vector are applied in the router to configure the node’ s packet scheduler or further link layer mechanisms appropriately. More
specifically, the reservation request performed by RSV P includes a reservation specification Rspec defining the desired QoS, a
traffic specification Tspec describing the data flow, and a service class. The use of the flowspec within in RSVP and their de-
fined services may be obtained from [27].

The problem of defining and measuring QoS parameters is subject to discussion in the IETF IPPM (IP Performance Metrics)
WG, see[14],[1], [2]. For instance, measuring delay requires atight time synchronization between the sending and the receiving
host. For any kind of QoS parameter measurements sampling intervals have to be chosen carefully, the influence of the mea-
surement on the system (e.g. with respect to the extent the measurement tool needs to inject extra packets into the net) hasto be
minimized and measurement errors have to be estimated. It is, however, worthwhile noting that (asit is shown in [4]) basically
al end-to-end quality parameters may be expressed as simple linear or exponential functions of n, the number of hops between
sender and receiver.

On the other hand, Quality-of-Service has an important user aspect, too. The customers are the one willing to pay for quality,
and one could go as far as[12] to say that the payment itself isthe decisive factor, rather than the reason why the chargeis paid,
i.e. QoS. The key concept for describing this aspect is the notion of utility, commonly defined as “the quality or condition of
being useful” [12] and expressed in terms of a utility function mapping QoS parameters towards their (e.g. monetary) utility.
Figure 1 sketches qualitatively some typical utility functions asreviewed in [7] or [25].
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Figure 1. Typical Forms of Utility Functions

For further illustration, according to [18] we may classify applications according to their timeliness requirements:



» Interactive audio and video applications exhibit the most stringent timeliness requirements. For instance, good audio qual-
ity requires upper delay bounds of 150ms and loss probabilities smaller than 10%.

» Transaction applications like telnet or stock-market queries require low queuing delay and loss probability at the network-
layer to give users a "realtime-feeling”. Note that these kind of applications need to employ a reliable transport protocols
like TCP as loss of information at the application layer would be inacceptable. Thus strict upper bounds for end-to-end
delay cannot be given.

» Adaptive playback applications (e.g. video on demand, real player) generally require less strict QoS guarantees. Delay and
delay jitter are not an issue for adaptive playback applications. However, a minimum throughput guarantee over long time-
averagesis an essentia requirement.

» Bulk-data applications like FTP, WWW have no delay requirements and may be satisfied with best-effort service. How-
ever, a minimum-throughput guarantee is desired by many users generating bulk-data flows in order to ensure an upper
bound on the flow transfer time.

[19] gives an example how to map these applications into Diffserv PHBs (Per Hop Behaviours). Interactive audio and video
applications are mapped into an EF PHB [9]. Transaction applications are mapped into an overprovisioned AF PHB [8] with
relatively small queue management drop thresholds to ensure low loss probabilities and small queueing delays. As their QoS
requirements are quite similar, adaptive playback applications and "better than best-effort service" bulk data applications are
merged into asingle AF PHB with relatively high queue management drop threshol ds to maximize throughput. Of course, best-
effort serviceis still of major importance also in a QoS architecture as defined in [19].

3. THENUT TRILEMMA AND THE CHARGING OF QUALITY-OF-SERVICE

Asshown in[15], proposing a pricing scheme for differentiated Internet servicesis closely related with balancing the trade-off
between three main requirement types: Network efficiency (i.e. the ISP's goal to fill its resources), User acceptance (i.e. the
consumer’s desire to have an understandable tariff which is transparent, stable and predictable) and Technical feasibility (i.e.
the marginal conditions posed by the technical limitations of processing accounting data). Figure 2 represents this so-called
“NUT Trilemma” and sketches a rough grading of some popular pricing schemes.
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Figure 2. The NUT Trilemma

E.g. Flat Rate Pricing is highly estimated by the users (due to its simplicity and stability) and perfect in terms of technology (
not requiring any measurement or accounting processat all), but on the other hand does not provide any incentivefor an efficient
network usage (asis sufficiently demonstrated by the recent breakdowns of a number of 1SPs offering this scheme, see also [3]
for amore detailed view), thusin Figure 2 we find this scheme (aswell asits derivatives, e.g. Paris Metro Pricing) closeto “U”
and“T” and strictly oppositeto “N”. Usage-based pricing is much better in terms of efficiency as economic incentives are given,
and still understandable for the user, but may require sophisticated accounting mechanisms, depending on the detail of measured
data. Responsive Pricing and Smart Market Auctions are attempts to optimize the network aspect, but are not feasible in terms
of complexity, etc. Inthisway, any Internet tariff can find its placein this schematic evaluation. Asageneral result of thiseval-
uation, two things are interesting to note: (1) basically all relevant proposals have their starting point either at the network or
the user aspect, and (2) there appears to be no scheme so far that succeeds in balancing the tradeoff sufficiently. On the other
hand, the discussion in [15] has shown that the technical requirements are more stringent than both of the others (this fact has
been termed the “ Feasibility Problem of Internet Tariffing” [15]), an aspect that becomes even moreimportant as soon asfurther
QoS parameters like delay, jitter, loss probability etc. are to be integrated into a pricing scheme besides bandwidth or volume.



As a consequence, [15] has proposed a paradigm change: instead of developping economically efficient schemes whose com-
plexity isreduced afterwards to make their i mplementation possible, we strongly argue for using genera principlesto construct
afeasible scheme and extend it in a second step such that eventually it contains the correct economic incentives. In [16] it is
demonstrated that one such possibility focusses explicitly on time-scale aspects of Internet pricing and views tariff schemes pri-
marily as an expression of mappings between these time-scales. The resulting framework, the so-called Cumulus Pricing
Scheme, will be reviewed in Section 4, before it is extended for the case of multi-dimensional QoS parameters.

In this context, there is another important issue to be discussed: Using bandwidth or volume (i.e. total bandwidth over a certain
period in time) as the basic input parameter for a pricing scheme (as almost any scheme does, except for the flat rate-type
schemes) is possible due to asymmetry property: the amount of bandwidth or volume in usage can be reduced both by the cus-
tomer (i.e. through reducing her sending rate) and the network (e.g. through traffic policing or packet loss due to buffer overflow
in the worst case), and can be increased by both of them, too (the user may increase her sending rate, the network can assign
priority to the respective flows and assign them larger bandwidths). Thisis not true for all other parameters contained in a QoS
vector: the direct influence of the user on those parametersis reduced to one direction only, asthereis apparently no possibility
for the user to decrease delay, jitter, packet loss probability etc. Decreasing these parametersis up to the network, with respect
to certain natural marginal restrictions.

4. GENERALIZING THE CUMULUSPRICING SCHEME

The Cumulus Pricing Scheme has been recently established as afirst proposal for a new class of Internet tariffs emerging from
the so-called “Methodology of Time-Scales” MTS, a formal matrix-based framework for describing tariff schemes as multi-
dimensiona mappings between different time-scales as introduced in [16]. In this section, we shortly review the basic discus-
sion leading to that framework, before we summarize the main features of the scheme itself.

4.1. TheWay to a New Pricing Scheme

Starting from the NUT trilemma as described in Section 3, each current proposal for Internet Pricing may be characterized by
the way the tradeoff between these three conflicting goalsis solved, as sketched in Figure 2. Asthe“ Feasibility Problem” men-
tioned above leads to the conclusion that among the three identified requirement types, “T” is the most basic one, we may note
as afirst conclusion that our search for a suitable pricing structure will start from flat rate-type schemes (as they are optimal
with respect to “T”) and try to provide them with sufficient flexibility for introducing also aspects of economic efficiency.

From a second point of view, the suspense between “N”, “U” and “T” may also be traced back to the different time-scalesin-
volved. Itis pretty obviousthat Flat Rate Pricing operates on an extremely long time-scale, whereas Smart Market auctions are
supposed to take place quite rapidly. This observation has lead to the more general question of which time-scales one should
consider as being involved in Internet pricing, and how we should force them to interact in order to create agood tariff scheme.
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Figure 3. Time-Scales, Requirement Typesand Pricing Activities

Standard literature on Network Management distinguishes three overall management time scales: short-term in minutes, medi-
um-term in hours and long-term in weeks or months. For the context of Internet Pricing, it has turned out to be necessary to
introduce a fourth time-scal e describing the basic communication processes, the so-called “atomic” time-scale [23]. The result-
ing scheme, differentiating communication-based (atomic), application-based (short-term), billing-based (medium-term) and
contract-based (long-term) activities, is depicted in Figure 3. In a second step, we have placed a so the three requirement types
originating in the NUT trilemma within this picture. In doing so, we notice that the requirements apparently have to be placed
at the transition points between the different scales: Transparency and predictability (i.e. the user aspect) refersto relatively long
time-scales (medium- and long-term), due to time requirements for human everyday life behaviour. The network aspect is cor-
related with short- and medium-term actions, due to the reaction time of applications and users, whereas the accounting aspect
deals both with atomic and short-term events, processing data originating in packets and flows. As a consequence, the trade-off
between the requirement types can be reformulated as a trade-off between time-scales.



Finally, CPS has not only been designed as a compromi se between the basic requirement types and as ainteraction mechanism
for relevant time-scales, but also aims at integrating a couple of further useful properties coming from existing tariff proposals
(seereferencesin [7] and [25]). In our context, the following approaches are especially relevant:

» EdgePricing: The idea of shifting charge computation to the (spatial) edges of the network is widely accepted as useful
genera principle as it allows the concentration of computing resources. Moreover, it may be easily transfered into the time
dimension, thus substituting continuous charging activities by discrete ones that take place a "edges in time", e.g. at the
begin and at the end of a given resource consumption process.

» Expected Capacity Pricing: Whereas already the edge pricing proposal is operating with the concepts of expected
resource consumption and expected routing, the Expected Capacity Pricing approach explicitly focuses on requiring a user
specification about her expected capacity and charging this specification accordingly, based on along-term contract.

» Effective Bandwidth Pricing: Without going into details, two major general ideas deserve attention here. Characterizing
complex traffic behaviour by a single number greatly simplifies relevant traffic contracts, a concept useful also for QoS
parameters. Moreover, shifting the responsibility of traffic specification (through a choice between tariffs) within the traffic
contract to the user introduces atype of user liability that is helpful both in terms of legal as well as economic aspects.

» Usage-based Charging: Finally, taking somehow the actua resource consumption into account directly yields straightfor-
ward improvements as far as economic efficiency is concerned.

4.2. The CumulusPricing Scheme

Based on the previous sections, we may characterize this new pricing scheme which has been established in [15] and [17] (see
also [24] for its application within a generic Internet Charging and Accounting System) in different ways, i.e. (1) as a well-
baanced “mixture” of established principles derived from a number of different proposalsin the related literature, (2) in terms
of multi-dimensional mappings between the various time-scales identified for network operation, network management, re-
guirement types and pricing activities, or (3) in terms of its basic steps. To start with the third aspect, the whole scheme is based
on an initial contract (the so-called “ Cumulus Pricing Contract” CPC) between customer and | SP. The CPC is related closely
to the concept of a Service Level Agreement (SLA) asdeployed in Diff Serv environments (see[24]) and contains atraffic spec-
ification delivered by the customer, aflat raterelated to this specification which isofferd by the provider, and acouple of thresh-
olds that are necessary to watch later whether the CPC is till valid. Note that the flat rate explicitly depends on the traffic
specification, e.g. through atariff function. In[17], thisfunction has been analytically derived for the case of bandwidth pricing,
based on the general assumption that the form of the function has to provide the customer with the incentive to be honest about
her real requirements. For the example of bandwidth, this*incentive compatibility” condition meansthat the charge finally paid
by the customer is minimal in the case of a correct initial specification.
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Figure4. The Four Levels of CumulusPricing: Time-scales and Activities



Having negotiated the CPC, the actual traffic has to be monitored, where the way of performing measurements is left rather
open to the provider. As aresult of the measurements, from time to time the customer receives afeedback about whether sheis
over- or underusing her specification as presented in the CPC. This feedback is rather rough, i.e. in terms of a small number of
flags which are caled “ Cumulus Points’” CP and which appear in two flavours, i.e. as red and green ones, depending on the
direction in which the CPC isviolated. Note that the CPs have no immediate influence on the charge to be paid or the contract
between customer and ISP, but are accumulated over time, thus indicating that the contract may be out of balance, but leaving
till possibilities for appropriate reactions. Only if the accumulation of CPs excesses a certain threshold, renegotiating the CPC
becomes mandatory.

Figure 4 sketches the four levels of this traditional version of the Cumulus Pricing Scheme. From this figure, we can directly
derive the second mentioned viewpoint, i.e. CPS as mapping of different time-scales. Designing a flat-rate type scheme that
respects market forces requires to introduces flexibility into the long-term flat rate, i.e. the charges as agreed upon within the
CPC can no longer be fixed forever. The market forces reveal themselves primarily in the form of a feedback to the customer.
One might argue that such a medium-term feedback mechanims could also be placed on the level of network management in-
stead of being apart of the tariff scheme. In our view, this alternative is not very useful, because prices are the most simple and
universal communication i nterface between provider and customer, so if itispossibleto expressthe required feedback in amon-
ey-related way, then the | SP should do so. Notethat it is not an immediate consequence of this argument that feedback requires
achange in the actua charge (in fact, CPS does avoid exactly this consequence), but at |east a feedback mechanism telling the
user whether she strongly over- or underuses her specified resource requirements (in the form of a warning or bonus system,
respectively) turns out to be an integral part of the tariff, thus introducing the medium-term time-scale aspect into the scheme.
Obvioudly, any useful feedback mechanism must be based on some sort of measurement and monitoring activity. Thisin fact
isone of the crucial performance bottlenecks of any charging system. Therefore, we argue strongly for leaving the amount of
measurement complexity asfar as possible up to the provider. In this sense, our basic assumption concernesthe mere availability
of some monitoring facility, without posing any requirements to their granularity and the details of the records. Therefore, the
ISP may (to view but the extreme cases) measure each packet if he likes to do so, but taking only rare snapshots in a periodic
or aperiodic way should also be possible and sufficient. Even if the monitoring facilities have to be temporarily shut down for
some reasons, this should not have any consequences for the provider. Note that we are well aware of the fact that these “low-
level” requirements on the monitoring have also enormous socia and legal aspects, e.g. public operators will have to enforce
stricter rules concerning the indisputability of their measurements than private operators, but generally we argue for the reduced
assumption of just any measurement facility, depending on the ISP’ s policies.

However, all activities concerning the basic communication-related processes (e.g. sending packets, routing and switching etc.)
arestill restricted to the atomic time-scale. On the other hand, it isthe complexity of these activities which is the ultimate cause
for the existence of the feasibility problem. Put it in other words, in order to design feasible pricing schemes, we have strictly
to avoid the appearance of the atomic time-sca e within the tariff mechanism. A more formal description of thissituation yields
to anew view on Internet pricing schemes: tariffs may in this sense be formulated as mappings of the atomic time-scale to the
higher ones, i.e. the short-term, medium-term and long-term time-scale or any combination of them. Thisis the essence of the
“Methodology of Time-Scales’ [16] as mentioned in the beginning of Section 4. For a further clarification we refer again to
Figure 3 for asketch of the relationship between time-scal es, requirement types and CPS activities.

Finally, CPSintegrates apparently acouple of well-established principles asformulated in the context of Edge Pricing, Expected
Capacity Pricing, Effective Bandwidth Pricing and Usage-based Charging (see Section 4.1). CPSisan amost classical exam-
plefor edge pricing, in fact not only in space (i.e. at the edges of the network) but also in time (i.e. at the edges of basic periods
on the various time-scales), see [17]. It extends the concept of Expected Capacity Pricing to al relevant QoS parameters whose
specification within the CPC forms the basis for the offered flat rate as well as the subsequent feedback mechanism. The influ-
ence of the Effective Bandwidth Pricing (also known as “Kelly’s abc scheme”[10]) is visible in putting the responsibility for
specifying the traffic correctly (via a suitable choice of tariffs) into the hands of the customer. And finally, CPS can also be
viewed as a sub-species of usage-based charging schemes, due to the measurements which are responsible for giving feedback
to the customer but, in contrast to original usage-based schemes, do not form an immediate source of charges and therefore give
the provider alarge degree of freedom asfar as their accuracy is concerned.

4.3. Cumulus Points and CP Tresholds

L et us now take a closer ook to the feedback mechanism, i.e. the assignment of “ Cumulus Points’ CP. Following the CPC, the
factual usage may not match the prediction given by the user (for whatever reason, be it e.g. an incorrect statement, changing
habits, or new applications). As soon as these discrepancies exceed some threshold, the user receives regular (e.g. weekly or
monthly) feedback in terms of the mentioned CPs. They exist as red and green flags: ared CP indicates that the user has been



overusing her capacities, a green one indicates the opposite, i.e. that the user might have been allowed to use more resources
than she actually did. The larger the discrepancy between contract and reality, the more CPs may be assigned. CPsremain valid
for a dedicated number of consecutive billing periods, and it is their accumulation that finally triggers certain conseguences.
Hence, receiving CPs requires no immediate reaction. However their successive accumulation over consecutive billing periods
eventually may exceed a CP threshold and have consequences for the user, depending on ISP policies.

CP thresholds are defined formally in [15] and determine the assignment of Cumulus Points due to over- or underusing the re-
source with respect to the initial CPC. They may be derived in several ways.

» Inthetraditional version of [15], the violation of a CPtreshold isinterpreted as signal that the CPC is out of balance. Inthis
sense, assigning a CP can be based on some sort of statistical test whether a current deviation of the actual resource usage
from its agreed mean value is statistically significant or still lies within the borders of random fluctuation. A very straight-
forward approach [17] assumes e.g. the parameter considered (like bandwidth or volume) to be normally distributed with

mean p and standard deviation ¢, and proposes relative c-based CP thresholds ﬁ(c) =1ty- (—; with ye {1.3,24, 3.1},

with a deviation from the mean by 1.3¢ yielding one CP, by 2.4c yielding two CPs etc. As 90% of random fluctuations of
anormally distributed random variable lie within the interval [u-1.30; u+1.36], 99% within [u-2.46; n+2.4c] and 99.9%
within [u-3.1c; u+3.10], this is a very intuitive and uncomplicated approach to determine whether the contract still isin
balance (i.e. larger fluctuations are still within the bounds determined by a normal distribution) or not.

»  Whereas the first approach works well for the case of bandwidth or volume, qualitative QoS parameters like delay or jitter
may require a different approach, as in this case the rough assumption of a normal distribution may no longer be justified
(e.g. thereisaways aminimal delay between any two pointsin a network). Therefore, we now propose a new strategy for
CP threshold determination based on user utility functions as introduced in Section 2. If we know (or at least are able to
estimate) the utility function of a certain QoS parameter and its desired value as specified in the CPC, we may use any
observation of the parameter to determine the utility of the observed value for the user and describe CP tresholdsin term of
this observed utility. One could e.g. agree that in case the utility of the actual QoS parameter value deviates by more than
10% from the specified value, one CP is assigned. For a deviation by 25% we can assign two CPs and for 50% three CPs,
e.g. This approach respects far better the users' real needs and moreover is capable of dealing with hard QoS constraints as
well.

Formalizing the second approach leads to the new concept of a“ utility-induced QoS metric” asfollows: assume U (x) to bethe
utility function of QoS parameter x. Then, multiplying the utility U(x,) of the parameter value x, by an arbitrary factor o
corresponds to a parameter value x; whose distance & = |xO - x1| equals

8 = [xo—U ™ (@U(xp))| @

under very genera conditions on the invertibility of the utility function. In terms of relative CP thresholds, this yields immedi-
ately the generalization of ¥ towards a non-constant function ﬁ(u)(x) depending on the QoS parameter x. Thus, (4) can be
reformul ated as
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Figure 5. Utility-induced QoS Metrics



Figure5 illustrates the concept of a utility-induced QoS metric. Note that for a linear utility function, (5) reduces to
¥y (X) = o, whereas e.g. for the common assumption of alogarithmic utility function U(x) = logx as characteristic for
elastic traffic [11], we get

1

alogx) - Xa— -

B0 = (e (6)

Summarizing this section, we have introduced the traditional Cumulus Pricing Scheme before examining it with respect to gen-
era QoS parameters. As aresult, the concept of constant o-dependent CP thresholds has been refined towards CP threshold
functions whose form through (5) depends explicitly on the user’s utility function. Based on these extensions, the following
section investigates the application of CPS to scenarios with traffic characterized by one- or multi-dimensional QoS vectors.

5.CPSFOR ONE- AND MULTI-DIMENSIONAL QOS
Using the notation introduced by (3), traditional CPS can be formulated as triad

T = B, -.p (7)

where S denotes the bandwidth and p = p(f) corresponds to the tariff function p asinvestigated in [17], i.e. afunction that de-
termines theflat rate to be paid by the user as well as excess charges (eventually to be paid asaresult of the CPC renegotiation).
Note that no further QoS parameters are considered, i.e. the mapping G is left open or equivaently set to zero.

There are three possible ways to include the QoS vector g into the scheme. All of them depend on applying a suitable metric
to (3), but differ with respect to where this metric islocated:

» Case A: We use an approach as suggested by (2) and apply a direct transformation to the QoS vector. Imagine for instance
that the CPC specifies traffic characterized by bandwidth S, throughput T, latency d and loss probability L. Then we could
summarize these four parameters as

T(m)

Vm = o) dm

-B(m). ®

This equation mirrors exactly the simultaneous requirement for high bandwidth and throughput and low latency and loss.
Therefore, V may be interpreted as a single (real) number that describes the overall QoS of the service without going into
details for the individua QoS parameters. In this case, every measurement within the CPS includes the full number of
parameters, calculates the resulting actual V and comparesit to the CPC specification, using e.g. the difference

IV=V(m) €)

as metric. If the difference exceeds the CP thresholds, Cumulus Points are assigned. Note that of course there is a couple of
possibilities for merging all QoS parameters into a single value, (8) representing but one example.

» CaseB: Here, bandwidth/volume measurements are separated and independent from the measurement of the other (“qual-
itative”) QoS parameters. In this case, an excessive deviation from the agreed bandwidth may nevertheless yield no CPs, if
the QoS as offered by the ISP and measured independently is worse than agreed upon. Therefore, for the triad 7 a two-
dimensional metric

1B, @l = 1Bl -l (10)

has to be designed that treats the two parameter types individually, where the metric |.| represents the result of applying
CPS to the respective parameter in terms of assigned Cumulus Points. Figure 6 presents an example where excessive band-
width consumption on the user side yields one (red) CP, whereas the bad QoS offered by the I SP forces assigning an addi-
tional Cumulus Point (which has aso to be red from the ISP perspective and therefore has to be subtracted from the
“bandwidth CP”; alternatively one could formulate (10) as a sum and denote as usually green CPs as negative numbers).



» Case C: Of course, one can go still into more detail and treat each individual parameter separately. In this case, for band-
width, delay, jitter etc. there is run one individual CPS each, determining a weighted sum of CPs at the end. This approach
allows assigning individua weights to specific QoS parametersin avery simple way due to the metric

1B, @) = 1Bl o)~ &l iy = IBI =Eqlell g, = EolAdl 5 ~EgLl gy =4l Tl sy (11)

where the index for each metric indicates that different CPS parameters are used for different QoS parameters.

Summarizing shortly, these cases are linked to the following structural difference: Case A isthe straightforward approach that
treats bandwidth and QoS parameters equally, merges their information into a single parameter V() (respecting the mutual re-
| ationships between al input parameters) and compares this common number to the CPC specification. Case B, however, takes
regard to the asymmetry between bandwidth and the rest of the QoS parameters as discussed at the end of Section 3. Traditional
CPS is used to determine whether the bandwidth thresholds bite and Cumulus Points are assigned. At the same time, also the
other QoS parameters are compared to their individual specifications within the CPC in order to determine whether Cumulus
Points must be assigned for them, too. In thisway, the user may excess her specified bandwidth and get e.g. ared CP, but at the
same time delay and loss as delivered by the network are far too high and justifies the independent assignment of a green CP,
with aresulting net assignment of zero CPs. Had the user stuck to her specification, she would be assigned a green CP for the
bad quality delivered by the network. Finally, case C represents the finest level of detail, applying an individual CPS for every
parameter and weighting the result according to the constraints of the respective applications, like the onesintroduced at the end
of Section 2. Aswe have seen there, e.g. for interactive audio and video applications, delay and | oss are the most important QoS
parameters and should be have considerable weight therefore, yielding §; = 0.6, &5 =04 and &, = £, = 0 asan example.
Ftp traffic, on the other hand, has only small requirements in terms of throughput, hence &; = £, = £ = 0 and {, = 0.2
might be an appropriate choice for that case.

Apparently, the treatment of a signicant number of single CPSs has to be regarded as a major drawback of case C. Therefore,
in the presence of users desiring a simple and transparent scheme, case B appears to be a good compromise between the “U”
and “N” requirementsin the NUT trilemma. Figure 6 illustrates the difference between the three cases.

) () = wuce (D> wce

—» OCP & }
() /v () ()~ -06cCP
e (/) 1cp
_— &
(2 (D . ocr () 0ace
0CP
Case A CasB CaseC

Figure 6. Three Metricsfor Multi-dimensional CPS

6. MULTIDIMENSIONAL QOSIN AN INTERNET CHARGING SYSTEM

Existing charging systems perform the setting of prices, the function of charge calculation, and billing, which are integrated
often in amonolithic manner. Additionally the maintenance of service classes, user profiles, customer data, identities, and bank-
ing account data may be included. Therefore, future charging systems need to be able to integrate different charging and ac-
counting records, e.g., Internet Protocol Detail Records (IPDR) [6], since customer’s demand is determined by the so-called
“one-stop billing” approach [21]. In addition, various pricing schemes for different services and their multi-dimensional QoS
characterization have to be supported efficiently. Based on current investigations, in general, charging systems require to sup-
port the following tasks: (1) perform transport, service, and content charging; (2) perform accounting tasks according to trans-
port and multi-service definitions; (3) support different levels of charging security; and (4) support auditing. The Internet
Charging System (ICS), as described in[22], [23], and [24], provides a suitable technology to perform charging tasks for Inter-
net services, while security requirements are being worked on. The major advantage of the ICS in support of multi-dimensional



QoS charging isbased on thefact that the |CSinterfaces may carry any number of QoS parameters measured from an underlying
metering component, such as NeTraMet or NetFlow. Therefore, the data format to be defined for an accounting record is flex-
ible. In addition, depending on the tariff to be applied, the set of required measurements, periodically or statistically taken, will
be stored within ICS-internal databases.

7. SUMMARY AND OUTLOOK

This paper has dealt with the question of how to design a pricing scheme for differentiated Internet services that can deal with
genera QoS specifications, especialy for the case of a multi-dimensional QoS vector. Besides discussing a couple of funda-
mental aspects generally related to this emerging new type of pricing schemes, it has been demonstrated that the Cumulus Pric-
ing concept has been designed in away that alowsarather uncomplicated extension to this new situation. Besidesinvestigating
the concept of CP thresholds that depend on the QoS parameter and introducing the notion of a utility-induced metric, a couple
of ways have been described for merging the information of the QoS into the framework of SLA-based Cumulus Pricing Con-
tracts CPC. Finaly, a discussion of important aspects concerning the implementation of this extended scheme into an Internet
Charging Systems has been provided.

Asageneral result, CPS offers eventually an Internet pricing approach that appearsto be closer to the optimal tradeoff between
the requirement types described in the NUT trilemma than any other of the established proposals. Moreover, in the form pre-
sented here, CPS is one of the very rare pricing mechanismsthat are able to deal with QoS specified not only in terms of band-
width or volume. Current and future work is heading towards two directions. on the one hand, a couple of theoretical issues of
CPS needs to be further developped. An example for these issuesis the form of the tariff function that is used to derive the flat
rate to be charged from general QoS parameters. In [17], it has been shown that for the case of bandwidth, this function has to
meet a one-over-square-root law in order to cause the user to specify her expectations for the required resources correctly. The
rationale provided there needs to be refined for the general and multi-dimensional case. On the other hand, the implementation
of CPS into the M3l platform as currently performed will allow a detailed technical and economic evaluation of this scheme
including the reaction of real users to this new pricing mechanism for differentiated Internet services.
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