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Abstract

In this work we address the problem of inferring the presence of a capacity bot-
tleneck from passive measurements in a 3G network. The study is based on one
month of packet traces collected in the UMTS core network of m obilkom austria
AG & Co KG, the leading mobile telecommunications provider i n Austria, EU.
During the measurement period a bottleneck link in the UMTS ¢ ore network was
revealed and removed, therefore the traces enable the accuate analysis and com-
parison of the traf ¢ behavior in the two network conditions : with and without a
capacity bottleneck.

Two approaches to bottleneck detection are investigated. The rst one is based on
the signal analysis of the marginal rate distribution of the traf c aggregate along
one day cycle. Since TCP-controlled traf c dominates the ov erall traf ¢ mix, the
presence of a bottleneck strains the aggregate rate distribution and compresses it
against the capacity limit during the peak hour. The second a pproach is based on
the analysis of several TCP performance parameters, e.g. emated frequency of
retransmissions. Such statistics are unstable due to the pesence of few top users,
but this effect can be counteracted with simple Itering met hods. Both approaches
are validated via simulations.

Our results show that both approaches can be used to provide early warning about
future occurrences of capacity bottlenecks, and can complement other existing
monitoring tools in the operation of a production network.
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1.1 Introduction

Public wide-area wireless networks are now migrating towar ds third-generation
systems (3G), designed to support packet-switched data serices. Several 3G sys-
tems are being developed worldwide evolving from different 2G technologies.
Europe has adopted the Universal Mobile Telecommunication System (UMTS),
developed by 3GPP as an evolution of GSM. A 3G network include s two main
sections: a packet-switched Core Network (CN), which is based on IP, and a Ra-
dio Access Network (RAN). Along with the UMTS RAN (UTRAN) bas ed on W-
CDMA, several operators maintain a parallel GPRS/EDGE RAN e volved from the
legacy GSM radio access. A general overview of the GPRS/UMTS network struc-
ture can be found in [18]. Several UMTS networks became operational since 2003
while the rst deployments of GPRS dates back to 2000. Evolved cell-phones and
smart-phones already support a broad range of data services, including traditional
Internet applications like e-mail, Web, etc. while 3G inter face cards for laptop are
available since 2004, often coupled with at-rate subscrip tions. The growing pop-
ularity of 3G terminals and services has extended the coverage of Internet access to
the geographic area, and 3G networks are becoming key components of the global
Internetin Europe. Keshav [34] foresees that cell phones will become the dominant
component of the future Internet population.

At present the 3G environment is under evolution: the subscr iber population
and the traf c volume are still in a growing phase (for some de tails on the network
under study see [16]); the relative distribution of termina | types (e.g. laptops vs.
handsets) and their capabilities is changing quickly; the p ortfolio of services that
are offered by the operators evolves rapidly. All these aspe cts build a potential
for changes in the traf c pattern that can occur at the macros copic scale (network-
wide) and in a relatively short time frame. In such a scenario , the ability to accu-
rately and extensively monitor the current network state an d to early detect global
performance drifts and localized anomalies is a fundamenta | pillar of the network
operation and engineering processes. More speci cally, it is important to early de-
tect emerging bottlenecks, i.e. network elements that are under-provisioned and
therefore cause performance degradation to some traf c agg regate as its volume
increases. A bottleneck in the RAN can be a geographical areathat is frequently
overloaded because the provisioned radio capacity does not match the peak-hour
traf c demand. A bottleneck in the CN is often a link or other n  etwork element
with insuf cient capacity to carry peak-hour traf c. A capa city bottleneck always
impacts a certain traf c aggregate rather than isolated ow s - e.g. all the trafc
directed to a certain radio area, or routed over a certain net work element.

Monitoring a wide-area network involves considerable cost s: the number of
links to be monitored is large, and they are spread over a wide geographical area.
For some operators there are several parallel RANs to be monitored that are at-
tached to the same CN: besides UMTS and GPRS/EDGE, also WLAN (see [19] for
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3G-WLAN interworking) and perhaps in the future WIMAX [4]. F  or some moni-
toring applications it is necessary to access con guration parameters (e.g. provi-
sioned link bandwidth), logs and built-in counters from sev eral network elements,
and considerable costs, complexity and complications are found in practice where
it comes to extraction, gathering and correlation of such he terogeneous data -in
the format and semantics - from different elements, with dif ferent software and
from different vendors. In summary, installing and maintai ning a monitoring in-

frastructure with the same capillarity of the production ne twork might be very

expensive. On the other hand, the structure of a 3G network is highly hierarchical

and centralized: the whole traf c is concentrated in the Cor e Network and there
are only a few gateway nodes - called GGSNSs - that connect it to external networks
like the Internet, therefore the whole traf c can be capture d at a few monitored
links.

The ultimate goal of our research is to develop methods to inf er the presence of
performance bottlenecks anywhere in the network from the an alysis of the traf ¢
captured at few centralized monitoring points, without dir  ect access to all network
links. A possible approach is to exploit TCP behavior charac teristics: since TCP is
closed-loop controlled, its dynamics and performances are dependent on the state
of the whole end-to-end ow path. Consequently, in principl e it should be possible
to infer the presence of performance bottlenecks by looking at the evolution of the
TCP aggregate and/or to individual connections at any point along the path. We
devised two possible approaches to diagnose the presence ofa bottleneck on some
network element from the analysis of the traf c aggregate ro uted through it but
captured at a different point:

From the analysis of the aggregate traf c rate.

From the analysis of TCP performance indicators, like frequ ency of retrans-
missions, round-trip-time (RTT), etc.

In this paper we explore both approaches. This study is based on several weeks
of packet traces collected by passive monitoring the core network links of a large

operational 3G network (mobilkom austria AG & Co KG, the lead ing mobile op-

erator in Austria, EU). In the middle of the measurement peri od a bottleneck link
within the UMTS Core Network was detected and removed by a cap acity upgrade.
Since the traces are complete - i.e. all packet headers have een captured and
timestamped - it is possible to analyze and compare several aspects of the traf ¢

dynamics in the two network conditions: with and without the  bottleneck. The
goal is to identify those patterns that more clearly discrim inate between the two
conditions and can be taken as “signatures” of the presence of a bottleneck. This
would allow the implementation of intelligent agents to be i ntegrated directly into

the on-line monitoring system, watching for future occurre nces of similar patterns
and reporting early warning about emerging bottlenecks. Th is approach is similar
to the so called “post-mortem” analysis that is commonly per formed in the area of
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network security in order to learn about the dynamics of past attacks and devise
countermeasures and detection mechanisms.

The rest of the paper is organized as follows. In Section 1.2 we position our
work to the existing literature. The reference network scen ario and the monitoring
setting are described in Sections 1.3 and 1.4 respectively.Sections 1.5 and 1.6 carry
a comparative analysis of traf ¢ patterns before and after t he bottleneck removal
and hence suggest methodologies for the early diagnosis of emerging bottlenecks.
Speci cally, Section 1.5 addresses patterns of aggregate taf c rate, while Section
1.6 focuses on several TCP performance indicators. In Sectn 1.7 we provide a
validation of the proposed schemes based on simulations. Finally in Section 1.8
we conclude and identify directions for progressing this wo rk.

1.2 Related works

The present work neighbors different areas of evolving rese arch in networking.

First of all, capacity bottlenecks can be considered as anonalous events in a well-
engineered network and the method proposed here can be accounted under the
umbrella of “anomaly detection” methods. A number of previo us papers have
addressed the problem of anomaly detection in network traf ¢, spanning a broad
range of different approaches (signal processing, machine learning, data mining

etc.). The approach presented in Section 1.5 complements dber techniques based
on the analysis of the traf ¢ signal [22]. It is relatively si mpler than previously

proposed techniques, e.g. wavelet analysis was proposed in [24] and [26]. Note
however that our approach is focused only on the speci c prob lem of bottleneck
detection, rather than attempting at capturing “anomalies " in the general sense.

Another close area to our research is “capacity estimation”. Several methods
were proposed to infer the capacity and/or the available ban dwidth of network
links by means of active and passive measurement techniques (see [30] for an
overview). The active measurement approaches do not apply here, since large-
scale probing would not be accepted into an operational 3G ne twork. Regarding
passive measurement techniques, several tools were develged in previous works,
e.g. MultiQ [33], Nettimer [20]. While these could be adapte d to work on top of
our monitoring system - and this is indeed one of the tasks in o ur future research
agenda - they have some intrinsic limitations that might red uce their appeal for
being used as operational tools in a production 3G network. | n fact, both tools
are based on the analysis of the dispersion in the packet arrival time [6], implicitly
assuming that the bottleneck link is bufferingexcess packets. In the real network
however capacity bottlenecks might be droppingpackets. This is typically the case
for rate-limiters (L2 or L3) that are con gured based on toke n-bucket parameters.
Also, the bottleneck element can be a node instead of a link, e.g. an overloaded
network element that discards packets exceeding its processing capacity. The over-
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load might be caused by different causes (e.g. a software bug consuming internal
resources, an attack, or simply by lack of hardware upgrade) but the ultimate effect
is the same: a shortage of capacity for the transit traf c. Ot her complications ap-
pear when considering L3/L2 inter-working, e.g. IP over ATM :in this case the net
capacity available to the IP layer depends heavily on the pac ket size distribution,
and a bottleneck can emerge due to an unanticipated increasein the frequency of
small packets (e.g. following the quick spreading of some ne w application, or as
a consequence of unwanted traf c and scanning worms [10, 29]). It is not clear
how bandwidth estimation tools based on packet dispersion w ould perform in
the above scenarios. Instead the methods proposed in our work do not make any
assumption about the detailed nature of the bottleneck link , nor requires an ex-
act de nition of “capacity”. Such simpli cation is made pos sible by the narrower
scope of our goal: we are not interested in estimating the available capacity in the
general case (as in [33, 20]), but just in detecting events ofcapacity starvation, by
whatever de nition of “capacity”.

The second approach presented in this paper (Section 1.6) isrelated to the anal-
ysis of TCP connection characteristics in real networks. Many papers focused on
TCP measurements for traf c modeling purposes (e.g. [27]), whereas only few
works exploited passive TCP measurements to infer the status of the network. In
[32] the authors use heuristics based on the TCP congestion ontrol mechanisms
and on the estimation of the Re-transmission Time-Out in ord er to reconstruct
the TCP sender behavior, and classify out-of-order packets according to different
causes. The same authors use in [31] a passive measurement nt@odology to in-
fer the TCP sender congestion window and the connection RTT. As pointed out
in both papers, their analysis is meant to be a rst step towar ds a better under-
standing of the correlation between the properties of the tr aversed path and TCP
connection metrics, ultimately aiming at the identi catio n of the Autonomous Sys-
tem that degrades the connection throughput with high packe tlosses. While the
underlying idea is similar to our work, namely exploiting TC P dynamics to in-
fer performance degradation points, the application scenarios are different (Tier-1
backbone vs. 3G Core Network) and require different approac hes and methodolo-
gies. In [21] the authors present the Tstat [5] tool for inferring the status of TCP
connections and several associated metrics. Based on suchdol they analyze the
traf c on the edge of a campus network and estimate the perfor mance from the
perspective of individual users. Our goal is different, nam ely to validate the cur-
rent network state from the perspective of the operator and p roduce early warn-
ing about large-scale performance bottleneck. In [28] the authors describe a TCP
packet loss estimation method and they exploit it to study th e effect of an Inter-
net Service Provider (ISP) upgrade on TCP behavior. This approach, in principle
similar to our, does not exploit TCP acknowledgment packets (ACK) to bypass
asymmetric routing problem. In our network this problem doe s not apply and
ACK packets enable us to obtain more information on TCP conne ction status.

Earlier parts of this work were presented in [13] and [15]. To the best of our

10



knowledge no previous work has addressed directly the probl em of bottleneck
detection in 3G systems, nor has reported empirical observations about a real bot-
tleneck found in an operational network.

1.3 Reference Network Scenario

The reference network scenario is depicted in Figure 1.1. The 3G network has a
tree-like deployment: the Mobile Stations (MS) and the Base Stations (BTS) are
geographically distributed (nation-wide), but the level o f concentration increases
when moving towards the boundary of the 3G CN towards the Inte rnet. There are
several SGSNs (Serving GPRS Support Nodes) and few GGSNs (Geway GPRS
Support Nodes) and the traf c is concentrated on a small numb er of Gn/Gi links
near the GGSNs, therefore with few probes on these interfaces one can capture the
whole traf c. The problem addressed here is how to infer the p resence of a bottle-
neck in the 3G core network from the passive observation of th e traf ¢ at a single
monitoring point - on Gn in our case. Remarkably, we assume on ly a minimal in-
formation about the structure and settings of the whole netw ork: for instance, the
bandwidth provisioned at each link is not knotenthe monitoring agent, nor is known
the detailed network structure. This allows a dramatic redu ction in the complexity
and maintenance effort of the monitoring system itself, as d iscussed later.

De nition of Sub-Aggregate (SA). The only required information are those
enabling the discrimination of different sub-aggregate co mponents inside the to-
tal traf c. A sub-aggregate (SA for short) de nes the portio n of the overall traf c
observed at the monitoring point that is routed through a spe ci c part of the net-
work. A SA can be associated to each network element (e.g. SG8I, RNC, cell). For
example, one could de ne a SA for a single SGSN x, meaning that all the trafc
routed through SGSN x can be separated by the rest and examined separately. At
a coarser granularity one could consider the SA towards a clu ster of SGSNsy co-
located at a single physical site and sharing the same accesdandwidth to the site.
At a ner granularity SAs can be associated to individual RNC s (sayz). An even
higher granularity, e.g. per-cell, might be considered for detecting recurrent bottle-
necks or heavy congestion in the radio link, and then trigger a local revision of the
radio planning *. Due to the typical tree-like structure of the 3G network SAs are
hierarchically nested (z y x), and the analysis of SAs at different levels might
help to individuate the position of a bottleneck, an approac h that is in principle
similar to network tomography [7]. In the most simple approa ch, the analysis of
each SA is performed in isolation. In other cases the comparison between differ-

Iper-cell discrimination requires access to Gb/IuPS traces since such information is not com-
municated to the GGSNs and therefore is not visible on Gn. Whi le we are currently working on
per-cell analysis of TCP indicators (see [14] for preliminary results) this option is regarded as a
future extension and is not considered in the present work, w hich is limited to the analysis of Gn
traces.
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Figure 1.1. Reference network scenario (top) and example
of bottleneck on Gn (bottom).

ent SAs at the same hierarchical level will help to pinpoint a n abnormal behavior.
However the comparison requires some caution, since differ ent SAs might display
different behaviors due to different load conditions, inde pendently of the presence
of capacity bottleneck or other network anomalies. Conside r for example that the
traf c to different SGSNs is produced by users in different g eographical areas (e.g.
urban vs. rural), generating different traf c mix and volum es. Still, if one is able to
extract summary indicators that are invariant to different load conditions, then the
direct comparison between SAs would provide a precious cont ribution to the task
of bottleneck detection. The identi cation of synthetic an d invariant indicators is
one of the ultimate goals of our research.

SA discrimination.  Sub-aggregate analysis requires sub-aggregate discrimi-
nation, that is the ability to refer each traf ¢ unit (a packe t or a connection) to a
speci ¢ SA. In practice the way that this association is impl emented depends on
several technical details that are to some extent dependenton the speci c con g-
uration of the network. In this respect, it is preferable to s et the monitoring point
on Gn rather than Gi, since the lower layers of the Gn protocol stack include use-
ful information for this purpose. For instance, the Gn netwo rk is IP-based: after
GTP encapsulation user packets are encapsulated into UDP/IP packets carrying
the IP address of the destination SGSN/GGSN: this allows dir ect per-SGSN and

12



per-GGSN discrimination. A higher level of discrimination can be achieved by
tracking the cell/routing-area information present in som e messages exchanged
between the MS and the GSNs (see [14]). Note that the detailedtracking mecha-
nism is different for GPRS and UMTS. In this paper we do not con sider further the
technicalities involved in the task of SA discrimination, s ince this would require a
thorough analysis of the 3G protocols and some insight into t he engineering prac-
tice of the real network. As a working hypothesis we assume th at the monitoring
system is capable of capturing and discriminating all packe ts belonging to a cer-
tain SA and the problem is to diagnose the presence of a bottleneck affecting such
speci ¢ SA. This should trigger an alarm to the network staff , which should then
start an in-depth inspection of the network and specically of the SA path. The
fact that the alarm is raised for a speci ¢ SA gives a useful in itial hint about the
possible location of the bottleneck but it is not suf cient t o pointedly localize the
bottleneck, nor to discriminate whether it is found upstrea m or downstream the
monitoring point. Nevertheless restricting the troublesh ooting process within the
scope of the SA path is already a very valuable point in practi ce.

Obliviousness to the provisioned capacity. We assume that the capacity pro-
visioned on each link is not known to the monitoring system, n or is known the
detailednetwork structure. This eliminates the burden of maintaini ng the moni-
toring system synchronized with the con guration of the net work elements, with
clear savings in the complexity and maintenance efforts of t he whole monitoring
system. To appreciate such gain consider that a real network might have a very
complex deployment. For example the connectivity between G GSN x and SGSN
y (Gn interface) might involve a combination of physical circ uits, L2 virtual cir-
cuits (e.g. ATM, Frame Relay) and LAN segments internal to each site. Therefore
the path from x to y might include multiple links of different nature, dedicate d or
shared with other paths, and nodal equipments spanning mult iple technologies.
Our monitoring system is oblivious to the detaileddeployment of the Gn links: we
only look at the SA traf c owing between x andy, regardless of its path.

A possible approach to detect congestion would be to compare the measured
traf c volume with the provisioned path capacity, i.e. the m inimum net capac-
ity between x and y. However there are several complications associated to this
approach:

1. Operational complexity: in order to derive the exact capa city of the path x vy
one might need to access the con guration les of several nod es along the
path.

2. Deviations from nominal behavior: in case of malfunction ing of some net-
work equipment the actual capacity of the link might departf rom the nomi-
nal one.

3. L2 provisioned capacity: in case of rate-limited Virtual Channels (typically
ATM) the net capacity “visible” at the IP layer depends on the actual distri-
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bution of IP packet size. The larger the fraction of short pac kets, the smaller
the net available capacity. In this scenario it is possible that a shortage of
capacity emerges due to macroscopic changes in the statistcs of the packet
size (e.g. following new popular applications, or multipli  cation of undesired
traf ¢ resulting from worm infections [10, 29, 12]).

By taking an oblivious approach about the provisioned capac ity the above com-
plications are avoided. Furthermore, a number of additiona | advantages emerge.
First, being decoupled from the actual con guration of the n etwork equipments,
the monitoring system does not need to be updated upon each re con guration or
re-provisioning event, which saves costs in terms of system maintenance and com-
munication overhead within the staff. Second, the resultin g diagnosis method is
more robust, since it will detect shortage of the actualbandwidth rather than of
the plannedone. Possible causes of mismatching between the two include human
mistakes in the con guration of the network elements, equip ment malfunctioning,
mismatching between L3 and L2 bandwidth and others. After th e signature of a
capacity bottleneck has been recognized, the network staff has to locate it exactly,
which requires knowledge of the detailed network deploymen tand eventually in-
spection of several elements during the troubleshooting pr ocess. However, being
able to trigger an early alarm without relying on external in formation about the
underlying network con guration greatly improves the robu  stness of the overall
process.

1.4 Monitoring Setting

The development of a large-scale passive monitoring system, including a parser for

the whole protocol stack of the 3G core network, and its deplo yment in the opera-

tional network were accomplished within the METAWIN projec t [23]. Packets are
captured with Endace DAG cards [1] and recorded with GPS sync hronized time-

stamps. For privacy requirements traces are anonymized by hashing any elds

related to user identity at the lower layers of the 3G stack (I MSI, MSISDN, etc.)
and user payload is removed. The traces include TCP/IP headers enabling the
analysis of several TCP statistics. While we passively monitor all CN interfaces

(Gi, Gn, Gb, IuPS) the results presented in this work are based exclusively on Gn

traces. All Gn links were monitored near the GGSNs, covering 100% of UMTS
traf c from home subscribers, roaming traf c is not conside red.

For this work we collected 4 weeks of traces during December 2004. A capacity
bottleneck was in place in the network, affecting a certain p ortion of the UMTS
traf ¢, and was removed during the measurement period by a ca pacity upgrade.
The bottleneck link was found on a IP-over-ATM Virtual Circu it with a cell-level
rate-limiter based on the standard General Cell Rate Algori thm (GCRA). The link
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was serving a physical site hosting multiple SGSNs. We were able to discriminate

the SA component crossing the bottleneck element out of the total Gn trace and
analyze it separately. In the rest of the paper we will theref ore refer exclusively to
the analysis of this sub-trace. For proprietary reasons we can not disclose several
absolute quantitative values like traf ¢ volumes, number o f users, number of Gn
links, etc. Where possible we provide only relative values, i.e. fractions, or re-
scaled values. Similarly we can not provide any further deta il about the specic

structure of the monitored network and its deployment.

As discussed above, we are interested in looking at TCP behavior because of the
end-to-end nature of its dynamics. Our measurements conrm ed a large preva-
lence of TCP traf c in the 3G network. Furthermore it is likel y that a large part
of the traf c seen as UDP packets in the Core Network is accoun table as TCP-
controlled: for instance TCP connections tunneled into IPs ec VPNs will be seen as
UDP at our monitoring point.

1.5 Analysis of the Aggregate Rate

Here we focus on some basic statistical properties of the instantaneous ratéor the
traf c aggregate. The rate is measured in time bins of xed le ngth . The value of

must be larger than few times the typical round-trip-time (R TT), as for smaller
values the notion of “rate” for TCP-controlled ows vanishe s. On the other hand
too large values for  will average out short-term uctuations, which is againstt he
goal of measuring the “instantaneous” rate. Given that the t ypical RTT measured
in the operational UMTS network is in the order of half a secon d (see [16]) we
used =10s. The results given below in this section will con rm the g oodness of
such choice for our purposes. Only the packets belonging to t he speci ¢ SA under
study are considered here in the traf c count. For proprieta ry reasons the whole
time-series, denoted by s (t), has been rescaled by an arbitrary factor denoted by
u, therefore all rate values in the following graphs will be ex pressed in terms of
this arbitrary unit (note that u is not related to the link capacity, therefore a rate
value e.g. 0.6 doesnot refer to a link load of 60%).

The measured traf ¢ is highly asymmetric (approximately 60 % was Web): the
ratio between uplink/downlink (from/to the MS) traf c was a pproximately 1:3.
Only the downlink traf c reached the bottleneck capacity, t herefore we will not
consider here the uplink rate. Note that all user data packet s are considered in
the byte count, regardless of the speci ¢ payload protocols (TCP, UDP, ICMP, etc.).
However due to the strong prevalence of TCP traf c the overal | SA rate is shaped
by the TCP dynamics.

Figure 1.2 plots the signal s during the entire monitoring period. A bottleneck
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Figure 1.2. SA total rate for the monitored period (10s bins).

with bandwidth limit 0.5 u was in place during the rst part of the period, and was
removed in the night between the day 20 and 21.

We detected the bottleneck on day 20 by the visual inspection of the aggregate
rate over the last few days, as appeared in Figure 1.3. At a careful look we no-
ticed that the variability range in the peak hour (point “A”)  was approximately
the same as during the night time (“B”). Still the variabilit y range at intermediate
traf c levels (“C”) was broader. We deemed it strange: we wou Id have expected
higher variability in correspondence of higher traf c leve |. Based on such qualita-
tive observation, we made the hypothesis that some capacity restriction along the
path of this SA was acting as a capping barrier for the TCP-controlled aggregate,
preventing the maximum downlink rate from exceeding the pro visioned band-
width which was unknown to us . Triggered by our report, a quick investigation
by the network staff resulted in the identi cation of a capac ity shortage along the
path of this SA, that was removed within few hours by a capacit y upgrade. More
precisely, the bottleneck was found on a IP-over-ATM link wi th a cell-based rate-
limiter. Inspired by this event, we recognized the possibil ity to implement an auto-
matic method for detecting future occurrences of similar ev ents, by translating the
gualitative observation based on the visual inspection int o a quantitative indicator.

We analyzed the evolution of some basic properties of the mar ginal distribution
of s - namely variability and symmetry - at different trafc load s. To do so, we
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Figure 1.3. SA total rate for days 17-20 (10s bins).

considered a sliding window of length w and analyzed the empirical distribution
of the samplesinD ., (t) = fs():t w=2 t + w=2g for different values
of t. The value of w should be short enough such that the signal s can be consid-
ered stationary within this window, on the other hand too sho rt values for w will
include too few signal samples to have a robust estimation of the moments. We
setw =1h as a compromise between two concurrent needs. We extractal the rst
moments of the empirical rate distribution D ., (t), speci cally the mean m(t), the

variance ?(t) and the skewness (t) = M Recall that the skewness (3rd-

order central moment) is a simple measure of the asymmetry of the distribution:

positive values > 0 indicate a right-skewed distribution, negative values < 0
indicate left-skewness, symmetric distributions hold = 0. The values of these
empirical moments depend on the time-scale parameters and w, but for sake of
simplicity we will omit them in the notation and simply usee. g¢. minstead of m ., .
In addition to the moments, we also computed the median (t) and percentiles

P1o(t), Poo(t) Of D .y (1).

Before computing the moments, we pre- Itered the data from t he outliers. This
avoids that a few large samples bias the estimated moments in their neighborhood
(i.e. within w= lags). An outlier can be e.g. a large burst of packets coming from
the Internet - recall that the aggregate rate is monitored up stream of the bottleneck.
A sample value s (t) is classi ed as outlier if it falls outside the range  (t) 3 (t),
with median and standard deviations computed locally inthe window D ., (t) cen-
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tered around t. This resulted in less than 200 outliers out of 60480 values 0.3%).
Generally speaking, for some applications sporadic large v alues carry useful in-
formation about the phenomenon under study and should be con sidered as an
important part of the traf ¢ process rather than being class ied as outliers and |-
tered out [9]. However this is not the case here, since the proposed scheme for
bottleneck detection relies on the analysis of the mass and near-tails of the rate
distribution.

We are interested in looking at the evolution of the moments a nd percentiles
of the rate distribution with the mean traf c rate. In Figure 1.4 we plot the vari-
ance vs. mean trajectory during individual days. Each point represents a pair
h 2(t); m(t)i for a speci c value of t. The upper graph collects the values for days
17-20 (with the bottleneck in place) while the lower ones ref er to day 21-23 (with-
out the bottleneck). Similarly, Figure 1.5 plots the skewne ss vs. mean trajectory
h (t); m(t)i. In both Figures 1.4-1.5 the trajectories display different patterns before
and after the bottleneck removal.

In order to summarize these data, we tted the h 2;mi and h;mi trajectories
measured in each day with a quadratic curve, i.e. a degree-2 polynomial. The
resulting curves are plotted in Figure 1.6 for 22 days. The dashed and continuous
lines refer respectively to day 6-20 (when the bottleneck was in place) and day
21-27 (after the bottleneck removal). By comparison with th e previous graphs it
can be seen that while the measured trajectories (Figures 14-1.5) differ from day to
day due to random signal uctuations, the regressed curves a re relatively stable.
From the upper graph of Figure 1.6 it can be seen that when the bottleneck is in
place the variance reaches a maximum when the mean is approximately half of the
bottleneck capacity, after which it decreases again. Instead, without the bottleneck
the variance keeps increasing steadily with the mean traf ¢ intensity. From the
lower graph of Figure 1.6 we learn that the presence of the bottleneck also impacts
the skewness of the distribution: in the high traf c region t he bottleneck clearly
induces left-skewness ( < 0), while after the bottleneck removal the distributions
tend to be more symmetric, with small positive values of

We applied a similar method to the percentiles pio(t) and pgo(t). The resulting
regressed trajectories are shown in Figure 1.7, from which it can be easily seen
that the trajectory of the inter-percentile distance hpsy pio; Mi displays a concave
behavior similar to the variance.

1.5.1 Interpretation of the results

All the above observations are consistent with the followin g interpretation. The
empirical rate distribution evolves with the mean traf c in  tensity - therefore with
the time-of-day - as sketched in Figure 1.8. For low traf c in tensity (night and
early-morning) the distribution is right-skewed: since ra te can not be negative only
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Figure 1.4. Variance vs. Mean trajectory: with (top) and
without (bottom) the bottleneck.

positive uctuations are possible. For higher traf c inten sity (morning and after-

noon) the rate distribution becomes more dispersed (higher variance) and more
symmetric (lower skewness). In fact, the rate of individual connections is limited
by the bandwidth on the radio link, but the radio limit acts on individual ows

(per-MS channel) or at most on a bundle of few ows belongingt o the active MSs
in the same cell (per-cell bandwidth). As a result, in the tot al SA under analy-
sis - covering hundreds of parallel connections spanning several cells - the cor-
relation between the rates of individual connections is ver y low, and the shape
of the total traf ¢ distribution is dominated by the arrival / departure process
of the connections, assumed independent at a rst approxima tion. Since higher
traf ¢ during the day means essentially more active MSs and m ore parallel con-
nections, this translates into a marginal rate distributio n with increasing mean,
variance and symmetry, as is typical with the superposition of many independent
ON/OFF sources. Without any common bottleneck, such trend w ould be main-
tained also during the peak hour (evening and early-night), with more variance
and more symmetry as in Figure 1.8-bottom. Instead, when the bottleneck is in
place (see Figure 1.8-top), it introduces an additional lim it on the total rate of the
whole SA whose effect becomes stronger as the total traf c ap proaches the bot-
tleneck capacity. At this point two phenomena take place. Fi rst, due to the TCP
congestion control mechanisms, the bottleneck introduces correlation between the
rates of the individual connections. Second, an additional control-loop emerges
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Figure 1.5. Skewness vs. Mean trajectory: with (top) and
without (bottom) the bottleneck.

from the user behavior: users will delay the next download un til the current one
is completed, and arguably some users will abandon the netwo rk if the perceived
guality of service (e.g. page download time) degrades below what they consider
the “acceptable” level. As a result, the user behavior contr ibutes to modulate the
number of parallel connections during the congestion perio d. The cumulative ef-
fect of these two control loops (TCP congestion control and u ser behavior) is that
the total marginal rate distribution becomes compressed to wards the capacity limit
thus reducing its total variance, and the hard-limit on the u pper tail - but not on
the lower one - leaves the distribution left-skewed.

1.5.2 Diagnosis method

The basic idea of our work is that by simply observing the evol ution of the marginal
rate distribution during one day cycle, itis possible to inf er the presence of a bottle-
neck, i.e. of a compressing barrier, without knowing the value of the bottleneck
limit . The goal is to develop one or few empirical indicators telli ng whether the
marginal distribution of the traf c evolves “freely” witht  he mean traf c intensity,
or rather displays signs of strain. Our rst proposal is to de rive simple indicators
based on the coef cients of the regressed trajectories (e.g variance-mean) along
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Figure 1.6. Variance-mean (top) and skewness-mean (bot-
tom) tted trajectories for 22 days. Dashed line: day 6-21,
with bottleneck. Solid line: day 21-27, without bottleneck .

one-day cycles, as explained in the following. For a generic day denote by a and b
the coef cients of the regressed polynomial for the varianc e-mean and skewness-
mean trajectory respectively, and by m the maximum value of the mean trafc
registered during the same day. Denote by v; = 2agm+ a; the slope of the variance-
mean trajectory at the extremal point m. Similarly, denote by v, = bym? + bym + b,
the extremal value of the regressed skewness. In Figure 1.9 we plot the measured
values for v; and v, for the whole monitored period. There is an evident corre-
lation between negative values for both indicators and the p resence of the bot-
tleneck. This suggests that a preliminary alarm can be trigg ered whenever any
of such indicator falls below zero, while persistent negati ve values for 2-3 days
should trigger a check intervention by the network staff. In this specic case, by
setting the alarming region at v; < 0or v, < 0:25such simple indicators would
have revealed the presence of the bottleneck several days inadvance. In practice,
the alarming region should be identi ed based on the histori cal time-series for the
same SA under known bottleneck-free conditions. In fact dif ferent SAs at differ-
ent aggregation levels and/or on different networks might h ave these indicators
uctuate in different “typical” ranges.

In summary, the proposed algorithm would include the follow ing steps, to be
run regularly each day for each SA:
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Figure 1.7. pio(t) and pgo(t) vs. Mean tted trajectories.
Dashed line: day 6-21, with bottleneck. Solid line: day 21-
27, without bottleneck.

1. Collect rate measurements at low time scale (e.g. =10s).

2. Remove outlier samples falling outside the range (t) 3 (t), computed ina
sliding window of length  w (e.g. 1 hour).

3. Compute running moments (mean, variance, skewness) and percentiles ( (t),
P1o(t), peo(t)) in sliding window of length  w.

4. Apply quadratic tting to the X-mean trajectories (where X stands for vari-
ance, skewness, inter-percentile distance, etc.) to redue the data to a few
coef cients.

5. From these coef cients derive a synthetic vector indicat or V.
6. Collect historic records and identify the “typical” regi on for V.
7. Raise an alarm wheneverV persistently falls outside such region (i.e. for 2-3

consecutive days).

Note that each step is rather easy to implement and requires a limited amount
of memory and processing resources: in the end the overall scheme is just a collec-
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Figure 1.8. Evolution of the marginal rate distribution

tion of simple pieces of time-series analysis, and they are typically found as stan-
dard routines in any mathematical library. We remark thatth e quadratic regression
at Step 4 is a key step: by collapsing the set of observations dong one day into a
few parameters - i.e. the coef cients of the tted polynomia | - it reduces the insta-
bility of the indicators and increase the robustness of the w hole test. The reason
for choosing quadrating tting is that degree-2 polynomial s is the simplest family
of curves that includes elements with monotonic behavior (i ncreasing / decreas-
ing in the whole range) as well as elements with non-monotoni ¢ behaviors and a
local maximum / minimum. We have seen that the presence of the bottleneck has
a direct impact on the monotonicity of such trajectories, e. g. the variance-mean
trajectory is monotonically increasing under normal “bott leneck-free” conditions,
and becomes folded and non-monotonic when the bottleneck is in place. Such
patterns can be taken as a signature for the presence of the bdtleneck. Degree-1
polynomials are not suf cient to represent non-monotonic b ehaviors. On the other
hand polynomials with degree higher than 2 would not be more h elpful for our
purposes, and hamper the robustness of the overall scheme by offering more de-
grees of freedom to re ect secondary details and/or random  uctuations in the
trajectory.
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Figure 1.9. Measured values of summary indicators vi,v,.

1.6 Analysis of TCP Performance Indicators

In parallel to the rate analysis, we also considered several TCP performance pa-
rameters as candidate indicators for the presence of a bottleneck. The rst group
of potential indicators refers to the frequency of re-trans mission events, discrimi-
nated into the following categories:

FRTX (Fast-Retransmit Re-transmissions): the number of TCP padket re-transmissions
triggered by duplicate ACKs.

LRTO (Loss-induced Retransmission Time-Outs): TCP re-transmission events
triggered by the expiration of the TCP Retransmission Time- Out (RTO) caused
by packet loss.

SRTO (Spurious Retransmission Time-Outs): TCP re-transmission events
due to RTO expiration caused by a large delay, without packet loss.

AMB (Ambiguous Retransmission Time-Outs): TCP packet re-tran smissions
that we are not able to classify into one of the previous categ ories. Note that
AMB events are always associated to RTO expiration.
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All these events were inferred with the procedure proposed i n our previous work
[17]. Therein the focus was on the estimation of the SRTO everts, which in turn
required the discrimination of LRTO, FRTX and AMB. We have im plemented the
estimation algorithms in a modi ed version of the tcptrace  tool [2] which was
run over the whole trace 2. For each type of event we measured the relative fre-
guency into each time bin as follows. For each active MS; we counted the num-
ber of occurrences of the speci c event (e.g. LRTO) n;, and the total number of
DATA packets N;. The global frequency of such events is then de ned as the ratio
fror = PII—:ll.

In this work we used the IP address on the MS side as an identi e r for the
MS. In the 3G network IP addresses are dynamically assigned to MSs when they
connect to the network (PDP-context activation [18, p.413]) and released when the
connection (PDP-context) is deactivated. In principle the same IP address might
be immediately re-assigned to another connecting MS. Howev er we checked off-
line that in the network under study the level of address re-u sage by different MSs
within 1 hour is almost negligible, i.e. only a very small fra ction of IP addresses
where used by two or more different terminals within each tim e bin. On such basis
we assign each packet to a MS based on the IP address, acceptig the small error
caused by short-term address re-usage. In the general casetiwould be desirable
to have exact MS discrimination, i.e. to identify the source / destination MS for
each packet based e.g. on the IMSI (International Mobile Subscriber Identi er) or
any other unique identi er derived from it (for privacy reas ons). Recently we im-
proved our monitoring system by implementing direct MS disc rimination based
on (anonymized) IMSI. This requires stateful tracking of th e signaling messages
associated to each PDP-context (see [14, 25] for more detadl), hence each packet
can be labeled with a unique and non-ambiguous identi er ass ociated to the MS.
Such feature was not yet in place in the dataset from Dec'04, therefore we resorted
to (approximate) MS discrimination based on IP address. The results presented
below indicate that this approach does not limit the capabil ity of the proposed
method to expose the presence of the bottleneck from TCP indicators. This is a
good news in practice, since the proposed method can be applied also on “sim-
ple” IP-level Gn traces without exact MS discrimination, at least in those networks
where the IP address pool is large enough to produce a low leve | of short-term
reusage. Note that the second bottleneck event discussed inSection 1.7.1 was de-
tected by applying the same methodology discussed in this se ction but with exact
MS discrimination.

In addition to the above events we also considered the Round Trip Time (RTT)
values. A rst exploratory analysis of TCP RTT in UMTS and a co mparison with
GPRS was reported in our previous work [16]. Instead of the en d-to-end RTT,
we considered the semi-RTT between the monitored interface (Gn) and the Mo-
bile Station (MS). For sake of simplicity, in the rest of this work we will refer the

2The modi ed tcptrace  version can be downloaded from http://userver.ftw.at/ vacirca
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Gn-MS-Gn semi-RTT simply as “RTT”. An RTT sample is de ned as the elapsed
time tgata  tack, Where tgaa and tyex are the timestamps respectively of a TCP DATA
packet arriving from the Internet and of the associated ACK f rom the MS as “seen”
at the monitoring point on Gn. The RTT de ned in this way inclu  des three com-
ponents: the downlink delay (Gn ! MS), the uplink delay (MS! Gn) and delay
component internal to the MS (e.g. processing and I/O buffer ing). Only the rst
two components are accountable as network-dependent, whil e the latter depends
exclusively on the terminal. However, the TCP dynamics, and ultimately the user-
perceived performances, will be impacted by the cumulative RTTs. Note that only
non-ambiguous DATA-ACK pairs are considered to produce a va lid RTT sample:
the acknowledgment number of ACK must be at least one byte gre ater than the last
sequence number of the DATA packet; furthermore, it is requi red that the packet
being acknowledged was not retransmitted, and that no packe ts that came before
it in the sequence space were retransmitted after tya, . The former condition invali-
dates RTT samples due to the retransmission ambiguity probl em. This is the same
procedure that TCP utilizes to estimate the RTT and to set the value of the Retrans-
mission Timeout (Karn's algorithm, see [35]). The latter co ndition invalidates RTT
samples since the ACK could acknowledge cumulatively the re transmitted packet
rather than the original DATA packet.

Before the analysis we Itered out all packets on ports tcp:4 662 and tcp:445/135.
The former is used by popular peer-to-peer le sharing appli cations: since it typi-
cally runs with many parallel TCP connections itis likely to induce self-congestion
on the radio channel and/or on the terminal internal resourc es (e.g., transmission
buffer). This would result into poor TCP performances thata re application-speci c
rather than network dependent, therefore do not carry infor mation about the net-
work state. Additionally, during the exploratory analysis  we found the presence
of a large number of packets directed to ports tcp:445/135, m ainly TCP SYN in the
uplink direction. This is likely due to some self-propagati ng worms attached to
infected 3G terminals. The presence of such unwanted traf ¢ should be expected
since laptops with 3G datacards - often equipped with popula r operating system -
populate the 3G networks nowadays along with handsets and sm artphones. It is
well-known that unwanted traf c is a steady component of the  traf c in the wired
networks since years (see for instance [29]). What it is important here is that most
of such packets did not bring any valid contribution for the p  roblem of bottleneck
detection while consuming resources in the analysis softwa re (i.e., memory state
in tcptrace ) therefore Itering them out speeds up the analysis process .

1.6.1 Results

In Figure 1.10 we plotted the measured values for each parameter in time bins of
hour. The top subgraph shows the cumulative number of TCP DA TA packets
(' i Nj), normalized to the peak value during the entire monitoring period in order
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to not disclose the absolute value. The second subgraph repats the average and
several percentiles (5%, 50% 95%) of the RTT samples extraed in each time bin.
The remaining subgraphs report the measured frequency of FRTX, LRTO, SRTO
and AMB events respectively. Recall that the bottleneck was removed in the night
between day 20 and 21. From Figure 1.10 it appears that the RT Tstatistics display a
large variability, with average values which are occasiona lly very large. However,
a deeper look would reveal that the most of RTT spikes occur ov er night, when the
traf ¢ volume and the number of active terminals are very low . This suggests that
such spikes might be the effect of few MSs generating a large volume of packets
and hence RTT samples. In case that such MSs incur large RTT vaues for some
speci c reason (e.g. poor local radio condition, intense mo bility) they might intro-
duce a bias in the whole RTT statistics. This is more likely to happen when the
network load - therefore the number of active MSs - is low.

Regarding the re-transmission indicators, it can be seen that FRTX, SRTO and
AMB frequencies display periodic spikes before day 21, part icularly at the peak
hour, which are clearly an effect of the bottleneck. Among th em, the SRTO seems
to be the best indicator for this type of bottleneck. In fact, it can be seen that after
the bottleneck removal the SRTO frequency stays at a “physiological” level (below
0.1% in UMTS) that is highly stable: no large uctuations are present, and there
is no apparent dependancy on the time-of-day and therefore o n the network load.
In other words, the “normal” value of SRTO frequency in UMTS i s invariant to
changes in the network load. As discussed above in Section 13, this is a highly
desirable characteristic for a parameter that should be used as an indicator for
abnormal network conditions.

The behavior of FRTX and AMB shows some correlation with the p resence of
the bottleneck, with large spikes mostly during peak-load h ours before day 21.
However they also display some sporadic high values after th e bottleneck removal.
Regarding the LRTO, there are no evident differences in the behavior before and af-
ter day 21. However, similarly to the RTT, we notice that most of the spikes seen for
FRTX, LRTO and AMB after the bottleneck removal are located d uring the off-peak
hours, which again suggests the possibility of bias due to fe w MSs contributing
with many samples (“big” N;) and in bad local conditions (“bad” - frequency).
In order to counteract the biasing effect of such few “bad-an d-big” MSs we used a
simple heuristic approach. The underlying idea is to lter o utin each time bin the
few “worst” MSs, i.e. those few contributors that in ate the  whole statistic. For
the RTT we rank the terminals w.r.t. the product of the averag e measured RTTT;
and the number of valid RTT samples K; (note this is different from the number of
DATA packets N;), we ltered out the 10 MSs with the highest T; K; product in
each time bin (“worst-10”), and re-compute all the RTT param eters (average and
percentiles) from the residual set.

For the other indicators associated to packet losses and retansmissions we fol-
low a similar approach, namely to Iter out the “worst-10” MS s from the global
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statistics. However, sigce the underlying metric is always a relative frequency in
the form of a fraction P'—:. the de nition of “worst” MSs requires a more sophis-
ticated approach that is discussed separately in Section 16.2 for ease of treatment.

In Figure 1.11 we plot the same quantities of Figure 1.10 after the Itering pro-
cess (note that the respective subgraphs might be in different scales). All the fre-
guencies of re-transmission events now display a more predi ctable behavior after
the bottleneck removal, thus con rming our hypothesis that most of the instability
was due to few outlier MSs. The large residual spikes, now reg ularly located in
the peak hours, disappear completely after day 21. This clearly relates with the
presence of the bottleneck, and the change in the behavior isso clear that one can
immediately pinpoint the bottleneck removal time.

Regarding the RTT statistics, the Itering process had a dra matic effect and
almost completely canceled the uctuations of the average - now rmly anchored
to the level of 500ms - and of the lower percentiles. However, there is no evidence
of correlation between the RTT values shown in Figure 1.11 and the presence of the
bottleneck. The conclusion is that the RTT process, at leastas estimated with the
methodology described above, is not a good indicator for thi s type of bottleneck. A
likely explication is that the RTT estimation process only ¢ onsiders selected DATA-
ACK pairs that do not hold any ambiguity in the RTT estimation . This method

Iters away “invalid DATA-ACK pairs”, that typically emerg e in the neighborhood
of events like packet losses, retransmissions and timeouts. Now, these are exactly
the events that are generated by the bottleneck. In other words, RTT statistics
were intrinsically “cleaned-up” due to the way RTT samples a re extracted, which
explains why they did not react to this type of bottleneck. St ill, it can be argued
that different types of bottleneck - e.g. those with large bu ffering space, as a shaper
- might be better captured by indicators associated to the packet delay rather than
to retransmissions or timeouts.

1.6.2 Counteracting instability

For each type of re-transmission event (e.g. LRTO) we measured the relative fre-
guency of such events into each time bin as follows. For each active MS; we
counted the number of event occurrences n; and the total number of DATA packets
N;. In other words, we consider a bi-dimensional process fn;; N;g, with n; < N;.
We denote by dy the probability distribution of the random variable N;, and by M
the total number of active MS in the time bin. The global frequ ency f, of such
events is then de ned as :

fror = P_— (1.2)
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Figure 1.10. TCP performance indicators (1h bins). From

top to bottom: total packet count, RTT, FRTX, LRTO, SRTO,
AMB.

The basic idea of our work is that the value of f, can indicate the presence of a
bottleneck. In the absence of a performance bottleneck the LRTO events should be
sporadic, and the fraction of MSs with n; > 0in each time bin should be relatively
small. This scenario is re ected into a very small value of f. On the other hand,
if a bottleneck is in place along the SA path the global incide nce of retransmission
events should be higher - larger values of f; - and at the same time should span a
larger fraction of MSs.
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Figure 1.11. TCP performance indicators after lItering the
worst-10 MSs in each bin.

Besides these two extreme scenarios, we must consider otherpossible cases:

1. Nobottleneck is in place for the whole SA, but a subset of th e MSs are affected
by a higher incidence of retransmission events due to some local bottleneck
(e.g. congestion in a speci c cell or bad radio condition);

2. One or few MSs display a higher incidence of retransmission events due to
speci ¢ MSs conditions (e.g. poor radio coverage or termina | malfunction-
ing); in the particular case that these MSs generate a very large number of
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packets, they can in ate the overall global frequency fy; this is more likely
to happen when the population of active MSs is relatively sma Il (e.g. dur-
ing low-traf ¢ periods) or when the distribution of trafc p  er-MS (therefore
of N;) is heavy-tailed, such that a few “big” MSs can dominate the w hole
statistics.

In particular, the latter case introduces a large instabili ty in the value of ., as a
consequence such metric can not be used directly “as such” to trigger an alarm,

and some manipulation of the data is needed to discriminate b etween different

cases.

Let us consider a possible ordering function 1! r; for the MS set and
denote by r; 2 f 1::M g the rank of i-th MS. Given a certain ordering function ~ we
denote by f (k); k =1::M the cumulative frequency of retransmission events over
the rst k MSs, formally:

P
f(@zpﬂL%% (1.2)

i,k
Given a speci c dataset, each ordering function leads to a different f (k) curve,
they all converging to the same value f (M) = f,. Among all the possible order-
ing possibilities we consider the one that minimizes the fun ction f (k), formally:

Tif—(k) f (k) 8k: 6 (1.3)

In Appendix .1 we provide an algorithm to nd a minimal orderi ng  and jointly

compute the associated curve f—(k). From the latter we derive the curve f (x) =

f—(k=M) by normalizing the argument to the total number M of MSs seen in each
period, i.e. x = k=M. Figure 1.12 provides several samplef (x) curves for LRTO

events as computed during the peak-hour periods of differen t days in the dataset
with (upper graph) and without (lower graph) the bottleneck in place. It can be
seen that even after the bottleneck removal (lower graph) in some case the value
of fit IS in ated by the the contribution of very few MSs. In fact the curve f (x)

increases steeply only in the neighborhood of x 1 (i.e.,k M). Also we note

that a large fraction of MSs (about 40%) did not experience any LRTO event. At the

opposite extreme, before day 20 it is evident that the large v alue of f,; was not the

effect of few biasing MS but rather of a high incidence of LRTO events spanning a
broad fraction of MSs (more than 85%).

In summary, in the former case (type A) the high value of f is the sporadic
effect of one or few “big and bad” MSs, with high trafc volume  (*big”: high
N;) and high incidence of LRTOs (‘bad”: high n;=N;) - likely due to some local
phenomenon like e.g. poor radio conditions - while in the lat ter case (type B) there
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Figure 1.12. f (x) curves in the peak-hour time bins of some
monitored days, before (top) and after (bottom) the bottle-
neck removal.

is evidence of some global phenomenon affecting the whole MS population (i.e.

the bottleneck in our case). Clearly, the raw value of fi,; as denedineq. 1.2 is
not suf cient to discriminate between the two conditions, a nd a watermark alarm

based on the value of f o, would inevitably cause false alarms when type A events

occur (e.g. day 26). Since we are interested in detecting evet of type B, we need a
more robust indicator, not subject to the instability intro duced by few sporadic big-

and-bad MSs. One simple possibility would be to simply cut ou ta small number
(say Y) of “worst” MSs, i.e. the right-most tail of the f (x) curve, and then use the
value f,, = f—("I\A—Y) as the indicator: the previous Figure 1.11 was derived in thi s
way, with 'Y = 10. This approach is similar to the simple heuristic proposed a bove,
where the 10 MSs with the higher value of n; were Itered out.

An alternative approach is to de ne a global metric on f (x) that is robust to the
impact of few big-and-bad contributors. A possible solutio n is to use the integral
area of the function f (x) as an indicator, formally:

A-=  f(0)= —  f~(K) (1.4)
0 M

In gure 1.13 we reported the values of the A— metric for the different types of
events.
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Figure 1.13. Measured values of the A— indicator

1.6.3 Considerations

The results carried by the above analysis show that it is possible to build powerful
bottleneck indicators from performance parameters estima ted by passive monitor-
ing TCP traf c. The goodness of an indicator depends on its predictability under
nominal operational conditions, which in turn requires goo d stability, and on its
responsiveness to abnormal conditions. Once that a “good” indicator of the n et-
work state is de ned, statistical testing methods can be app lied to provide auto-
matic alarms when an abnormal condition occurs. From a gener al point of view,
the “better” is the indicator signal in terms of predictabil ity and responsiveness,
the simpler can be the statistical testing technique. In the specic case consid-
ered here, we found that all the proposed indicators associated to re-transmission
events are so effective that even the most simple testing method, i.e. a xed thresh-
old placed adequately, would have provided early warning ab out the presence of
the bottleneck several days in advance. However this is true only for indicators
that have been adequately Itered to counteract the instabi lity and the bias effect
of few “big-and-bad” MSs. The approaches proposed here - nam ely worst-Y |-
tering and area-based indicators, both based on the minimal ordering function -
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appear to be very effective for practical applications. How ever in the end they are
heuristic in nature and largely based on intuition. Further re nements are possible
in the direction of hypothesis testing methods on the fn;; N;g process that are more
theoretically based, a point that has been left for future wo rk.

Another important performance metric for the practical app licability of the pro-
posed method is its scalability with the traf c volume - numb er of packets and
number of MSs - and the required processing / memory resource s. While a formal
analysis is beyond the scope of this work, we can report that t he overall algorithm
could be run in real-time for the total traf c aggregate in th e whole network (ab-
solute values can not be disclosed). A complete task includes atcptrace  run
and post-processing of the output with UNIX scripting langu age routines (bash
/ awk ). The ratio between processing time and real-time is below 1:4 on a high-
end power PC (3 GHz processor, 1 GB RAM). Note that the modi ed version of
tcptrace  includes a patch for optimized memory management. We expect large
improvements to be achievable with optimized C code, while d istributed process-
ing can be used for very-large networks (e.g. using a separate PC for each GGSN
link). The current gures show that these algorithms can be s uccessfully imple-
mented in real-time, and this is indeed one of the future task s in our project [23].

1.7 Validation

All the graphs reported in the previous sections and speci c ally Figures 1.6, 1.9
and 1.13 indicate that the identi ed patterns were stable ov er many days in both
regimes, i.e. with and without the bottleneck. However both the approaches de-
scribed in Sections 1.5 and 1.6 were based on the empirical amlysis of a single
bottleneck. In principle, it might be possible that those pa tterns were due to spe-
ci ¢ conditions of the bottleneck under analysis, and would not apply in other
cases with e.g. different traf c mix, aggregation level, L1 /L2 technologies, etc. In
this section we present additional results that support the validity and generality
of both approaches.

1.7.1 Another bottleneck in the real network

The power of the proposed approaches was corroborated “in th e eld” by the dis-

covery of other bottlenecks. Since 2004 the prototype of the METAWIN monitoring

system has been collecting complete packet-level traf ¢ tr aces on the Gn links near
the GGSN. The traces are completely anonymized as describedin Section 1.4 and
are kept stored for few days, during which we can perform diff erent types of anal-
ysis and the inspection of the global traf ¢ patterns as part of an ongoing research
project (DARWIN project [23]). The availability of such dat a allows the sporadic
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Figure 1.14. Simulation scenario: topology (left) and user
model (right).

inspection of the traf ¢ patterns discussed in the previous sections, and speci cally
of the indicators reported in Figures 1.6, 1.9 and 1.11-1.13 Exact MS discrimina-
tion was implemented in the monitoring system, and the Iter ing mechanisms for
TCP indicators were run using unique MS identi ers rather th an IP address, as
was done in Section 1.6 for the Dec'04 trace. During one of sudc inspections at the
beginning of 2006 we identi ed the presence of another bottl eneck in the Gn net-
work, which was readily removed by the network staff withinf  ew hours. The 2006
bottleneck was found on a different link than its 2004 predec essor and at a different
aggregation level. After more than one year, the traf c mix a nd volume has grown
and important changes have occurred in the network (e.g. int roduction of HSDPA
in the UMTS Radio Access Network). Despite these macroscopic differences it is
remarkable that the 2006 bottleneck yields very similar pat terns (not shown here)
to those presented in the Figures 1.6, 1.9 and 1.13 for its prelecessor. Note however
that in both cases the bottleneck was found on IP-over-ATM ra te-limited links.

1.7.2 Simulations

In this section we present simple simulation results in orde r to validate the ap-
plicability of the proposed methods to a more general networ k scenario. We re-
mark that the goal of these simulations is not to reproduce the traf c and network
settings in a “realistic” scenario matching all the details observed in the real net-
work. Rather on the contrary, we use the simulation tool to bu ild-up an “abstract”
scenario that is purposely different from the observed one, where we retain only
few fundamental ingredients that we believe are keys to the e mergence of the pat-
terns identi ed in the previous sections. In other words, th e distance between
the two different scenarios, namely the real network and an u ltra-simpli ed sim-
ulated network, measures the generality of the proposed met hodologies as they
apply equally well in both cases. All simulations where perf ormed in ns-2[3].

35



1.7.2.1 Simulation scenario

The simulated topology is depicted in Figure 1.14. It consis ts of a simple bell net-
work, with a bottleneck link AB and the monitoring point M placed upstream on
link BC. Each clienti is connected to the A node via a dedicated link. For each
link the value of the downlink bandwidth is picked randomly a mong the values
64, 128 and 384 kbps. The value of uplink bandwidth is xed to 6 4 kbps. Similarly
the one-way propagation delay on each link is extracted unif ormly in the range

[100ms; 200ms]. The choice of such parameter is based on the typical radio chan-
nel bandwidth used in UMTS cells, and on the typical RTT measu red in the same
network (see Figure 1.10). Note that the bottleneck link imp lements a simple FIFO
drop-tail discipline: this is a major point of difference wi th the two bottlenecks
found in the real network, which were instead cell-based rat e-limiters at the ATM

layer.

The user model is very simple: each user i starts downloading a series of les
of size six (k = 1;2::) at times t;x. All les are transferred via TCP, and the sk
variables are i.i.d. with mean 100 kbytes. Two types of le si ze distributions are
considered: exp-neg and Pareto with tail parameter = 1:6. The completion time
of the k-th download, denoted by i, depends on the network conditions and on
the interplay with the other concurrent ows, and increases dramatically in case
of congestion. The next download is started attime tix+; = ik + d, with d (“think-
time”) being a random variable extracted from an exp-neg dis tribution with mean
75 sec. Note that each users waits until the completion of the previous transfer
before starting a new download, therefore the overall traf ¢ offered to the network
(i.e. the rate of transfer requests) depends on the current network state through the
variables . Following [8] we denote such user model as “closed-loop”.

The virtual simulation time is 24h. During this period the nu  mber of concurrent
users is varied between 10 and 150 according to a triangular pro le obtained as fol-
lows. During the rst (second) half of the simulation 140 use rs are activated (deac-
tivated) at random points uniformly distributed in the inte  rval [3h; 12h] ([12h; 21h]).
We performed different simulations with different values o f the bottleneck band-
width b for the link AB, and for each experiments we applied the analysis pre-
sented in the previous sections.

1.7.2.2 Results of aggregate-rate analysis

In order to validate the rate-based approach presented in Section 1.5 we extracted
the signal s at the monitoring point M (ref. Figure 1.14) at the granularity of

= 10s for different values of the bottleneck bandwidth b. The signals for two
sample experiments (b=100 Mbps and b =1 Mbps) are depicted in Figure 1.15. Al-
ready the visual comparison between the two signals clearly shows that the pres-
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Simulation Settings: b=100Mb, s, [100kB], d=Exp|[75sec], i=150 users Simulation Settings: b=1.2Mb, s,;=Exp[100kB], d=Exp[75sec], i=150 users
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Figure 1.15. Aggregate rate in simulations for different
time-granularity (1s, 10s and 1h). Left: no bottleneck (b=100
Mbps); Right: with bottleneck ( b=1.2 Mbps)

ence of the bottleneck induces a sharp variance reduction in the signal s at 10s
granularity. We applied to the simulated signals the method proposed in Section
1.5 and extracted the Variance-Mean and Skewness-Mean tragctories for different
values of b. The resulting curves are depicted in Figure 1.16. They are fully consis-
tent with the patterns found in Figures 1.6. The effect of the bottleneck on the rate
trajectories starts to be visible already at b= 1.8 Mbps, suggesting that such indica-
tors have a pretty good sensitivity and are able to detect als o “light” bottleneck for
which the gap between the offered traf ¢ and the available ca pacity is not large.
This is comfortant about the possibility of detecting new bo ttleneck rather early as
they start to appear, i.e. when the growth in offered traf c s tarts to approach the
link capacity.

1.7.2.3 Results of TCP indicators

In order to validate the method based on TCP indicators prese nted in Section 1.6
we extracted from the ns-2simulator the packet-level trace captured at the moni-
toring point M, and fed them into the modi ed version of tcptrace . In Figure
1.17 we plot the measured indicators in time-bin of 1h and for different values of
b. It can be seen that all the RTO indicators, including the SRTO frequency, yield
high values during the peak-hour when the bottleneck is in pl ace. The effect of the
bottleneck on the TCP indicator starts to be visible for bott leneck bandwidth lower
than b=1.5 Mbps.
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1.8 Conclusions and Ongoing Work

In this work we have suggested two possible approaches to bot tleneck detection
based on passive traf c monitoring. The rst method is based on the statistical
analysis of the aggregate rate. The second method is based onTCP performance
indicators. Both methods are relatively simple to implemen t.

A point of caution is due regarding the generalization of the results: it can not
be expected that the detection mechanism developed out of few speci ¢ events will
necessarily capture all possible cases. Different types of resource limitations (e.g.
cell-level rate-limiter, packet buffering shaper, FIFO dr op-tail) can expose differ-
ent “signatures” on TCP performance indicators. Different network environments
might have different network-level parameters (e.g. per-u ser bandwidth, RTT) and
support different user populations using different applic ation mix, which might
have an impact on the choice of the time-scales and w for the rate-based scheme.
Nevertheless the fact that the same patterns found in two dif ferent real-world bot-
tlenecks were reproduced by an ultra-simpli ed simulation  scenario, with differ-
ent user model and different types of resource limitation (A TM rate-limiter vs.
FIFO drop-tail) is pretty comfortant about the robustness o fthe proposed approach
to different network conditions.

From a practical point of view, we believe that bottleneck de tection schemes
to be used in production networks should be based on a bank of p arallel tests on
different indicator signals and parameters, in order to inc rease the likelihood that
future events are not missed. Also, as new types of events arefound during the net-
work operation and their signature are investigated (“post -mortem analysis”), the
set of detection algorithms can be extended with new tests, i n a sort of continuous
learning process that is principle similar to the way Intrus ion Detection Systems
(IDS) and Antivirus software evolved. The prerequisite for this kind of studies is
the availability of complete TCP/IP header information fro m packet traces. We are
currently implementing these algorithms on top of the on-li ne monitoring system
developed in the METAWIN project [23], and they are being use d experimentally
in the production network of mobilkom austria AG & Co KG.

On the theoretical side, the natural continuation of this wo rk is to devise a
framework for locating the performance bottlenecks from th e comparative analysis
of the SAs at different hierarchical levels. This approach h olds some similarities to
network tomography [7], since the common idea is to infer the internal state of
the network from external measurements (“black-box” appro ach). Note that in
all the considered cases - in the real traces as well as in the gmulation scenario -
the whole SA crossing the bottleneck can be observed at the the monitoring point.
This is a direct consequence of the tree-like topology of the 3G Core Network. As
a future work we will investigate the applicability of the pr  oposed scheme in more
general network topologies, where the monitoring point cap tures only a fraction
of the SA traf c that eventually crosses congested link. We a re also investigating
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the applicability of the proposed schemes to detect bottlen eck in the 3G Radio
Access Network. We expect that for lower-granularity SAs (p er-cell) bottleneck
diagnosis based on the aggregate rate becomes more challengng due to the lower
level of ow aggregation, which makes the case for preferrin g TCP performance
indicators (for a preliminary report on this activity see [1 4]).

This work was made possible by the availability of complete t races under dif-
ferent network conditions, which allows the exploration an d comparison of the
traf ¢ behavior with and without the bottleneck. An intriguing dir  ection for fur-
ther study would be to analyze the behavior of the usersin the two scenarios. For
instance a comparison of the connection interruption rate a nd other parameters
related to user patience (see [11]) would enable a more concete assessment of the
real impact of the bottleneck as perceived by the users.
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.1 APPENDIX: Minimal ordering al_gorithm
|

Given a processf n;; Nig the problem is to nd the minimal ordering function that

- nj
minimizes the function f (k) = P"ikN (see eq. 1.2) for each value ok. We pro-

ior. k
pose an algorithm that nd the minimal ordering and at the sam e time computes
the minimal function f (k) iteratively. The algorithm uses the following data struc-
tures:

R;: the set of MSs with an assigned rank r; after j iterations;
V; : the residual set of MSs that have not yet been assigned a rank

H: the current set of candidate elements with ny := np, = nn,, Ny := Ny, =
th, 8h1, hz 2 H.

At bootstrap (step 0), the set R is initialized with all those MSs with n; =0 and f
setto 0. A\t each stepj , we have to select the set of elementsH  Vj that minimizes

izr, Mt NH

fia = PIZRJTNH and that will be included into R;:;. A brute-force approach
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would simply try all possible elements of V;, i.e. compute all possible values of
f;+1 and pick the minimum one. A more effective strategy can be imp lemented on
the basis of the observation that each generic elementx 2 V; implicitly identi es
a subset of elements inV;, speci cally those having n; ny AND N; Ny, that
would certainly hold a larger value of f;.;. The algorithm will then exploit such
property to immediately exclude such elements from the set o f candidate elements.
At each iteration j the following steps are performed:

1: H = fy 2fx 2V, k Ny is maximum gk ny is minimum g5;

2: Vimp = pX 2V, KNy <N yny <nyg;

) — p i2Rj ni+NH

3: fimp = 2, NiFNR

4: while (Vimp 6 ;) do

5: C:=1fy2fX2 Vimp kKNyis maximum g kny is minimum g;
6: Vimp = |t'>X2Vtmp KNy <Ncny <ncg;
) f _ i2R] ni+nc

7' new — R Ni+NC’

9: H:=C

10: ftmp = frew

11: end if

12: end while

13: Vj+1 :=fxg\/j kx2Hg
14: Rj+i ::Iﬂ?j H

i2R; ni+zny
i2r NitZ Ny

15: fj41 = , Where z is the cardinality of H.

The algorithm stops at the n-th step when V, is empty.

3The k symbol means: “such that”.
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