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Abstract

Thispaperproposesanalgorithmto identify TCPspuriousretransmissiontimeoutsby post
processingof packet tracesmonitoredin operationalnetworks.Theoperationalprinciples
of thealgorithmandtheassumptionsbehindits designareexplainedin detailaswell asthe
situationsin which thealgorithmis proneto inaccuracies.By extensive measurementsin a
labtestbedusingrealisticroundtrip timecharacteristicsasobservedin operationalwireless
networksandFTP-likeaswell asWeb-like traf�c generators,it is shown thatthealgorithm
is accuratein detectionof spuriousretransmissiontimeouts.Subsequently, the algorithm
is appliedto real traf�c tracescapturedat several interfacesof an operationalUMTS and
GPRSnetwork to analyzethefrequency of spuriousretransmissiontimeoutsaswell asthe
spurioustimeoutprobability dependenton the load situationin the network andthe �o w
size.This investigation,to our bestknowledgethe �rst on large scaleTCP traf�c traces
monitoredin an operationalUMTS network, shows that spurioustimeoutsareinfrequent
eventsin theconsideredUMTS aswell astheGPRSnetwork. Amongother�ndings, it is
additionallyshown thattheratiobetweenspurioustimeoutsandothercongestionrecovery
eventsexperiencedby TCP�o wsis low, indicatinganegligible impactof spurioustimeouts
on TCPperformance.

Key words: TCP, SpuriousTimeout,UMTS, GPRS.

1 Intr oduction

The characteristicsof wirelessnetworks as seenfrom the perspective of higher
layerprotocolsaresigni®cantlydifferentfrom their wireline counterparts.Theor-
thogonalitybetweenthe layersof the protocolstack,an invariant in the protocol
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designof wirelinenetworksfor many years,hasbeenshown invalid for thecaseof
wirelessnetworks dueto crosslayerinteractionsbetweencomplex physicallayer
characteristicsandthe MAC layer, MAC layer andlink layer ARQ mechanisms,
andlink layer mechanismswith transportprotocolsproviding reliableend-to-end
datadelivery to applications.At thetime whentheTransmissionControlProtocol
(TCP), the Internettransportprotocol for reliableservice,wasdesignedwireless
packet switchednetworks were in their infanciesandsigni®cantlylessdeployed
thanit is the casetoday. Consequently, TCP error control andthe window based
congestioncontrolmechanismweredesignedwith awirelinenetwork in mind,ag-
nostic to crosslayerinteractionsasobserved in wirelessnetworks.A well known
examplefor crosslayerinteractionbetweenTCP andlower layersis the problem
of Spurious(i.e. unnecessary)retransmissiontimeoutsdueto high variationof the
roundtrip time (RTT). In thecaseof UMTS andGPRSnetworkshigh RTT varia-
tionsarecommondueto:

- mobility: the mobile terminalmay experienceintra- or inter routing areahan-
doversimplying signalingin thewirelessnetwork, storageof packetsin SGSNs
and/orRNCs,anda changein radio conditionsusuallycausinga spike in the
RTT of a TCP ¯ow. We notethat mobility mechanismsaredifferentandmore
ef®cient in caseof UMTS ascomparedto GPRSnetworks;

- suddenincreaseof high priority traf®c: in caseof GPRSnetworks,GSM tele-
phony traf®c hashigherpriority whencompetingfor timeslotson the channel
with GPRSdatatraf®c. If theloadin GSMtraf®c suddenlyincreasesGPRSdata
traf®c experiencescongestioncausingsigni®cantqueuingdelaysin GPRScore
network devicesandthusRTT variation;

- overdimensionedbuffers in core network equipment:as shown in (1) overdi-
mensionedbuffer sizespermobileterminalin SGSNscancausehigh maximum
RTTsandhighRTT variability in combinationwith timevaryingtraf®c demands
andlow link speeds;

- changesin radioconditions:thevariability in radiochannelqualitycausesbit er-
rorson thechannelandretransmissionsat the link layer. Link layer retransmis-
sionsintroducea delayjitter whentransmittingTCP packetsover the wireless
link. Additionally, thechannelis blockedcausingbuffering of packetsandthus
timevaryingqueuingdelays.

TheTCPretransmissiontimeout(RTO) ®resif anacknowledgmentfor a segment
is not receivedwithin theestimatedRTT plusapproximatively four timesthemean
deviation of the estimatedRTT (2). The aim of the retransmissiontimeout is to
make TCPrecover from multiple packet lossesperRTT in timesof heavy conges-
tion. A retransmissiontimeoutcausedby packet losseswill bedenotedasnormal
RTO (NRTO) for the remainderof this paper. The NRTO triggersa go-back-N
in combinationwith Slowstart, reducingthe congestionwindow to onesegment
andthenincreasingit exponentiallyasa functionof theRTT asacknowledgments
of retransmittedpacketsareseen.The combinationof Go-back-NandSlowstart
makesTCP reasonablyef®cient in termsof avoiding extensive retransmissionof
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segmentsthat have alreadyarrivedat the datareceiver. However, unnecessaryre-
transmissionof segmentswhich have alreadyarrived successfullyat the receiver
cannotbeavoided.
In wireline networks the heuristicfor computationof the retransmissiontimeout
hasbeenshown to work well in makingTCP recover from several packet losses
perRTT andavoid unnecessarily®ring theRTO in caseof RTT variationsdueto
timevaryingqueuingdelaysin routerbuffers.In wirelessnetworks,however, RTT
variationsaremuchmorepronounceddueto the reasonsmentionedabove. Con-
sequently, the RTO may ®re even in absenceof packet lossonly dueto a sudden
increasein theRTT. SuchanRTO will bedenotedasSpuriousRTO (SRTO) for the
remainderof this paper. StandardTCP derivativesarenot ableto distinguishbe-
tweenSRTOsandNRTOsandperformSlowstartin combinationwith Go-back-N
in bothcases.In caseof SRTO this impliesunnecessaryretransmissionof segments
which alreadyarrivedsuccessfullyat the receiver beforehandandanunnecessary
reductionof thecongestionwindow. Unnecessaryretransmissionsandde¯ationof
thecongestionwindow obviouslydegradesnetworkperformanceandTCPthrough-
put in casetheoccurrenceof SRTOswasfrequentin wirelessnetworks.

As will beshown in Section2 analyticalmodelsof TCPSRTOsaswell assugges-
tionsto enhanceTCPto bebetterablein dealingwith SRTOshave beenproposed
by theresearchcommunity. However, analgorithmdiscriminatingNRTOsandSR-
TOsbasedon theanalysisof packet tracesaswell asanextensiveevaluationof the
actualfrequency of SRTOsin operationalwirelessnetworkscarryingrealuserdata
is missing.This motivatesthe SRTO detectionalgorithmproposedin the current
paperandits applicationto packet-level tracescapturedin Austria's largestUMTS
andGPRSnetwork. In fact,oneof the main ®ndingsof this paperis that for the
considerednetwork SRTOsaretoo infrequentto signi®cantlyimpactTCPperfor-
mancemaking the needfor TCP enhancementsin caseof TCP over UMTS and
GPRSnetworksquestionable.

The paperis structuredas follows: Section2 discussesrelatedwork and makes
themotivationfor thispaperexplicit. Thetestbedandthetraf®c monitoringinfras-
tructurein the operationalnetwork is describedin Section3. Section4 explains
the detailsof the SRTO detectionmechanismandpoints at situationswherethe
algorithmis proneto inaccuracies.Section5 evaluatestheaccuracy of themecha-
nismusingTestbedmeasurements.In Section6 thealgorithmis appliedto GPRS
andUMTS packet tracesto infer the SRTO frequency. Section7 comparesstan-
dardTCP¯avors(NewReno,SACK andTimeStamp)with TCPhaving theF-RTO
algorithmenabled.Finally, Section8 concludesthispaper.
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2 RelatedWorks

Signi®cantresearcheffortshaverecentlybeenspentonmodelingTCP'sreactionto
RTT variations.(3; 4; 5) proposeanalyticalmodelsof TCPSRTOsandvalidatethe
modelsby simulation.Additionally, several proposalsexist to upgradeTCP such
thatit is betterableto avoid SRTOs.TheEifel Algorithm (6; 7) usestheTCPtimes-
tampsoptionandadditionalstatevariablesat theTCPdatasenderandreceiver to
makeTCPdistinguishbetweenSRTOsandNRTOs.TheDuplicateSACK proposal
(8; 9) aimsat detectingSRTOsby anenhancementto theTCPSACK option.This
proposalavoids unnecessaryreductionsof the congestionwindow but not unnec-
essaryretransmissionsin caseof SRTOs. The F-RTO modi®cationof TCP error
control to detectSRTOshasbeenproposedin (10). F-RTO monitorstheincoming
acknowledgmentsto determinewhetherthetimeoutwasspuriousor not.Contrary
to DuplicateSACK andEifel, F-RTO is aTCPdatasenderonly mechanism,facili-
tatingincrementaldeployment.(11)proposesaproxymechanismto detectSRTOs
andto modify TCPacknowledgmentsin orderto avoid SRTOsat thedatasender.
A validationof TCPperformanceover GPRSby investigatingtracescollectedby
passivemonitoringat theGi interfaceis shown in (1). Thisanalysis,however, does
not tackletheSRTO topic but concentrateson otherTCPperformanceindicators.
Similarly, (12) inspectstracesfrom thewiredSprintbackbonenetwork but doesnot
addresstheSRTO issue.They proposearuleto identify all unnecessaryretransmis-
sions,includingfor exampleunneededduplicateretransmissionsduringSlowstart
afteraNRTO. Onthecontraryto (12), thepresentpaperis focusedondiscriminat-
ing SRTOsfrom NRTOsandto measurethefrequency of SRTOsandout of order
packetsdueto SRTO by traceanalysis.Additionally, thepresentpaperis focused
on wirelessandnot wired networksasit is thecasein (12), wheretheoccurrence
of SRTOsis unlikely dueto a low probabilityof outliersin RTT variations.

3 Monitoring and TestbedInfrastructur e

Two measurementinfrastructuresareusedthroughoutthis paper, the traf®c mon-
itoring infrastructurein the operationalGPRS/UMTSnetwork to retrieve packet
tracesandalaboratorytestbedwith adelayemulatorandrealistictraf®c generators
to evaluatetheaccuracy of theSRTO detectionalgorithm.
The developmentof a large-scalepassive monitoringsystem- including a parser
for the wholeprotocolstackof the3G CoreNetwork - andits deploymentin the
operationalnetwork wereaccomplishedwithin the METAWIN project (13). The
monitorednetwork is the large Mobilkom Austria network having more than 3
Million customers.For reasonsof theprovider'sprivacy weomit moredetailedin-
formationon thearchitectureof theMobilkomcorenetwork. Packetsarecaptured
with EndaceDAG cards(14) andrecordedwith GPSsynchronizedtimestamps.For
privacy requirementstracesareanonymizedby hashingany ®eld relatedto user
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identity at the lower layersof the 3G stack(IMSI, MSISDN, etc.).The tracesin-
cludeTCP/IPheadersenablingtheinvestigationof all kind of TCPrelatedstatistics
usingavarietyof scriptswhichhavebeenimplemented.Themonitoringinfrastruc-

Fig. 1. METAWIN monitoringinfrastructure.

tureis depictedin Figure1.While wepassively monitorall corenetwork interfaces
(Gi, Gn, Gb, Iu) theresultspresentedin this work arebasedexclusively on traces
capturedat theGGSNsideof Gninterfaces.All Gnlinks weremonitored,covering
100%of GPRSandUMTS traf®c from homesubscribers,whereasthe traf®c of
roamingsubscribersis not consideredin thefollowing analysis.
For proprietaryreasonswe can not discloseseveral absolutequantitative values
(e.g.,traf®c volumes,numberof users,numberof Gn links, etc.)nor any otherin-
formationthatmight indirectly leadto them.For thesequantitieswe will provide
only relative values,i.e. fractions,ratherthanabsoluteones.In thecontext of this
paper, tracesweretakenon theGn interfaceduringDecember2004.
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Fig. 2. Testbedscenario.

Thelaboratorytestbedis depictedin Figure2. It is composedof two PCsontheleft
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handside(server hosts)for traf®c generationandtwo PCson the right handside
(client hosts)for receptionof traf®c. Hostsrun the Linux OS andareconnected
to two Ethernetswitcheswith full duplex 100BaseTXlinks. Thetwo switchesare
connectedto a delayemulatorPCwith 1000BaseSXlinks. ThedelayemulatorPC
(15) is equippedwith SysKonnectNICsandoperatedunderrealtimeLinux for ex-
act reproductionof propagationdelaysanddelayvariations.The purposeof the
delayemulatoris to reproducedelayvariationsallowing to triggerSRTO eventsin
the testbed.This is requiredto evaluatetheaccuracy of theSRTO detectionalgo-
rithm on thetestbed;to this aim thedelayemulatoris fed with semiRTT samples
capturedin theGPRSoperationalnetwork.SemiRTT is de®nedasthetimeelapsed
whenTCPDATA packet arriving from theInternetis capturedat theGn interface
andthetime theassociatedACK comingfrom theMS is seenat themonitoringin-
terface(seeFigure1). InvestigatingtheRTT of GPRSandUMTS tracesweobserve
that the RTT variationsbetweenthe Gn interfaceandnodesin the wired Internet
arenegligible comparedto the semiRTTs betweenthe mobile nodeand the Gn
interface.ThususingsemiRTTs insteadof full RTTssuf®cesto reproducerealistic
RTT variationsin our testbed.
Usinganopticalsplitteramonitoringhostis connectedto thelink betweentheleft
handsideswitch andthedelayemulator. Themonitoringhostis equippedwith a
GigabitEthernetDAG cardandaharddiskto storetraf®c traces.

Thetraf®c is generatedby a FTP-like traf®c generatoranda webtraf®c generator.
For FTP-liketraf®c (in®nite length¯ows),weusettcp (16)to generateTCP¯ows
fromtheserversto theclients;for webtraf®c weusethewebsim tool (17)thatgen-
eratestraf®c accordingto theScalableURL ReferenceGEnerator(SURGE)model
(18). This tool is divided into a multithreadedserver applicationwhich listensfor
connectionrequestsand a client applicationwhich sendsthe requestsfor pages
andobjects.For managingparallelTCP connectionsat the client sidea threadis
spawnedfor everyconnection;theclient andserver softwarecontainslogic for ef-
®ciently generatingloadrepresentingseveralwebusersperhost.SURGErandom
variablesimplementedin websim aretheuserthink time (Paretodistributed),®le
size(combinedLognormalandParetodistribution), inter objecttime (Weibull dis-
tributed),andthenumberof objectsperpage(Paretodistributed).

4 SRTO DetectionAlgorithm

The aim of the algorithmis the identi®cationof SRTOs from tracescapturedby
passive monitoringandto evaluatethe frequency of sucheventsin todays'opera-
tionalnetworks.ThealgorithmdiscriminatesbetweenaNRTO retransmission(due
to packet losses)anda SRTO retransmissionby exploiting the informationcon-
tainedin the ACK ¯ow received by the monitoringinterfacebeforeandafter the
retransmittedpacket.
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To our bestknowledge,theSRTO detectionalgorithmfor passivemonitoringpro-
posedin thispaperis the®rst of its kind. Thusourdesignphilosophyis to propose
a rathersimple algorithm and performmeasurementsto understandwhetherthe
simpleapproachis suf®cientlyaccurate,insteadof thinkingaboutsophisticatedso-
lutions alreadyat the beginning.As an importantprerequisiteto staysimpleand
generic,thealgorithmis basedon investigatingonly basicoperationalprinciplesof
TCPin standardsituations.Wedonotexploit TCPoptionsor speci®cpropertiesof
TCPderivativesin orderto beableto copewith all TCPimplementations.Thusthe
algorithmcannotbeperfectin identifyingSRTOs,mayfail to discriminateSRTOs
from NRTOsin complex situationscombiningdelayvariationswith packet losses,
andmaynotbeableto resolvesomeambiguoussituations.Wewill show in Section
5, however, that in spiteof thedesignprincipleof keepingthealgorithmrelatively
simpleandinspectingsolelyessentialTCPbehavior in standardsituationswe can
achieveasuf®ciently highaccuracy in detectionof SRTOs.

4.1 AlgorithmDescription

In orderto achievea betterunderstandingof thealgorithm'soperationandtherea-
sonsbehindits designweillustratesomeNRTO andSRTO examplesby investigat-
ing shortsnapshotsof realGPRStraces.For easeof explanationwe assumea lack
of packet misorderingin thenetwork in this section.Additionally, we assumethat
packetsareonly lostbetweenthemeasurementstationandtheTCPdatareceivers.
Wereferto Section4.2for commentson theeffectsof bothassumptions.
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Figure3 shows an exampleof NRTO extractedfrom the GPRStraces.The TCP
¯ow hasawindow of 3 segments;segment73508andsegment74888arelostafter
they have beencapturedby themonitoringinterface(dashedline). If we focuson
theACKs crossingthemonitoringinterfacebeforethe retransmissionof segment
73508it is easyto identify this retransmissionasa retransmissiondueto NRTO
becauseaduplicateACK for thelostpacket is receivedindicatingaholein thedata
receiver's sequencenumberspace.The secondNRTO example(Figure4) arti®-
cially modi®esthetracesnapshotshown in Figure3 by dramaticallyincreasingthe
RTT of theduplicatedACK 73508suchthat it arrivesat themonitoringinterface
aftertheretransmissionof segment73508.By observingtheACKsreceivedbefore
theretransmissionof thelostpacket it is impossibleto discriminatebetweenNRTO
andSRTO. ComparingFigure4 with Figure5 depictingtheSRTO example,it can
benoticedthat thereis no differencein thesequenceof segmentsandACKs seen
by the monitoringinterfacebetweenthe ®rst transmissionof segment73508and
its retransmission.The two situationscanbe discriminatedonly by observingthe
ACKs seenafter the retransmissionat the monitoringinterface:in caseof packet
losswe expectto seea duplicateACK for the lost segment,whereasin theSRTO
caseweexpectto seeoneor moreACKsacknowledgingsequencenumbershigher
thantheretransmittedsegment.

Exploiting this informationwedevelopedanalgorithmthatattemptsto identify the
causeof thetimeoutevent;thealgorithmhasbeenimplementedasanoptionalfea-
tureof thetcptrace tool1 .
Thealgorithmoperatesasfollows(adetaileddescriptionof thealgorithmin pseudo
codeis reportedin the Appendix):if a segmentwith sequencenumberX is seen
twice by the monitoringinterface,the algorithmrecognizesthat the segmenthas
beenretransmittedand entersone of the following retransmissionstates:i) fast
retransmissionstate(FRTX state),ii) normaltimeoutretransmissionstate(NRTO
state)or iii) spurioustimeoutretransmissionstate(SRTO state).Theselectedstate
dependson the numberof duplicateACKs seenbeforethe retransmissionof the
segmentwith sequencenumberX . If thenumberof duplicateACKs is greateror
equalto three,thealgorithmenterstheFRTX stateassumingthattheretransmission
is dueto afastretransmit.If oneor two duplicateACKsareseen,thealgorithmrec-

1 The modi�ed tcptrace version can be downloaded from
http://userver.ftw.at/� vacirca/
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ognizesaholein thereceiversequencespace(i.e. packet losses)but thenumberof
duplicateACKs is too small to triggera fastretransmitevent.Thusthealgorithm
entersthe NRTO state.In casezero duplicateACKs betweenthe ®rst transmis-
sion of packet X andits retransmissionhave beencapturedthe algorithmenters
theSRTO state.In this case,thealgorithmcannot distinguishbetweenSRTO and
NRTO andit waits for the next ACKs to discriminatebetweenthe two situations
(seeFigures4 and5). Strictly speaking,if duplicateACKsX areseenat themoni-
toring interfaceafterthereceptionof theretransmissionof X , thealgorithmcanbe
surethatthereis aholein thereceiversequencespacebecauseoneor morepackets
with a sequencenumbergreaterthanX have beenreceived by the receiver. As-
sumingno packet misorderingin thenetwork this happensonly if segmentX has
beenlost.In thiscasethealgorithmmovesfrom theSRTO stateto theNRTO state,
otherwiseit remainsin the SRTO state.The algorithm getsout of a retransmis-
sionstatewhentheACK with thehighestoutstandingsequencenumber(recovery
ACK) is seenindicatingthat the TCP ¯ow hasrecoveredfrom all packet losses.
Thispreventsthealgorithmfrom falselydetectingretransmissionsfollowing a fast
retransmitevent or a NRTO retransmissionasretransmissionsdueto SRTO, and
viceversa.
Theonly exceptionto thepreviousdescriptionoccurswhentheretransmittedseg-
mentX hasthehighestsequencenumberseenso far indicatingthat thepacket is
theonly outstandingpacketat thatmoment.In this casethealgorithmdoesnoten-
terany retransmissionstatebut solelymarkstheretransmissionasambiguous;this
casewill bediscussedin detail in thenext section.

4.2 Issuesin SRTO Detection

In this sectionwe discusshow thealgorithmbehavesin someparticularsituations
whicharethemainreasonsfor errorsin SRTO detection.
As mentionedin Section4, it hasbeenassumedthat packet losseshappensolely
betweenthemonitoringstationat theGn interfaceandthedatareceiver. Thealgo-
rithm hasbeende®nedsuchthat retransmissionstatesareonly enteredif a packet
and its retransmissionareseenby themonitoringinterface.Thus,if thepacket is
droppedbetweenthedatasenderandthemonitoringstationthealgorithmdoesnot
enterthe SRTO statewhich is correctbecauseSRTO implies that no packetsare
lost.
Somesituationsarenecessarilyambiguousto SRTO identi®cationdueto the lack
of informationto infer the natureof the timeout.Normally, ambiguoussituations
happenwhenthe numberof outstandingpackets is very low (i.e. small window)
and/orthe packet lossprobability is very high. In thesesituations,it could hap-
penthat1) thereareno segmentstransmittedbetweenthe®rst transmissionof the
monitoredsegmentandits retransmission;2) every segmenttransmittedbetween
the®rst transmissionandtheretransmissionis lost; 3) all ACKs arelost.All these
situationshavebeenobservedin realtracescaptured.It is worth to noticethatthese
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ambiguouscasesaremoreprobablethehigherthepacket lossprobability.
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Fig. 6. Ambiguousretransmissionexamplen.1.

Figure6 depictsapossibletimesequencegraphof situationnumber1.Thewindow
of thetraced̄ ow equals1 segment.In this casefrom thepassivemonitoringinter-
facepointof view, thereis nodifferencebetweenSRTO andNRTO (upperpartand
themodi®edlowerpartof the®gure,respectively)2 .

A time sequencegraphexampleof situationnumber2 is depictedin Figure7. In
this case,the lossof all segmentsin TCP's effective window makesit impossible
to determinethe natureof the retransmissionevent.The upperpart of the ®gure
depictsthe situationin which the packet with sequencenumber73508is retrans-
mittedby thesenderaftertheRTO has®red.In this situationall thepacketsin the
window arelost afterthemonitoringpoint (dashedline). Thelowerpartof the®g-
uredepictsthesituationin whichthepacket is retransmittedbut theoriginalpacket
hasnotbeenlost. In thiscasetheroundtrip time increasesandtheACK is delayed
longerthanthetimeoutexpirationtime.Thissituationleadsto a falseSRTO detec-
tion in caseof thesituationshown in theupperpart of the®gureandto a correct
SRTO identi®cationin caseof thelower part®gure.Basedon a statisticalanalysis
of UMTS andGPRStraceswe®nd thatthelikelihoodfor thesituationin theupper

2 A possiblesolution to distinguishbetweenthe two situationscould be to observe the
following ACKs that passthe monitoringinterface;for examplein the situationdepicted
in the �gure, SRTO could be detectedwhenwe seea duplicateACK (e.g.38642in this
example)that indicatesthat the retransmittedpacket hasbeenreceived twice by theTCP
receiver. However, the samebehavior would be detectedin the NRTO caseif the packet
successive to theretransmittedsegmentis lostaswell. Thustheuseof amoresophisticated
mechanismwould increasethecausesfor errorsandthecomplexity of theimplementation.
For thosereasonswepreferto markthatretransmissionsasambiguousanddonotconsider
themasaSRTO in ourevaluation.
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part®gureis negligible with respectto thesituationin the lower part®gure.Thus
situationnumber2 is markedasSRTO by thealgorithm.
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Fig. 8. Ambiguousretransmissionexamplen.3.

Figure 8 depictsthe situationwhereall ACKs betweenthe ®rst and the second
transmissionarelost (situationnumber3). Theupper®gurerepresentstheNRTO
event whereasthe lower ®gure representsthe SRTO event.This situationis par-
ticularly ambiguousandcontradictorybecauseit is dif®cult to de®newhatSRTO
means:in somesensethe timeoutis spuriousbecauseall segmentshave beenre-
ceived by the datareceiver, on the otherhandTCP's timeoutneedsto expire to
avoid starvationof TCP's packet ¯ow. In this casethealgorithmdoesnot allow to
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distinguishbetweenSRTO andNRTO andit marksthemasspuriousretransmis-
sions.

Another error sourcefor the SRTO detectionis causedby the possibility that a
SRTO occurswhenthe algorithmis in oneof the previously describeddetection
states.In thiscasethealgorithmcannotdistinguishtheretransmissiondueto time-
out expiration from normal retransmissionsthat occurduring the recovery phase
of a TCPtimeoutor fastretransmit.Moreover, by passive monitoring,it would be
hardto distinguishbetweenSRTOsandNRTOswhena timeoutoccursduringan-
othercongestionrecovery period,becausedifferentTCP implementationsbehave
in differentway and it is not possibleto forecastwhich shouldbe the “correct”
behavior in thesesituations.SRTOsoccurringduringanothercongestionrecovery
phasearenotdetectedby thealgorithmandleadto anunderestimationof thenum-
berof SRTOs.

As pointedout at the beginning of this section,the algorithmsupposesthat TCP
¯owsarenotaffectedby packet reorderinginsidethenetwork. FromtheTCPpoint
of view, out-of-orderpackets(19) areaproblembecausethey cantriggerunneces-
saryfastretransmits,but they arenot a problemfor SRTO detection.As far asthe
SRTO detectionby monitoring is concerned,if the ®rst transmissionof a packet
that triggersa SRTO is deliveredto the TCP receiver after its following packets
(e.g.if packet 74888would arrive beforepacket 73058in Figure5), thealgorithm
mayconsidertheSRTO asanNRTO causinganunderestimationof theSRTO fre-
quency. However, supposingthat the two eventsareuncorrelated,the probability
of this joint event(RTO andmisordering)is negligible with respectto theerror in
SRTO detectionreportedin Section5.

Thenetworkduplicationproblem(20)doesnotimpactthealgorithmbecausein this
casethepacketsareidenti®edashardwareduplicatesby thestandardtcptrace
software.Note, thatwe do not claim thecompletenessof this chapterin showing
ambiguoussituations,but thatthemostimportantcasesareconsidered.

5 Algorithm Evaluation

To validatetheaccuracy of thealgorithma testbedscenarioasdepictedin Figure
2 hasbeenset up. The aim of the testbedis to comparethe resultsobtainedby
the SRTO detectionalgorithmrunning in the passive monitoringdevice with re-
liable informationon the frequency of SRTOs obtainedat the TCP datasenders
andreceivers.To obtainthelatterinformation,wemodi®edtheLinux kernelof the
senderandreceiver hoststo log eventsthatoccurduringTCPoperation.In partic-
ular, whena timeoutexpiresthekernelof theTCPsenderentity printsa line with
thesequencenumberof theretransmittedsegment,and,whenanout-of-orderseg-
mentis received,thehole in thereceiver sequencenumberspaceis printed.From
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this outputwe know every segmentthat hasbeenretransmitteddue to the RTO
expiration (this is not true in caseof passive monitoring)andwe know whenan
out-of-orderpacket (i.e. loss)is seenby thereceiver. Due to thesekernellogswe
areableto comparetheoutputof theSRTO detectionalgorithmwith reliableinfor-
mationat thedatasenderandreceiver. In particular, by kernellog ®leswe areable
to detectall SRTOswithout beingaffectedby theambiguitydescribedin the®rst
exampleof Section4.2.
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Fig. 9. SRTO estimationerrorandout-of-orderprobabilityin theFTPscenario.
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Fig. 10.SRTO estimationerrorandout-of-orderprobabilityin theWebscenario.

Figures9 and10 depict the SRTO estimationerror probability andan estimation
of the packet out-of-orderprobability in caseof FTP connectionsandWeb con-
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nections,respectively. Two widely deployedversionsof TCPareinvestigated,TCP
SACK andNewReno.Theaccuracy of thealgorithmis con®rmedby anestimation
errorprobabilitysmallerthan10%overa rangeof out-of-orderprobabilitieswhich
canbeassumedasrealisticin caseof areasonablywell engineerednetwork.As ex-
pectedtheestimationerrorsincreaseasthelossprobabilityincreases;asexplained
in Section4.2,thatis dueto algorithmnotdetectingSRTOswhenit is alreadyin a
retransmissionstate.
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Fig. 11. Estimationerror, falsedetectionprobabilityandambiguousdetectionprobability
in theFTPscenario.

A moreaccurateinsightinto theerrorestimationis givenby Figure11 for theFTP
case;in this®gure,theprobabilityof falselyidentifyinganRTO asanSRTO (solid
lines) andthe probability for ambiguoussituationsdescribedin Section4.2 (dot-
ted lines)areshown in additionto themeanestimationerror. We observe that the
falsedetectionprobability(i.e. theprobabilitythatthealgorithmdetectsaspurious
retransmissionthatis not presentin thekernellog messages)is independentof the
numberof FTPconnections(i.e. theload)andit remainsconstant.Onthecontrary,
thenumberof ambiguousTCPretransmissionsincreasesastheloadincreases.This
canbeexplainedby the increasedlikelihoodfor theambiguoussituationdepicted
in Figure6 in caseof high lossprobabilitiesimplying small congestionwindows.
Noteagainthat thereis no way to avoid this by any SRTO detectionmechanisms
usingpassivemonitoringbasedonexploiting propertiesof TCPerrorcontrol.
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6 Results on Spurious Timeouts in the operational GPRS and UMTS net-
work

Having veri®edtheaccuracy of thealgorithmweaimatanunderstandingof thefre-
quency of SRTOs in anoperationalGPRS/UMTSnetwork andhow SRTO events
arecorrelatedtoTCPconnectioncharacteristics.Asaninitial stepweusetcptrace
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Fig. 12.ExperimentalCumulative Distribution Functionof semiRTT.

(21) standardfeaturesto derive network andtraf®c characteristics.The ®rst char-
acteristicderived is the SemiRTT Cumulative Distribution Function(CDF). The
CumulativeDistribution Functionsof thecapturedsemiRTTs from theDecember
6th and22nd tracesare shown in Figure12 for UMTS andGPRSnetwork. We
observe thattheCDFsof RTTsderivedfrom differentdaysaresimilar.

Thesecondissueweaddressis thepercentageof TCPconnectionsthatutilize TCP
options.Table1 shows the percentageof TCP connectionsthat utilize the SACK

Table1
TCP�a vor statistics.

SACK TS SACK+TS DSACK

UMTS - December6th 93% 3.2% 1.5% 0.8%

UMTS - December22th 92.1% 7.3% 4.9% 0.8%

GPRS- December6th 91% 50.1% 49.8% 1.8%

GPRS- December22th 93.9% 53.4% 52.7% 2%

option, the Time Stamp(TS) option,TS andSACK optionstogetherandthe Du-
plicateSACK (DSACK) option in theanalyzedGPRSandUMTS traces;thesets
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of TCPconnectionsthathave theSACK, theTS andtheDSACK enabledarenot
disjoint. It is to notice that mostof the TCP connections(between91 and94%)
enablethe SACK option, the TS option is widespread(about50%) in the GPRS
terminalsandquite rarein theUMTS terminals(between1.5%and5%), whereas
theDSACK optionis notsocommon(about2%in GPRSand1%in UMTS) 3 . It is
worth to noticethatin a technicalreportbasedon tracesin May 2004on thesame
GPRSnetwork (22), thepercentageof SACK andTS connectionswasabout80%
andbetween14%and19%respectively. We alsonoticethat thevaluesfor GPRS
aresensiblydifferentfrom thosereportedin (1, TableI) basedon older measure-
ments(at least1 year)from differentnetworks.
As far asotherTCP ¯avors areconcerned,it is not straightforward to derive the
deploymentof optionsthatarenot negotiatedexplicitly during thesetupphaseof
TCPconnections(e.g.F-RTO) by passivemonitoring.

6.1 SpuriousRTOsin theGPRSNetwork

Tables4 2 and3 reportthepercentageof TCPconnectionswith anumberof pack-
etslessthan10,between10and100,between100and1000,andgreaterthan1000
for two different daysin December2004.Thesefour different TCP connection
categoriesarefurther dividedaccordingto the numberof SRTOs experiencedon
a per connectionbasis;in particularthey aredivided in the connectionsthat ex-
periencedzeroSRTOs, oneSRTO andmorethanoneSRTO. From the tables,it
is clearthatmostof theTCP connectionsconsistof only a few packets:approxi-
mately55-57.5%of theconnectionshave lessthan10 TCPpackets,99%lessthan
100 packetsandlessthan1% of connectionshave morethan100 packets.Of all
the connections,only 2% experiencea singleSRTO and0.15%experiencemore
thanoneSRTO. As shown in thetables,whichexhibit verysimilar resultsfor both
days,SRTOsaremorefrequentfor connectionswith a largernumberof transmit-
tedpackets.For example0.016%of theconnectionswith morethan1000packets
experiencemorethanoneSRTO while noconnectionwith morethan1000packets
experienceszeroSRTOs.

As for Tables2 and3 subsequent®gureshave shown very similar resultsfor De-
cember6th andDecember22nd.Thuswe only reportDecember22ndfor the re-
mainderof this section.

Figure13 shows a per connectionscatterplotof the meanRTT (upperplot), the
standarddeviationof theRTT (middleplot) andthenumberof packets(lowerplot)
with respectto thenumberof SRTOsexperiencedby theconnection.Thesolid line

3 It is worth noticing that the DSACK is not negotatiatedin the connectionsetup.This
makesdif�cult to measureits occurrenceaccurately, becauseit canonly beobservedwhen
it is effectively used.
4 Somelittle discrepanciesin thetableresultsareduenumericalapproximations.
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Table2
GPRS- December6th.Dependency of percentageof TCPconnectionsonnumberof pack-
etsandSRTOs.

Packetsper >

Connectionx Overall 0 SRTO 1 SRTO 1 SRTO

x < 10 57.65% 57.44% 0.21% 0 %

10 � x < 100 41.62% 39.93% 1.63% 0.072%

100� x < 1000 0.703% 0.551% 0.094% 0.058%

x � 1000 0.024% 0 % 0.009% 0.015%

Overall 100% 97.917% 1.943% 0.144%

Table3
GPRS- December22nd.Dependency of percentageof TCP connectionson numberof
packetsandSRTOs.

Packetsper >

Connectionx Overall 0 SRTO 1 SRTO 1 SRTO

x < 10 55.579% 55.338% 0.241% 0 %

10 � x < 100 43.671% 41.928% 1.649% 0.094%

100� x < 1000 0.721% 0.569% 0.107% 0.046%

x � 1000 0.028% 0 % 0.013% 0.016%

Overall 100% 97.834% 2.01% 0.156%

representsthe averageof the meanRTT, RTT standarddeviation andpacketsper
connection,respectively. Moreover95%con®denceintervalsof theaveragevalues
aredepictedshowing thestatisticalrelevanceof theresults.
As far asthenumberof packetsperconnectionis concerned,the increasingtrend
of thesolid line in thelowerpartof the®gureshowsaclearpositivecorrelationbe-
tweenthenumberof SRTOsperconnectionandthenumberof packetstransferred
duringthelifetime of theconnection.
The upperandthe middle plots show an evident correlationbetweenthe connec-
tions thatdo not experienceany SRTO andtheconnectionsthathave a low mean
RTT anda low RTT standarddeviation. Moreover, consideringonly the connec-
tions that experienceoneor moreSRTOs, the correlationbetweenthe meanand
the standarddeviation of the RTT and the SRTO seemsto be a negligible effect
asrevealedby thealmostconstanttrendof thesolid line of theupperandmiddle
plotsfor oneor moreSRTOs.WearguethattheTCPalgorithmto estimatetheRTO
timetakesthemeanRTT deviation into accountandthatSRTOshappenratherdue
to infrequentoutliersin RTT causedfor instanceby handovers.Dueto their infre-
quency theseoutliersin RTT do not dramaticallyin¯uencethestandarddeviation
of theRTT.
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Fig. 13. GPRS- December22nd.Scatterplotof meanRTT, RTT standarddeviation and
packetsperTCPconnectionwith respectto thenumberof SRTOsperconnection.

Figure14 shows a per connectionscatterplotof the numberof Normal Timeout
events(upperplot), numberof FastRetransmitevents(middleplot) andAmbigu-
ousretransmissionevents(lower plot) with respectto thenumberof SRTOsexpe-
riencedby theconnection.As in thepreviousplot, theaveragevalues(solid lines)
andthe95%con®denceintervalsarereported.It canbeseenfrom the®gurethat
the2% of theconnectionsthatexperienceSRTO alwaysexperienceotherconges-
tion recovery events.Thereexistsa clearpositivecorrelationbetweenconnections
experiencinga highernumberof SRTOs andconnectionsexperiencingmorefast
retransmitandNRTO events.In caseof theambiguousretransmissionsin thelower
part®gurethepositivecorrelationis only weaklypronounced.With increasednum-
ber of SRTO events,the dispersionof the numberof congestionrecovery events
aroundtheaveragevalueincreasesbecauseof few availablesamples.Thuswenote
that resultswith 10 SRTOs areonly presentedfor illustration andshouldnot be
consideredasstatisticallyrelevant.

Thelastissuewepoint out from theGPRStraces,is theeffect of thenetwork load
on the SRTO events.In all four subplotsof Figure 15 the x axis representsthe

18



Fig. 14.GPRS- December22nd.Scatterplotof FastRetransmit,NormalTimeoutandAm-
biguousTimeout eventsper TCP connectionwith respectto the numberof SRTOs per
connection.

weekfrom the21thof Decemberto the27thof December5 andon they axis,the
measuredvaluesfor eachparametersin time bins of onehour arepresented.The
upperpartof the®gureshows thenormalizedtraf®c volume;thevalueshave been
normalizedto an arbitraryvaluein orderto avoid disclosingthe absolutevolume
of traf®c. Thesecondplot from the top of the®gureshows theoverall numberof
SRTO eventsdividedby thenumberof packetsperbin. Thethird part®gureshows
theoverall numberof SRTO eventsdividedby thenumberof congestionrecovery
eventsperformedby TCP, i.e. thenumberof SRTOsplusNRTOsplusfastretrans-
mitsandambiguousretransmissions.Thebottomplot showstheout-of-orderprob-
ability. It is importantto noticethat theout-of-orderprobability is in therangeof
valueswherethe SRTO detectionalgorithmhasbeenshown to work suf®ciently
accuratein Section5.
Despiteof the time of the day effect in the network load, the sameeffect is not
presentin the SRTO probability (2nd part ®gure) that maintainsalmostconstant
andis uncorrelatedto theloadof thenetwork. This leadsto theconclusionthatthe

5 NotethataroundDecember26thno tracedatais availableexplainingtheemptyparts.
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Fig. 15. GPRSSRTO eventsdividedby numberof packetsandnumberof congestionre-
covery eventsandout-of-orderprobability during the weekbetweenDecember21stand
December27th.

delayvariationsthat triggerSRTOsarecausedby phenomena(e.g.¯uctuationsof
the radio channel,increasein GSM traf®c, handover) that areindependentof the
corenetwork load.Moreover, it is importantto observe that on averageonly two
packetsout of thousandexperiencea SRTO, showing their infrequency. Addition-
ally, SRTO eventsareonly a small fractionof thenumberof congestionrecovery
eventsperformedby TCP(SRTOs,NRTOs,fastretransmitsandambiguousretrans-
missions).TheratiobetweenSRTOsandcongestionrecoveryeventspertimebin is
approximatively oneout of twenty. This impliesthat theperformancedegradation
of TCP dueto SRTOs is small becausethe numberof fast retransmitandNRTO
eventsis dominantascomparedto thenumberof SRTO events.InvestigatingTCP
connectionsthatexperiencecongestionrecoveryevents(i.e.SRTOs,NormalTime-
outs,FastRetransmitsandambiguousretransmissions)in Table4, thelatter®nding
is con®rmed.20%of theTCPconnectionsexperiencecongestionrecovery events
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while only 2% experienceSRTOs (seeTables2 and3). This indicatesthat1 con-
nectionoutof 10 experiencesoneor moreSRTOs.

Table4
GPRS- December22nd.Percentageof TCPconnectionsdependenton numberof packets
andcongestionrecovery events.

Packetsper >

Connectionx Overall 0 RTX 1 RTX 1 RTX

x < 10 55.555% 49.765% 4.13% 1.66%

10 � x < 100 43.671% 28.918% 8.55% 6.203%

100� x < 1000 0.721% 0.214% 0.131% 0.376%

x � 1000 0.0529% 0 % 0.006% 0.047%

Overall 100% 78.897% 12.816% 8.287%

6.2 SpuriousRTOsin theUMTSNetwork

This sectionis equivalentto theSection6.1: all tablesandplotsshown for GPRS
datain Section6.1arereportedfor theUMTS network. Wereferto Section6.1for
anexplanationof themeaningof plotsandtables.

Table5
UMTS - December6th. Percentageof TCPconnectionsdependenton numberof packets
andSRTOs.

Packetsper >

Connectionx Overall 0 SRTO 1 SRTO 1 SRTO

x < 10 59.502% 59.37% 0.132% 0 %

10 � x < 100 38.78% 37.505% 1.215% 0.06%

100� x < 1000 1.641% 1.296% 0.244% 0.102%

x � 1000 0.077% 0 % 0.029% 0.047%

Overall 100% 98.171% 1.62% 0.209%

From Tables5 and6, it is possibleto observe that the distribution of the number
of packetsperconnectionis similar to theGPRScase.Between59.5%and60.7%
of connectionshave lessthan10 packetseachand98-99%lessthan100packets.
Few connections(0.077%and0.097%,respectively) havemorethan1000packets.
ConnectionsexperiencingoneSRTO event are lessthan in the GPRScase(0.73
and1.6%in caseof UMTS comparedto 2%for GPRS)andconnectionswith more
than oneSRTO event are rare (0.15 and 0.2% for UMTS). We observe that the
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Table6
UMTS - December22nd.Percentageof TCPconnectionsdependentonnumberof packets
andSRTOs.

Packetsper >

Connectionx Overall 0 SRTO 1 SRTO 1 SRTO

x < 10 60.733% 60.703% 0.029% 0 %

10 � x < 100 36.888% 36.374% 0.477% 0.037%

100� x < 1000 2.281% 2.04% 0.185% 0.057%

x � 1000 0.099% 0 % 0.038% 0.061%

Overall 100% 99.117% 0.729% 0.154%

percentageof connectionsexperiencingSRTOsonthe22ndof Decemberis halved
ascomparedto December6th.Thischangeis dueto a network upgradeaspointed
out in (23). Thus we usethe dataof December22nd for the remainderof this
section.

As depictedin the lower part of Figure 16, the positive correlationbetweenthe
SRTO eventsandthenumberof packetsperconnectionis con®rmedin theUMTS
scenario,wheretheargumentsdiscussedin Section6.1hold.Similarly, thelack of
correlationbetweennumberof SRTOs andmeanaswell asstandarddeviation of
theRTT is thesamefor UMTS asobservedalreadyfor GPRS.As expected,mean
RTT andstandarddeviationarelower for UMTS ascomparedto GPRS.

Figure17 depictsthe scatterplotof non-SRTO congestionrecovery eventsclassi-
®edby thealgorithmwith respectto thenumberof SRTO eventsperTCPconnec-
tion. Similar to GPRSwe ®nd thatfor UMTS apositivecorrelationexistsbetween
SRTOs and NRTOs, fast retransmitsand ambiguousretransmissions.1% of the
connectionsexperiencingSRTOs have additionalnon-SRTO congestionrecovery
events.

To show the dependency of congestionrecovery eventson the loadof theUMTS
network, Figure 18 depictsthe SRTO event frequency, the ratio betweenSRTO
eventsandcongestionrecoveryevents(includingNRTOs,fastretransmitsandam-
biguousretransmissions)andtheout-of-orderprobability for a wholeweektrace.
The out-of-orderprobability (bottomplot) is low, between0.002and0.005with
somespikes during the night with valuesup to 0.016 . The proportionbetween
SRTOs and congestionrecovery events is basicallybetween0.05 and 0.1 con-
®rming the behaviour found in caseof GPRS.Othercongestionrecovery actions
thanSRTOs in¯uencethe performanceof TCP. ComparingtheSRTO probability

6 It is importantto pinpointthatstatisticscollectedduringthenight,whenthetraf�c load
is low, canbebiasedby few TCPconnectionsthatarenot relevant from a statisticalpoint
of view.
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Fig. 16. UMTS - December22nd.Scatterplotof meanRTT, RTT standarddeviation and
packetsperTCPconnectionwith respectto thenumberof SRTOsperconnection.

(SRTO/numberof packets)in thesecondpart®gureto theGPRScasewe ®nd that
on averagetheSRTO probability is smallerfor UMTS, but during thepeakhours
thisprobabilitycanbegreaterthanin theGPRSnetwork.Concerningthebehaviour
of SRTOswith respectto thenetwork load,comparingthe®rstandthesecondplot,
wenotethattheSRTO eventfrequency increaseswhenthenetwork loadincreases.
Thiseffect is particularlyvisible comparingthe22ndof Decemberandthe23rdof
December:on December22ndtheSRTO probability increasesmoredramatically
duringthepeakhourthanon December23rd(about15%smallertraf®c volumein
thepeakhour).SRTO eventscorrelatewith theloadon December22ndbut main-
tainalmostconstantduringDecember23rd.ThissuggeststhattheSRTO probabil-
ity dependson the traf®c load only if the traf®c loadexceedsa certainthreshold:
when the currentload situationis below that threshold,the SRTO probability is
almostconstant,SRTO eventsareunlikely andthey arecorrelatedmoreto mobility
eventslikehandoverthanto network loadconditions.Whentheloadof thenetwork
exceedsthisthreshold(e.g.in thepeakhour)theoverallSRTO probabilityincreases
becauseof network congestion;aninsightinto thisphenomenonhasbeenshown in
(23).However, we notethattheoverallSRTO probability is very low evenin high
loadsituationsandthatSRTOsareonly a smallfractionof all congestionrecovery
events.
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Fig. 17. UMTS - December22nd.Scatterplotof Fast Retransmit,Normal Timeoutand
AmbiguousTimeouteventsperTCPconnectionwith respectto thenumberof SRTOsper
connection.

Finally, Table7 reportsthepercentageof connectionsexperiencingcongestionre-
covery eventsfor December22nd.Comparedto the GPRScase,connectionsex-
periencingcongestionrecovery eventsaremoreinfrequent.Retransmissionevents
happenin 6.4%of all connectionswhile SRTO eventsareexperiencedby 0.88%of
theTCPconnections;93.4%of theconnectionsdonot retransmitpackets,whereas
3.7% experienceonecongestionrecovery event and2.8% experiencemore than
onecongestionrecovery events.This indicatesthatduring the22ndof December,
the ratio betweenconnectionsexperiencingcongestionrecovery eventsandcon-
nectionsexperiencingSRTOs is approximately15:2 ascomparedto 10:1 for the
GPRSnetwork.

7 TCP performanceevaluation

In thissectionweinvestigatetheeffectivenessof differentTCP¯avorswith respect
to TCP SRTOs exploiting the testbeddescribedin Section3. The TCP options
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Fig. 18. UMTS SRTO eventsdivided by numberof packets and numberof congestion
recovery eventsandout-of-orderprobabilityduringtheweekbetweenDecember21stand
December27th.
Table7
UMTS - December22nd.Percentageof TCPconnectionsdependentonnumberof packets
andcongestionrecovery events.

Packetsper >

Connectionx Overall 0 RTX 1 RTX 1 RTX

x < 10 60.66% 59.122% 1.067% 0.471%

10 � x < 100 36.888% 32.891% 2.306% 1.691%

100� x < 1000 2.281% 1.391% 0.354% 0.537%

x � 1000 0.172% 0 % 0.024% 0.147%

Overall 100% 93.403% 3.751% 2.847%
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comparedin theanalysisaretheLinux versionsof NewReno,SACK, Time Stamp
andF-RTO; asshown in Section6, SACK andTSoptionsarefrequentlyappliedin
theGPRSandtheUMTS network scenario.
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Fig. 19.Averagenumberof packet retransmissionsperSRTO varying thenumberof FTP
connectionsfor differentTCP�a vors.

Figure19 depictstheaveragenumberof retransmissionsthatoccuraftera SRTO
expiration for different versionsof TCP. It is possibleto observe that when the
network load is low F-RTO reactswell to the SRTO eventsandit avoids useless
retransmissions.Whenthe traf®c load increases,theTCPcongestionwindow be-
comessmallerreducingthe numberof unnecessaryretransmissionsduringSlow-
startafter the timeoutandthusthe numberof retransmittedpackets for different
versionsof TCPconvergesto thesamevalue.
Figures20 and21 depict the TCP goodputin the FTP scenarioandthe goodput
perobjectin theWebscenario,respectively. TheWebobjectgoodputis de®nedas
thesizeof a TCP¯ow transferringanobjectin bytesdividedby thelifetime of the
TCP ¯ow in seconds.The ®rst ®gureshows that thereareno big differencesbe-
tweentheperformanceof differentTCP¯avors.However, we notethat theSACK
optioncombinedwith theF-RTO recoveryprocedureachievesthemaximumgood-
putfor everyvalueof theloadandthatF-RTO aloneobtainstheworstperformance.
In caseof Webtraf®c (Figure21) theresultsshow thattheTCPSACK with F-RTO
is only ef®cient if thenumberof users(i.e. theload)is high. If thenumberof users
is low, thebestperformanceis obtainedby theTSoption.
We ®nd thatF-RTO minimizesthenumberof retransmittedpacketsduringthere-
coveryphaseaftera SRTO retransmissionleadingto a capacitysaving in low load
situations.However, in no scenariowe canobserve performanceimprovementsin
termsof goodputof F-RTO comparedto otherTCP¯avors; this is consistentcon-
sideringthe low SRTO probability for GPRS-like RTT variationsdescribedin the
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context of Figure15.

8 Conclusions

This paperde®nesan algorithm for the identi®cationof spuriousTCP timeouts
(SRTO) from packet traces;to our bestknowledgethis algorithmis the®rst of its
kind. Thealgorithmis deliberatelykeptsimplein its designandbasedon generic
propertiesof TCPerrorcontrol.Thusit is applicableto all kindsof TCPderivates.
By testbedexperimentsreproducinga realistic scenariowith RTTs measuredin
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an operationalGPRSnetwork, we ®nd that the algorithmis suf®ciently accurate
in SRTOs identi®cationfor therelevant rangeof loadsituations.Thealgorithmis
thenappliedto evaluatetheprobabilityof SRTOsin a largeoperationalUMTS and
GPRSnetwork. Accordingto our bestknowledgethis is the®rst extensive investi-
gationof TCPoveranoperationalUMTS network transferringsigni®cantamounts
of userdata.Basedonthistraceanalysiswe®ndthatthefollowingcommonproper-
tiesfor theUMTS andtheGPRSnetwork hold:i) SpuriousTimeoutsareinfrequent
eventsfor TCP¯ows.Lessthan2% of theTCP¯ows experienceoneor moreSR-
TOs; ii) thereexists no correlationof SRTOs with the meanRTT of a ¯ow and
the standarddeviation of the RTT; iii) thereexists a positive correlationbetween
thenumberof SRTOsa TCP¯ow experiencesandthe¯ow's size;iv) on average,
SRTO eventsareonly asmallfractionof thenumberof congestionrecoveryevents
performedby TCP (SRTOs, NRTOs, fast retransmitsandambiguousretransmis-
sions).This impliesthattheperformancedegradationof TCPdueto SRTOsis low
becausefastretransmitsandNRTOsaredominantascomparedto SRTO events.
Investigatingothermetrics,moreor lesspronounceddifferencescanbefoundin the
UMTS andtheGPRScase:i) onaverage,theprobabilitythatapacketexperiences
an SRTO is aroundoneout of thousandfor UMTS andtwo out of thousandfor
GPRS;ii) in theGPRScasethereexistsnodependency onthefrequency of SRTOs
on theloadof thenetwork. This leadsto theconclusionthat in theGPRSnetwork
conditions,SRTOs arecausedby phenomena(e.g.¯uctuationsof the radiochan-
nel, increasein GSM traf®c, handover) that areindependentof the network load.
In the UMTS network we observe a dependency of the probability that a packet
experiencesanSRTO on theloadif theloadexceedsacertainthreshold.
Given the infrequency of SRTOs in the monitoredoperationalGPRSandUMTS
network and the dominanceof TCP ¯ows experiencingother congestionrecov-
ery eventsthanSRTOswe concludethat theeffect of SRTOson theperformance
of TCP is small. This makesthe needto upgradestandardTCP versionsto deal
betterwith SRTOsquestionable.We note,however, thatalthoughthe investigated
UMTS/GPRSnetwork can be consideredas a typical well-engineerednetwork,
resultscannotnecessarilybe generalizedto all othernetworks. Additionally, the
presentpaperdoesnot distinguishTCP ¯ows from mobile terminalshaving mo-
bility eventsfrom TCP ¯ows experiencingno mobility events.Thus for mobile
terminalsexperiencinganoutstandinghigh numbersof mobility eventsupgrading
TCPto dealbetterwith SRTOsmaybereasonable.In our futurework we planto
crosscorrelatetracesfrom GnInterfaceswith signalinginformationobservedatGb
andIuPSlinks.Thisallowsanin-depthinvestigationhow mobility eventsaffect the
probabilitythat¯owsexperienceSRTOs.

References

[1] P. Benko, G. Malicsko, A. Veres,“A Large-scale,Passive Analysisof End-
to-EndTCPPerformanceover GPRS,” Proceedingsof IEEE Infocom 2004,

28



Hongkong,China,March2004.
[2] W. RichardStevens,“TCP/IP Illustrated,Volume1,” Addison-Wesley, 1995.
[3] A. Abouzeid,S.Roy, “StochasticModellingof TCPin Networkswith Abrupt

DelayVariations,” Proceedingsof MILCOM'2001.
[4] S. Fu, M. Atiquizzaman,“Modelling TCP Renowith SpuriousTimeoutsin

WirelessMobile Environment,” Proceedingsof InternationalConferenceon
ComputerCommunicationsandNetworks,Dallas,USA, October2003.

[5] M. Scharf,M. Necker, B. Gloss,“The Sensitivity of TCP to SuddenDe-
lay Variationsin Mobile Networks,” Proceedingsof IFIP Networking 2004,
Athens,Greece,May 2004.

[6] R. Ludwig, R.H. Katz, “The Eifel Algorithm: Making TCP Robust against
SpuriousRetransmissionTimeouts,” ACM ComputerCommunicationsRe-
view, 30(1),January2000.

[7] A. Gurtov, R. Ludwig, “Respondingto SpuriousTimeoutsin TCP,” Proceed-
ingsof IEEEInfocom2003,SanFrancisco,USA, March2003.

[8] S.Floyd,J.Mahdavi, M. Mathis,M. Podolsky, “An Extensionto theSelective
AcknowledgmentOptionfor TCP,” RFC2883,July2000.

[9] E. Blanton,M. Allman, “Using TCP DuplicateSelective Acknowledgment
(DSACKs)andStreamControlTransmissionProtocol(SCTP)to DetectSpu-
riousRetransmissionTimeouts,” RFC3708,February2004.

[10] F-RTO: “A New Recovery Algorithm for TCP RetransmissionTimeouts,”
ReportC-2002-17,Departmentof ComputerScience,Helsinki University,
February2002.

[11] Y. Kim, D. Cho,“ConsideringSpuriousTimeoutin Proxyfor Improving TCP
Performancein WirelessNetworks,” Elsevier ComputerNetworksJournaln.
44/2004,pp.599-516,2004.

[12] S.Jaiswal et al., “Measurementandclassi®cationof out-of-sequencepackets
in a tier-1 ip backbone,” Proc.IEEEINFOCOM 2003,Apr. 2003.

[13] METAWIN homepage:http://www.ftw.at/ftw/research/projects.
[14] EndaceMeasurememtSystems,http://www.endace.com.
[15] E. Hasenleithner, T. Ziegler, “A PerformanceEvaluationof SoftwareTools

for Emulation,” proc.of SPECTS2005,Philadelphia,USA, July2005.
[16] ttcp,availableathttp://ftp.arl.mil/̃ mike/ttcp.html.
[17] E. Hasenleithner, T. Ziegler, “TestbedReportPhase1,” ftw. TechnicalReport,

February2002
[18] P. BarfordandM. Crovella, “GeneratingRepresentative WebWorkloadsfor

Network and Server PerformanceEvaluation,” Proceedingsof ACM SIG-
METRICSConference,Madison,USA, 1998.

[19] J.Bennett,C.Partridge,andN. Shectman,“Packetreorderingis notpatholog-
ical network behavior,” IEEE/ACM Transactionson Networking, 7(6), Dec.
1999.

[20] V. Paxson.“End-to-EndInternetPacketDynamics,” IEEE/ACM Transactions
onNetworking,7(3),1999.

[21] Tcptrace6.6.1,availableathttp://www.tcptrace.org.
[22] FrancescoVacirca,ThomasZiegler andEduardHasenleithner, “Large Scale

29



Estimation of TCP SpuriousTimeout Events in OperationalGPRS Net-
works”, COST279TechnicalReport,TD (05)003.

[23] F. Ricciato,F. VacircaandM. Karner, “BottleneckDetectionin UMTS via
TCPPassive Monitoring : A RealCase,” Proceedingsof IEEE First Interna-
tionalConferenceonWirelessInternet,Budapest,Hungary, July2005.

9 Appendix

In this sectionwe show a simpli®edversionof the algorithmwith a pseudocode
description.Thefollowing variablesareusedin thepseudocode:

� state representsthe stateof the algorithmduring its operation.Four statesare
permitted:N ORM AL when no retransmissionis monitored,SRTO when a
retransmittedpacket is considereda spurioustimeout retransmission,N RTO
whenaretransmittedpacketis assumedtobeaNRTOretransmissionandF RTX
whena retransmissionis consideredascausedby a fastretransmitevent.

� sr to counter, nr to counter, f r tx counter andamb counter arethecounters
for the spurioustimeoutretransmissions,NRTOs, fastretransmitsandambigu-
ousretransmissionseventsof themonitoredconnectionrespectively.

for everypacketdo
if packetisaDATA packetseentwiceby themonitoringinterfaceandstate ==
N ORM AL then

if no dupACK for thepacket seenthen
if nopacket is seenbetweentheinitial transmissionandtheretransmis-
sionthen

amb counter + +
else

enterin theSRTO state
end if

elseif 1 or 2 dupACKsfor thepacket seenthen
enterin theN RTO state

elseif morethan2 dupACKs for thepacket seenthen
enterin theF RTX state

end if
elseif packet is anACK then

if state == SRTO then
if it is a recoveryACK 7 then

srto counter + +
entertheN ORM AL state

elseif it is adupACK then

7 Accordingto thestandardTCPterminology, therecovery ACK indicatestheACK that
acknowledgesfor anew packet aftera recovery event.
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moveto N RTO state
end if

elseif state == F RTX then
if it is a recoveryACK then

f r tx counter + +
enterin theN ORM AL state

end if
elseif state == N RTO then

if it is a recoveryACK then
nr to counter + +
enterin theN ORM AL state

end if
end if

end if
end for
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