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Abstract

This papermproposesnalgorithmto identify TCPspuriousretransmissiotimeoutsby post
processingf paclet tracesmonitoredin operationahetworks. The operationaprinciples
of thealgorithmandtheassumptionbehindits designareexplainedin detailaswell asthe
situationsn which thealgorithmis proneto inaccuraciesBy extensve measurements a

labtestbedusingrealisticroundtrip time characteristicasobseredin operationalvireless
networksandFTP-like aswell asWeb-like traf ¢ generatorst is shavn thatthealgorithm
is accuratan detectionof spuriousretransmissiorimeouts.Subsequent)ythe algorithm
is appliedto realtrafc tracescapturedat severalinterfacesof an operationalJMTS and
GPRSnetwork to analyzethefrequeng of spuriousretransmissiotimeoutsaswell asthe
spurioustimeoutprobability dependenbn the load situationin the network andthe ow

size. This investigation,to our bestknowledgethe rst on large scaleTCP trafc traces
monitoredin an operationalUMTS network, shavs that spurioustimeoutsare infrequent
eventsin the consideredJMTS aswell asthe GPRSnetwork. Amongother ndings, it is

additionallyshavn thattheratio betweerspuriousimeoutsandothercongestiomecovery

eventsexperiencedy TCP o wsislow, indicatinganggligible impactof spuriougimeouts
on TCPperformance.

Key words: TCP, SpuriousTimeout,UMTS, GPRS.

1 Intr oduction

The characteristicof wirelessnetworks as seenfrom the perspectie of higher
layer protocolsaresigni®cantlydifferentfrom their wireline counterpartsThe or-
thogonalitybetweenthe layersof the protocolstack,an invariantin the protocol
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designof wireline networksfor mary years hasbeenshavn invalid for the caseof
wirelessnetworks dueto crosslayelinteractionsbetweencomplex physicallayer
characteristicandthe MAC layer, MAC layer andlink layer ARQ mechanisms,
andlink layer mechanismsvith transportprotocolsproviding reliable end-to-end
datadelivery to applications At the time whenthe TransmissiorControl Protocol
(TCP), the Internettransportprotocolfor reliable service,was designedwireless
paclet switchednetworks werein their infanciesand signi®cantly lessdeployed
thanit is the casetoday ConsequentlyTCP error control andthe window based
congestiorcontrolmechanisnweredesignedvith awireline network in mind, ag-
nosticto crosslayelinteractionsas obseredin wirelessnetworks. A well known
examplefor crosslayelinteractionbetweenTCP andlower layersis the problem
of Spurious(i.e. unnecessaryetransmissiotimeoutsdueto high variationof the
roundtrip time (RTT). In the caseof UMTS andGPRSnetworks high RTT varia-
tionsarecommondueto:

- mobility: the mobile terminal may experienceintra- or inter routing areahan-
doversimplying signalingin thewirelessnetwork, storageof packetsin SGSNs
and/orRNCs,and a changein radio conditionsusually causinga spike in the
RTT of a TCP ow. We notethat mobility mechanismsre differentandmore
ef®cientin caseof UMTS ascomparedo GPRSnetworks;

- suddenincreaseof high priority traf®c: in caseof GPRSnetworks, GSM tele-
phory traf®c hashigher priority whencompetingfor timeslotson the channel
with GPRSdatatraf®c. If theloadin GSM traf®c suddenlyincrease$sPRSdata
traf®c experiencexongestiorcausingsigni®cantqueuingdelaysin GPRScore
network devicesandthusRTT variation;

- overdimensioneduffers in core network equipment:as shovn in (1) overdi-
mensioneduffer sizespermobileterminalin SGSNscancausehigh maximum
RTTsandhighRTT variability in combinatiorwith time varyingtrai®c demands
andlow link speeds;

- changesn radioconditionsthevariability in radiochanneluality cause®it er-
rorson the channelandretransmissionat the link layer. Link layerretransmis-
sionsintroducea delayjitter whentransmittingTCP paclets over the wireless
link. Additionally, the channelis blocked causingbuffering of pacletsandthus
time varyingqueuingdelays.

The TCP retransmissiotimeout(RTO) ®resif anacknavledgmentfor a segment
is notrecevedwithin theestimatedRTT plusapproximatvely four timesthemean
deviation of the estimatedRTT (2). The aim of the retransmissiontimeoutis to

make TCPrecover from multiple pacletlossegerRTT in timesof heary conges-
tion. A retransmissiotimeoutcausedy paclet losseswill be denotedasnormal

RTO (NRTO) for the remainderof this paper The NRTO triggersa go-back-N
in combinationwith Slowstart, reducingthe congestionrwindow to one segment
andthenincreasingt exponentiallyasafunctionof the RTT asacknavledgments
of retransmittedpaclets are seen.The combinationof Go-back-Nand Slowstart
makes TCP reasonablyef®cient in termsof avoiding extensve retransmissiorof



seggmentsthat have alreadyarrived at the datarecever. However, unnecessarye-
transmissiorof sggmentswhich have alreadyarrived successfullyat the recever
cannotbeavoided.

In wireline networks the heuristicfor computationof the retransmissiortimeout
hasbeenshowvn to work well in making TCP recover from several paclet losses
per RTT andavoid unnecessaril®ring the RTO in caseof RTT variationsdueto
time varyingqueuingdelaysin routerbuffers.In wirelessnetworks,however, RTT
variationsare muchmore pronouncedlueto the reasonsmentionedabove. Con-
sequentlythe RTO may ®re evenin absencef paclet lossonly dueto a sudden
increasen theRTT. SuchanRTO will bedenotedasSpuriouskRTO (SRTO) for the
remainderof this paper Standardl CP derivativesare not ableto distinguishbe-
tweenSRTOs andNRTOs andperformSlowstartin combinationwith Go-back-N
in bothcasesln caseof SRTO thisimpliesunnecessarsetransmissionf segments
which alreadyarrived successfullyat the recever beforehancdandan unnecessary
reductionof the congestiorwindow. Unnecessaryetransmissionandde ationof
thecongestiorwindow obviouslydegradesetwork performancendTCPthrough-
putin casethe occurrencedf SRTOswasfrequentin wirelessnetworks.

As will beshavnin Section2 analyticalmodelsof TCP SRTOsaswell assugges-
tionsto enhancel CPto bebetterablein dealingwith SRTOs have beenproposed
by theresearcltommunity However, analgorithmdiscriminatingNRTOsandSR-
TOsbasedntheanalysisof paclettracesaswell asanextensve evaluationof the
actualfrequeng of SRTOsin operationalvirelessnetworkscarryingrealuserdata
is missing.This motivatesthe SRTO detectionalgorithm proposedn the current
paperandits applicationto paclket-level tracescapturedn Austria'slargestUMTS
and GPRSnetwork. In fact, one of the main ®ndingsof this paperis thatfor the
consideredhetwork SRTOs aretoo infrequentto signi®cantlyimpactTCP perfor
mancemaking the needfor TCP enhancements caseof TCP over UMTS and
GPRSnetworksquestionable.

The paperis structuredas follows: Section2 discusseselatedwork and makes
themotivationfor this paperexplicit. Thetestbedandthetraf®c monitoringinfras-
tructurein the operationalnetwork is describedn Section3. Section4 explains
the detailsof the SRTO detectionmechanismand points at situationswherethe
algorithmis proneto inaccuraciesSection5 evaluateghe accurag of the mecha-
nismusing Testbedmeasurements$n Section6 the algorithmis appliedto GPRS
andUMTS paclet tracesto infer the SRTO frequeng. Section7 comparesstan-
dardTCP avors(NewReno,SACK andTime Stamp)with TCPhaving the F-RTO
algorithmenabledFinally, Section8 concludeghis paper



2 RelatedWorks

Signi®cantresearctefforts have recentlybeenspenton modelingTCP'sreactionto
RTT variations(3; 4; 5) proposeanalyticalmodelsof TCP SRTOsandvalidatethe
modelsby simulation.Additionally, several proposalsexist to upgradeTCP such
thatit is betterableto avoid SRTOs. TheEifel Algorithm (6; 7) usegshe TCPtimes-
tampsoption andadditionalstatevariablesat the TCP datasenderandrecever to
malke TCPdistinguishbetweerSRTOsandNRTOs.TheDuplicateSACK proposal
(8; 9) aimsat detectingSRTOs by anenhancemertb the TCP SACK option. This
proposalavoids unnecessaryeductionsof the congestiorwindow but not unnec-
essaryretransmissionsn caseof SRTOs. The F-RTO modi®cationof TCP error
controlto detectSRTOs hasbeenproposedn (10). F-RTO monitorstheincoming
acknavledgmentgo determinewvhetherthe timeoutwasspuriousor not. Contrary
to DuplicateSACK andEifel, F-RTO is a TCP datasendewonly mechanismtacili-
tatingincrementatdeployment.(11) proposes proxy mechanisnto detectSRTOs
andto modify TCP acknavledgmentsn orderto avoid SRTOsatthe datasender
A validationof TCP performanceover GPRSbhy investigatingtracescollectedby
passve monitoringatthe Gi interfaceis shavnin (1). This analysishowever, does
not tacklethe SRTO topic but concentratesn other TCP performancendicators.
Similarly, (12) inspectdracedrom thewired Sprintbackbonenetwork but doesnot
addressheSRTO issue.They proposearuleto identify all unnecessarmetransmis-
sions,including for exampleunneedediuplicateretransmissionduring Slowstart
afteraNRTO. Onthecontraryto (12), the presenpaperis focusedon discriminat-
ing SRTOsfrom NRTOs andto measurghefrequeny of SRTOsandout of order
pacletsdueto SRTO by traceanalysis Additionally, the presentpaperis focused
on wirelessandnot wired networks asit is the casein (12), wherethe occurrence
of SRTOsis unlikely dueto alow probability of outliersin RTT variations.

3 Monitoring and TestbedInfrastructur e

Two measuremerninfrastructuresare usedthroughoutthis paper the traf®c mon-
itoring infrastructurein the operationalGPRS/UMTSnetwork to retrieve paclet
tracesandalaboratorytestbedvith adelayemulatorandrealistictraf®c generators
to evaluatethe accurayg of the SRTO detectiomalgorithm.

The developmentof a large-scalepassive monitoring system- including a parser
for the whole protocolstackof the 3G CoreNetwork - andits deploymentin the
operationalnetwork were accomplishedvithin the METAWIN project(13). The
monitorednetwork is the large Mobilkom Austria network having more than 3
Million customerskor reason®f the provider's privacy we omit moredetailedin-
formationon the architectureof the Mobilkom corenetwork. Packetsare captured
with EndaceDAG cards(14) andrecordedvith GPSsynchronizedimestampskor
privagy requirementgracesare anorymized by hashingary ®eld relatedto user



identity at the lower layersof the 3G stack(IMSI, MSISDN, etc.). The tracesin-
cludeTCP/IPheadernablingtheinvestigatiorof all kind of TCPrelatedstatistics
usingavarietyof scriptswhich have beenmplementedThemonitoringinfrastruc-
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i
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Fig. 1. METAWIN monitoringinfrastructure.

tureis depictedn Figurel. While we passvely monitorall corenetwork interfaces
(Gi, Gn, Gb, lu) theresultspresentedn this work arebasedexclusively on traces
capturechtthe GGSNsideof GninterfacesAll Gnlinks weremonitored covering

100% of GPRSand UMTS traf®c from homesubscriberswhereashe traf®c of
roamingsubscriberss not consideredn thefollowing analysis.

For proprietaryreasonswve can not discloseseveral absolutequantitatve values
(e.g.,traf®c volumes,numberof usersnumberof Gn links, etc.)nor ary otherin-
formationthat might indirectly leadto them.For thesequantitieswe will provide

only relative values,i.e. fractions,ratherthanabsoluteones.In the contet of this

papertraceswveretakenonthe Gninterfaceduring Decembe2004.
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Fig. 2. Testbedscenario.

Thelaboratorytestbeds depictedn Figure2. It is composeaf two PCsontheleft



handside (sener hosts)for traf®c generatiorandtwo PCson the right handside
(client hosts)for receptionof traf®c. Hostsrun the Linux OS and are connected
to two Ethernetswitcheswith full duplex 100BaseTXinks. Thetwo switchesare
connectedo a delayemulatorPCwith 1000BaseSXinks. ThedelayemulatorPC
(15)is equippedwith SyskonnectNICs andoperatedunderrealtimeLinux for ex-
act reproductionof propagationdelaysand delay variations.The purposeof the
delayemulatoris to reproducealelayvariationsallowing to trigger SRTO eventsin
thetestbedThis is requiredto evaluatethe accurayg of the SRTO detectionalgo-
rithm on thetestbedto this aim the delayemulatoris fed with semiRTT samples
capturedn the GPRSoperationahetwork. SemiRTT is de®nedasthetime elapsed
whenTCP DATA paclet arriving from the Internetis capturedat the Gn interface
andthetime theassociatedACK comingfrom the MS is seenatthe monitoringin-
terface(seeFigurel). InvestigatingheRTT of GPRSandUMTS tracesnve obsene
thatthe RTT variationsbetweenthe Gn interfaceandnodesin the wired Internet
are ngyligible comparedo the semiRTTs betweenthe mobile nodeandthe Gn
interface.ThususingsemiRT Tsinsteadof full RTTs suf®cesto reproduceealistic
RTT variationsin our testbed.

Usinganopticalsplittera monitoringhostis connectedo thelink betweertheleft
handside switch andthe delay emulator The monitoring hostis equippedwith a
GigabitEthernetDAG cardanda harddiskto storetraf®c traces.

Thetraf®c is generatedy a FTP-like traf®c generatomanda webtraf®c generatar
For FTP-liketraf®c (in®nite length ows),weusettcp (16)togeneratd CP ows
fromthesenersto theclients;for webtraf®c we usethewebsim tool (17)thatgen-
eratedraf®c accordingo the ScalabldJRL Referenc&sEnerato(SURGE)model
(18). This tool is divided into a multithreadedsener applicationwhich listensfor
connectionrequestsand a client applicationwhich sendsthe requestdor pages
andobjects.For managingparallel TCP connectionsat the client side a threadis
spavnedfor every connectionthe clientandsener softwarecontaindogic for ef-
®ciently generatingoadrepresentingeveralweb usersperhost. SURGErandom
variablesmplementedn websim arethe userthink time (Paretodistributed),®le
size(combinedLognormalandParetodistribution), inter objecttime (Weibull dis-
tributed),andthe numberof objectsper page(Paretodistributed).

4 SRTO DetectionAlgorithm

The aim of the algorithmis the identi®cationof SRTOs from tracescapturedby
passve monitoringandto evaluatethe frequeng of sucheventsin todays'opera-
tional networks. Thealgorithmdiscriminatedetweera NRTO retransmissiofidue
to paclet losses)anda SRTO retransmissiorby exploiting the information con-
tainedin the ACK ow receved by the monitoringinterfacebeforeandafter the
retransmittegaclet.



To our bestknowledge the SRTO detectionalgorithmfor passve monitoringpro-
posedn this paperis the®rst of its kind. Thusour designphilosophyis to propose
a rathersimple algorithm and perform measurement® understandvhetherthe
simpleapproachs suf®ciently accurateinsteadof thinking aboutsophisticatedo-
lutions alreadyat the beginning. As an importantprerequisiteto stay simple and
genericthealgorithmis basedninvestigatingonly basicoperationaprinciplesof
TCPin standardsituations We do not exploit TCP optionsor speci®cpropertieof
TCPderwativesin orderto beableto copewith all TCPimplementationsThusthe
algorithmcannotbe perfectin identifying SRTOs, mayfail to discriminateSRTOs
from NRTOsin comple situationscombiningdelayvariationswith pacletlosses,
andmaynotbeableto resolve someambiguousituationsWe will shav in Section
5, however, thatin spiteof the designprinciple of keepingthe algorithmrelatively
simpleandinspectingsolely essentiall CP behaior in standardsituationswe can
achieve a suf®ciently high accurag in detectionof SRTOs.

4.1 AlgorithmDescription

In orderto achieve a betterunderstandingf the algorithm's operationandtherea-
sonsbehindits designwe illustratesomeNRTO andSRTO examplesby investigat-
ing shortsnapshotsf real GPRStraces For easeof explanationwe assumea lack
of paclet misorderingin the network in this section. Additionally, we assumehat
pacletsareonly lost betweerthe measuremerdtationandthe TCP datarecevers.
We referto Sectiond.2for commentn the effectsof bothassumptions.

Fig. 4. Timeoutexampleshaving ambiguity



Fig.5. SRTO example.

Figure 3 shavs an exampleof NRTO extractedfrom the GPRStraces.The TCP
~ow hasawindow of 3 segmentssegment73508andsegment74888arelost after

they have beencapturedby the monitoringinterface(dashedine). If we focuson

the ACKs crossingthe monitoringinterfacebeforethe retransmissiomf sggment
73508it is easyto identify this retransmissioras a retransmissiorue to NRTO

becausaduplicateACK for thelostpacletis recevedindicatinga holein thedata
recever's sequencenumberspace.The secondNRTO example (Figure 4) arti®-
cially modi®esthetracesnapshoshowvn in Figure3 by dramaticallyincreasinghe
RTT of theduplicatedACK 73508suchthatit arrivesat the monitoringinterface
aftertheretransmissionf sgment73508.By observinghe ACKs recevedbefore
theretransmissionf thelost pacletit isimpossibleto discriminatebetweerNRTO

andSRTO. ComparingFigure4 with Figure5 depictingthe SRTO example,it can
be noticedthatthereis no differencein the sequencef sggmentsand ACKs seen
by the monitoringinterface betweenthe ®rst transmissiorof sggment73508and
its retransmissionThe two situationscan be discriminatedonly by observingthe
ACKs seenafter the retransmissiomat the monitoringinterface:in caseof paclet

losswe expectto seea duplicateACK for the lost segment,whereasn the SRTO

casewe expectto seeoneor moreACKs acknavledgingsequenc@umbershigher
thantheretransmittedseggment.

Exploiting this informationwe developedanalgorithmthatattemptgo identify the
causeof thetimeoutevent;thealgorithmhasbeenimplementedasanoptionalfea-
tureof thetcptrace  tool?!.

Thealgorithmoperatessfollows (adetaileddescriptiorof thealgorithmin pseudo
codeis reportedin the Appendix):if a segmentwith sequenc&umberX is seen
twice by the monitoringinterface,the algorithmrecognizeghat the segmenthas
beenretransmittedand entersone of the following retransmissiorstates:i) fast
retransmissiostate(FRTX state),ii) normaltimeoutretransmissiorstate(NRTO
state)or iii) spuriougimeoutretransmissiostate(SRTO state).The selectedstate
dependson the numberof duplicateACKs seenbeforethe retransmissiorof the
segmentwith sequenc&umberX . If the numberof duplicateACKs is greateror
equalto three thealgorithmentergshe FRTX stateassuminghattheretransmission
is dueto afastretransmitlf oneor two duplicateACKs areseenthealgorithmrec-

1 The modied tcptrace version can be downloaded from
http://userer.ftw.at/ vacira/



ognizesaholein therecever sequencapacdi.e. pacletlosseshut the numberof
duplicateACKs is too smallto trigger a fastretransmitevent. Thusthe algorithm
entersthe NRTO state.In casezero duplicateACKs betweenthe ®rst transmis-
sion of paclet X andits retransmissiorhave beencapturedthe algorithm enters
the SRTO state.In this case the algorithmcannot distinguishbetweenSRTO and
NRTO andit waits for the next ACKs to discriminatebetweenthe two situations
(seeFigures4 andb). Strictly speakingif duplicateACKs X areseematthe moni-
toringinterfaceafterthereceptionof theretransmissiownf X , thealgorithmcanbe
surethatthereis aholein therecever sequencspacebecaus®neor morepaclets
with a sequencenumbergreaterthan X have beenreceved by the recever. As-
sumingno packet misorderingin the network this happensnly if sgmentX has
beenlost. In this casethe algorithmmovesfrom the SRTO stateto the NRTO state,
otherwiseit remainsin the SRTO state.The algorithm getsout of a retransmis-
sionstatewhenthe ACK with the highestoutstandingsequenc@umber(recovery
ACK) is seenindicatingthatthe TCP ow hasrecoveredfrom all paclet losses.
This preventsthe algorithmfrom falselydetectingretransmission®llowing a fast
retransmiteventor a NRTO retransmissioras retransmissionsueto SRTO, and
vice versa.

The only exceptionto the previous descriptionoccurswhenthe retransmittedseg-
mentX hasthe highestsequenc&umberseenso far indicatingthatthe pacletis
theonly outstandingpaclet atthatmoment.n this casethe algorithmdoesnot en-
terary retransmissiostatebut solely marksthe retransmissioasambiguousthis
casewill bediscussedn detailin the next section.

4.2 Issuedn SR Detection

In this sectionwe discusshow the algorithmbehaesin somepatrticularsituations
which arethe mainreasongor errorsin SRTO detection.

As mentionedn Section4, it hasbeenassumedhat paclet losseshappensolely
betweerthe monitoringstationat the Gninterfaceandthe datarecever. The algo-
rithm hasbeende®nedsuchthatretransmissiostatesareonly enteredf a paclet
and its retransmissiorare seenby the monitoringinterface.Thus, if the pacletis
droppedbetweerthedatasendeiandthe monitoringstationthe algorithmdoesnot
enterthe SRTO statewhich is correctbecauseSRTO implies that no pacletsare
lost.

Somesituationsarenecessarilyambiguougo SRTO identi®cationdueto the lack
of informationto infer the natureof the timeout. Normally, ambiguoussituations
happernwhenthe numberof outstandingpacletsis very low (i.e. small window)
and/orthe paclet loss probability is very high. In thesesituations,it could hap-
penthat1) thereareno segmentstransmittedoetweernthe ®rst transmissiorof the
monitoredsegmentandits retransmission2) every segmenttransmittedbetween
the ®rst transmissiorandtheretransmissiots lost; 3) all ACKs arelost. All these
situationshave beenobsenedin realtracescapturedIt is worth to noticethatthese



ambiguousasesaremoreprobablethe higherthe pacletlossprobability.

Fig. 6. Ambiguousretransmissiomxamplen.1.

Figure6 depictsa possibletime sequencgraphof situationnumberl. Thewindow
of thetraced ow equalsl segment.In this casefrom the passve monitoringinter-
facepointof view, thereis no differencebetweerSRTO andNRTO (upperpartand
themodi®edlower partof the®gure,respectiely? .

A time sequencgraphexampleof situationnumber2 is depictedin Figure7. In
this casethelossof all sgmentsin TCP's effective window makesit impossible
to determinethe natureof the retransmissiorevent. The upperpart of the ®gure
depictsthe situationin which the paclet with sequencenumber73508is retrans-
mitted by the senderafterthe RTO has®red. In this situationall the pacletsin the
window arelost afterthe monitoringpoint (dashedine). Thelower partof the ®g-
uredepictsthesituationin whichthe pacletis retransmittedut the original paclet
hasnotbeenlost. In this casetheroundtrip time increasesindthe ACK is delayed
longerthanthetimeoutexpirationtime. This situationleadsto afalseSRTO detec-
tion in caseof the situationshavn in the upperpart of the ®gure andto a correct
SRTO identi®cationin caseof thelower part®gure.Basedon a statisticalanalysis
of UMTS andGPRStraceswe ®nd thatthelik elihoodfor thesituationin theupper

2 A possiblesolutionto distinguishbetweenthe two situationscould be to obsere the
following ACKs that passthe monitoringinterface;for examplein the situationdepicted
in the gure, SRTO could be detectedvhenwe seea duplicateACK (e.g.38642in this
example)thatindicatesthat the retransmittegpaclet hasbeenreceved twice by the TCP
recever. However, the samebehaior would be detectedn the NRTO caseif the paclet
successie to theretransmittedegmentis lostaswell. Thustheuseof amoresophisticated
mechanisnwould increasdhe causedor errorsandthe compleity of theimplementation.
For thosereasonsve preferto markthatretransmissionasambiguousainddo not consider
themasa SRTO in our evaluation.

10



Fig. 7. Ambiguousretransmissiomxamplen.2.

part®gureis negligible with respecto the situationin the lower part®gure. Thus
situationnumber2 is markedasSRTO by thealgorithm.

Fig. 8. Ambiguousretransmissiomxamplen.3.

Figure 8 depictsthe situationwhereall ACKs betweenthe ®rst and the second
transmissiorarelost (situationnumber3). The upper®gurerepresentshe NRTO
eventwhereashe lower ®gure representshe SRTO event. This situationis par
ticularly ambiguousand contradictorybecausaet is dif®cult to de®newhat SRTO
meansin somesensethe timeoutis spuriousbecauseall segmentshave beenre-
ceived by the datarecever, on the otherhand TCP's timeout needsto expire to
avoid stanationof TCP's paclet ow. In this casethe algorithmdoesnot allow to

11



distinguishbetweenSRTO and NRTO andit marksthemas spuriousretransmis-
sions.

Another error sourcefor the SRTO detectionis causedby the possibility that a

SRTO occurswhenthe algorithmis in one of the previously describeddetection
statesln this casethealgorithmcannotdistinguishtheretransmissiodueto time-

out expiration from normalretransmissionghat occurduring the recovery phase
of a TCPtimeoutor fastretransmitMoreover, by passve monitoring,it would be

hardto distinguishbetweenSRTOs andNRTOswhena timeoutoccursduringan-

othercongestiorrecovery period,becausdifferent TCP implementationdbehae

in differentway andit is not possibleto forecastwhich shouldbe the “correct”

behaior in thesesituations. SRTOs occurringduring anothercongestiorrecovery

phasearenotdetectedy thealgorithmandleadto anunderestimationf thenum-

berof SRTOs.

As pointedout at the beginning of this section,the algorithm supposeshat TCP
“ows arenotaffectedby pacletreorderingnsidethenetwork. Fromthe TCP point
of view, out-of-orderpaclets(19) area problembecausé¢hey cantriggerunneces-
saryfastretransmitsput they arenota problemfor SRTO detection As far asthe
SRTO detectionby monitoringis concernedif the ®rst transmissiorof a paclet
thattriggersa SRTO is deliveredto the TCP recever after its following paclets
(e.g.if paclet 74888would arrive beforepaclet 73058in Figure5), thealgorithm
may considerthe SRTO asanNRTO causinganunderestimatiof the SRTO fre-
gueng. However, supposinghatthe two eventsare uncorrelatedthe probability
of this joint event (RTO andmisordering)is negligible with respecto the errorin
SRTO detectionreportedn Sectionb.

Thenetwork duplicationproblem(20) doesnotimpactthealgorithmbecausén this
casethe pacletsareidenti®edashardwareduplicatesy the standardcptrace
software.Note, thatwe do not claim the completenessf this chapterin shaving
ambiguoussituations put thatthe mostimportantcasesareconsidered.

5 Algorithm Evaluation

To validatethe accurag of the algorithma testbedscenaricasdepictedin Figure
2 hasbeensetup. The aim of the testbedis to comparethe resultsobtainedby
the SRTO detectionalgorithmrunningin the passve monitoring device with re-
liable informationon the frequeng of SRTOs obtainedat the TCP datasenders
andrecevers.To obtainthelatterinformation,we modi®edthe Linux kernelof the
senderandrecever hoststo log eventsthatoccurduring TCP operationln partic-
ular, whenatimeoutexpiresthe kernelof the TCP sendefentity printsa line with
the sequencaumberof the retransmittedegment,and,whenanout-of-orderseg-
mentis receved, the holein therecever sequenc&umberspaces printed.From

12



this outputwe know every segmentthat hasbeenretransmitteddue to the RTO

expiration (this is not true in caseof passve monitoring) andwe know whenan

out-of-orderpaclet (i.e. loss)is seenby therecever. Due to thesekernellogs we

areableto compareheoutputof the SRTO detectionalgorithmwith reliableinfor-

mationat the datasenderandrecever. In particular by kernellog ®leswe areable
to detectall SRTOs without beingaffectedby the ambiguitydescribedn the ®rst
exampleof Section4.2.
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Figures9 and 10 depictthe SRTO estimationerror probability and an estimation
of the paclet out-of-orderprobability in caseof FTP connectionsand Web con-
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nectionsrespectiely. Two widely deployedversionsof TCPareinvestigatedTCP
SACK andNewReno.Theaccurag of thealgorithmis con®rmedby anestimation
errorprobabilitysmallerthan10%over arangeof out-of-orderprobabilitieswhich
canbeassumedsrealisticin caseof areasonablyvell engineereaetwork. As ex-
pectedthe estimationerrorsincreaseasthelossprobabilityincreasesasexplained
in Sectiond.2,thatis dueto algorithmnot detectingSRTOswhenit is alreadyin a
retransmissiostate.
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— © — SACK: Estimation Error
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Fig. 11. Estimationerror, falsedetectionprobability andambiguousietectionprobability
in the FTP scenario.

A moreaccuratensightinto the errorestimations givenby Figurel11 for the FTP
casejn this®gure,the probability of falselyidentifyinganRTO asan SRTO (solid
lines) andthe probability for ambiguoussituationsdescribedn Section4.2 (dot-
tedlines)areshown in additionto the meanestimationerror We obsene thatthe
falsedetectionprobability (i.e. the probabilitythatthe algorithmdetectsa spurious
retransmissioihatis not presenin thekernellog messagesy independentf the
numberof FTP connectiongi.e. theload)andit remainsconstantOnthecontrary
thenumberof ambiguoud CPretransmissionsicreasesstheloadincreasesThis
canbe explainedby the increasedik elihoodfor the ambiguoussituationdepicted
in Figure6 in caseof high lossprobabilitiesimplying small congestiorwindows.
Note againthatthereis no way to avoid this by any SRTO detectionmechanisms
usingpassve monitoringbasedon exploiting propertiesof TCP errorcontrol.
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6 Resultson Spurious Timeouts in the operational GPRS and UMTS net-
work

Having veri®edtheaccurayg of thealgorithmwe aimatanunderstandingf thefre-
gueny of SRTOsin anoperationalGPRS/UMT Snetwork andhow SRTO events
arecorrelatedo TCPconnectiorcharacteristicsAs aninitial stepwe usetcptrace

--—--—UMTS Dec. 6th
N | ¢ i W ii |~ UMTS Dec. 22nd
0_8>,,, ,“,T‘,‘ N P GPRS Dec. 6th H
|-~ GPRS Dec. 22nd
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Fig. 12. ExperimentalCumulatve Distribution Functionof semiRTT.

(21) standardeaturesto derive network andtraf®c characteristicsThe ®rst char
acteristicderivedis the SemiRTT Cumulatve Distribution Function(CDF). The
Cumulatve Distribution Functionsof the capturedsemiRTTs from the December
6th and 22ndtracesare shovn in Figure 12 for UMTS and GPRSnetwork. We
obsenrethatthe CDFsof RTTs derivedfrom differentdaysaresimilar.

Thesecondssuewe addresss the percentagef TCP connectionghatutilize TCP
options.Table 1 shows the percentagef TCP connectionghat utilize the SACK

Tablel
TCP avor statistics.

SACK | TS | SACK+TS | DSACK

UMTS - Decembe6th | 93% | 3.2% 1.5% 0.8%
UMTS - Decembe@2th | 92.1% | 7.3% 4.9% 0.8%
GPRS- Decembefth | 91% | 50.1% | 49.8% 1.8%
GPRS- DecembeR2th | 93.9% | 53.4% | 52.7% 2%

option, the Time Stamp(TS) option, TS and SACK optionstogetherandthe Du-
plicate SACK (DSACK) optionin the analyzedGPRSandUMTS tracesihe sets
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of TCP connectionghat have the SACK, the TS andthe DSACK enabledarenot
disjoint. It is to notice that most of the TCP connectiongbetween91 and 94%)
enablethe SACK option, the TS option is widespreadabout50%) in the GPRS
terminalsandquite rarein the UMTS terminals(betweenl.5% and5%), whereas
the DSACK optionis notsocommon(about2%in GPRSand1%in UMTS)3. It is
worth to noticethatin atechnicalreportbasedon tracesin May 2004o0n the same
GPRSnetwork (22), the percentagef SACK andTS connectionsvasabout80%
andbetweenl4% and19%respectiely. We alsonoticethatthe valuesfor GPRS
aresensiblydifferentfrom thosereportedin (1, Tablel) basedon older measure-
ments(atleastl year)from differentnetworks.

As far asother TCP avors areconcernedit is not straightforward to derive the
deploymentof optionsthat are not negotiatedexplicitly duringthe setupphaseof
TCPconnectionge.g.F-RTO) by passve monitoring.

6.1 SpuriousRTOsin the GPRSNetwork

Tables' 2 and3 reportthe percentagef TCP connectionsvith a numberof pack-
etslessthan10, betweernl0and100,betweerll00and1000,andgreatetthan1000
for two differentdaysin December2004. Thesefour different TCP connection
categyoriesarefurther divided accordingto the numberof SRTOs experiencedon
a per connectionbasis;in particularthey aredivided in the connectionghat ex-
periencedzero SRTOs, one SRTO and morethanone SRTO. From the tables, it
is clearthat mostof the TCP connectiongonsistof only a few paclets: approxi-
mately55-57.5%of the connectionhave lessthan10 TCP paclets,99%lessthan
100 pacletsandlessthan 1% of connectionshave morethan 100 paclets.Of all
the connectionspnly 2% experiencea single SRTO and0.15%experiencemore
thanoneSRTO. As showvn in thetables which exhibit very similar resultsfor both
days,SRTOs aremorefrequentfor connectionswith a larger numberof transmit-
ted paclets.For example0.016%o0f the connectionsvith morethan1000paclets
experiencanorethanoneSRTO while no connectiorwith morethan1000paclets
experiencezeroSRIOs.

As for Tables2 and3 subsequen®gureshave shavn very similar resultsfor De-
cember6th and Decembe22nd. Thuswe only reportDecembe22ndfor the re-
mainderof this section.

Figure 13 shaws a per connectionscatterplotof the meanRTT (upperplot), the
standardieviationof the RTT (middleplot) andthenumberof paclets(lower plot)
with respecto thenumberof SRTOsexperiencedy theconnectionThesolidline

3 It is worth noticing that the DSACK is not negotatiatedin the connectionsetup.This
makesdif cult to measurets occurrenceccuratelybecausét canonly beobseredwhen
it is effectively used.

4 Somelittle discrepancie® thetableresultsareduenumericalapproximations.
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Table2
GPRS- Decembef6th. Dependeng of percentagef TCP connection®n numberof pack-

etsandSRTOs.

Pacletsper >
Connectiorx Overall || OSRTO | 1SRTO | 1SRTO
X< 10 57.65% || 57.44% | 0.21% 0%
10 x< 100 | 41.62% || 39.93% | 1.63% | 0.072%
100 x < 1000| 0.703% || 0.551% | 0.094% | 0.058%
x 1000 0.024% 0% 0.009% | 0.015%
Overall 100% || 97.917% | 1.943% | 0.144%
Table3
GPRS- December22nd. Dependeng of percentagef TCP connectionson numberof
pacletsandSRTOs.
Pacletsper >
Connectiorx Overall OSRTO | 1SRTO | 1SRTO
x < 10 55.579% || 55.338% | 0.241% 0%
10 x< 100 | 43.671% | 41.928% | 1.649% | 0.094%
100 x < 1000| 0.721% || 0.569% | 0.107% | 0.046%
x 1000 0.028% 0% 0.013% | 0.016%
Overall 100% || 97.834% | 2.01% | 0.156%

representshe averageof the meanRTT, RTT standarddeviation and paclets per
connectionrespectiely. Moreover 95% con®dencentervals of the averagevalues
aredepictedshaving the statisticalrelevanceof theresults.

As far asthe numberof pacletsper connectionis concernedthe increasingrend
of thesolidline in thelower partof the®gureshowns a clearpositive correlationbe-
tweenthe numberof SRTOs perconnectiorandthe numberof pacletstransferred
duringthelifetime of the connection.

The upperandthe middle plots shov an evident correlationbetweenthe connec-
tions thatdo not experienceary SRTO andthe connectionghathave alow mean
RTT andalow RTT standarddeviation. Moreover, consideringonly the connec-
tions that experienceone or more SRTOs, the correlationbetweenthe meanand
the standarddeviation of the RTT andthe SRTO seemso be a nggligible effect
asrevealedby the almostconstantrendof the solid line of the upperandmiddle
plotsfor oneor moreSRTOs.We arguethatthe TCPalgorithmto estimatehe RTO
time takesthemeanRTT deviationinto accountandthatSRTOs happerratherdue
to infrequentoutliersin RTT causedor instanceby handwers.Dueto their infre-
gueny theseoutliersin RTT do not dramaticallyin uencethe standardieviation
of theRTT.
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Fig. 13. GPRS- December2nd. Scatterplotof meanRTT, RTT standarddeviation and
pacletsperTCP connectiorwith respecto the numberof SRTOsperconnection.

Figure 14 shaws a per connectionscatterplotof the numberof Normal Timeout
events(upperplot), numberof FastRetransmitevents(middle plot) and Ambigu-
ousretransmissiomvents(lower plot) with respecto the numberof SRTOs expe-
riencedby the connectionAs in the previous plot, the averagevalues(solid lines)
andthe 95% con®dencantervals arereported.It canbe seenfrom the ®gurethat
the 2% of the connectionghatexperienceSRTO alwaysexperienceotherconges-
tion recovery events.Thereexists a clearpositive correlationbetweenconnections
experiencinga highernumberof SRTOs and connectionsexperiencingmore fast
retransmiandNRTO events.In caseof theambiguougetransmission thelower
part®gurethepositive correlationis only weaklypronouncedwith increasechum-
ber of SRTO events,the dispersionof the numberof congestiorrecovery events
aroundthe averagevalueincreasebecausef few availablesamplesThuswe note
that resultswith 10 SRTOs are only presentedor illustration and shouldnot be
consideredhsstatisticallyrelevant.

Thelastissuewe point out from the GPRStracesjs the effect of the network load
on the SRTO events.In all four subplotsof Figure 15 the x axis representshe
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Fig. 14. GPRS- Decembef2nd.Scatterplobf FastRetransmitNormal TimeoutandAm-
biguousTimeout eventsper TCP connectionwith respectto the numberof SRTOs per
connection.

weekfrom the 21th of Decembeto the 27thof DecembeP andonthey axis,the
measured/aluesfor eachparametersn time bins of onehour are presentedThe
upperpartof the ®gureshows the normalizedirai®c volume;the valueshave been
normalizedto an arbitraryvaluein orderto avoid disclosingthe absolutevolume
of traf®c. The secondplot from the top of the ®gure shaws the overall numberof
SRTO eventsdividedby the numberof pacletsperbin. Thethird part®gureshavs
the overall numberof SRTO eventsdivided by the numberof congestiorrecovery
eventsperformedby TCR i.e. thenumberof SRTOs plusNRTOsplusfastretrans-
mits andambiguousetransmissiond he bottomplot shavstheout-of-orderprob-
ability. It is importantto noticethatthe out-of-orderprobabilityis in the rangeof
valueswherethe SRTO detectionalgorithm hasbeenshavn to work suf®ciently
accuraten Sectionb.

Despiteof the time of the day effect in the network load, the sameeffect is not
presentin the SRTO probability (2nd part ®gure) that maintainsalmostconstant
andis uncorrelatedo theload of the network. This leadsto the conclusiorthatthe

5 NotethataroundDecembef6thno tracedatais availableexplainingthe emptyparts.

19



—— Normalized Volume of Data

o 1 1 1 1 1 1
12/21  12/22  12/23 12/24 12/25 12/26 12/27 12/28

x10°
— SRTO events/number of packets

H O 0

NO N

12/21  12/22 12/23 12/24 12/25 12/26 12/27 12/28

01k ’ E— SRTO events / congestlon recovery events‘

oasl vt ”MW

o Il Il Il Il Il Il
12/21  12/22  12/23 12/24 12/25 12/26  12/27  12/28

0.01F Out of order probablllty |

0
12/21 12/22 12/23 12/24 12/25 12/26 12/27 12/28

Fig. 15. GPRSSRTO eventsdivided by numberof pacletsandnumberof congestiorre-
covery eventsand out-of-orderprobability during the week betweenDecember21stand
Decembel7th.

delayvariationsthattrigger SRTOs arecausediy phenomende.g. uctuationsof
the radio channel,increasen GSM traf®c, handwer) that areindependentf the
corenetwork load. Moreover, it is importantto obsene that on averageonly two
pacletsout of thousandexperiencea SRTO, shaving their infrequeng. Addition-
ally, SRTO eventsareonly a smallfraction of the numberof congestiorrecorery
eventsperformedoy TCP(SRTOs,NRTOs, fastretransmit@andambiguousetrans-
missions) TheratiobetweerSRTOsandcongestionmecovery eventspertimebinis
approximatvely oneout of twenty This impliesthatthe performancealegradation
of TCP dueto SRTOs s small becausehe numberof fastretransmitand NRTO
eventsis dominantascomparedo the numberof SRTO events.InvestigatingTCP
connectionshatexperiencecongestiomecovery events(i.e. SRTOs,Normal Time-
outs,FastRetransmitandambiguousetransmissionsh Table4, thelatter®nding
is con®rmed.20% of the TCP connectiongxperiencecongestiorrecovery events
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while only 2% experienceSRTOs (seeTables2 and3). This indicatesthat 1 con-
nectionout of 10 experience®neor moreSRTOs.

Table4

GPRS- DecembeR2nd.Percentagef TCP connectionglependendtn numberof paclets

andcongestiorrecorery events.

Pacletsper >
Connectiorx Overall ORTX 1RTX 1RTX
x < 10 55.555% || 49.765% | 4.13% 1.66%
10 x< 100 | 43.671% || 28.918% | 8.55% | 6.203%
100 x < 1000| 0.721% || 0.214% | 0.131% | 0.376%
x 1000 0.0529% 0% 0.006% | 0.047%
Overall 100% 78.897% | 12.816% | 8.287%

6.2 SpuriousRTOsin the UMTSNetwork

This sectionis equialentto the Section6.1: all tablesandplots shovn for GPRS
datain Section6.1arereportedor the UMTS network. We referto Section6.1for
anexplanationof the meaningof plotsandtables.

Table5

UMTS - Decembei6th. Percentagef TCP connectionglependenbn numberof paclets
andSRTOs.

Pacletsper >
Connectiorx Overall OSRTO | 1SRTO | 1SRTO
X< 10 59.502% || 59.37% | 0.132% 0%
10 x< 100 | 38.78% | 37.505% | 1.215% | 0.06%
100 x < 1000| 1.641% 1.296% | 0.244% | 0.102%
X 1000 0.077% 0% 0.029% | 0.047%
Overall 100% || 98.171% | 1.62% | 0.209%

From Tables5 and®6, it is possibleto obsene thatthe distribution of the number
of pacletsperconnections similar to the GPRScase Between59.5%and60.7%
of connectionshave lessthan 10 pacletseachand 98-99%lessthan 100 paclets.
Few connectiong0.077%and0.097% respectiely) haze morethan1000paclets.
Connectionsxperiencingone SRTO eventarelessthanin the GPRScase(0.73
and1.6%in caseof UMTS comparedo 2% for GPRS)andconnectionsvith more
thanone SRTO eventarerare (0.15and 0.2% for UMTS). We obsere that the
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Table6
UMTS - Decembe@2nd.Percentagef TCP connectionslependenvn numberof paclets
andSRTOs.

Pacletsper >
Connectiorx Overall OSRTO | 1SRTO | 1SRTO

x < 10 60.733% || 60.703% | 0.029% 0%
10 x< 100 | 36.888% || 36.374% | 0.477% | 0.037%
100 x < 1000| 2.281% 2.04% | 0.185% | 0.057%
X 1000 0.099% 0% 0.038% | 0.061%

Overall 100% 99.117% | 0.729% | 0.154%

percentagef connectiongxperiencingSRTOsonthe22ndof Decembeis halved
ascomparedo Decembe#6th. This changes dueto a network upgradeaspointed
out in (23). Thus we usethe dataof December22nd for the remainderof this
section.

As depictedin the lower part of Figure 16, the positive correlationbetweenthe
SRTO eventsandthe numberof packetsperconnectioris con®rmedin theUMTS
scenariowherethe argumentsliscussedn Section6.1 hold. Similarly, thelack of

correlationbetweemumberof SRTOs andmeanaswell asstandarddeviation of

theRTT is thesamefor UMTS asobsenedalreadyfor GPRS.As expectedmean
RTT andstandardleviation arelower for UMTS ascomparedo GPRS.

Figure 17 depictsthe scatterplotof non-SR'O congestiorrecovery eventsclassi-
®ed by thealgorithmwith respecto the numberof SRTO eventsper TCP connec-
tion. Similarto GPRSwe ®nd thatfor UMTS a positive correlationexists between
SRTOs and NRTOs, fast retransmitsand ambiguousretransmissionsl% of the
connectionexperiencingSRTOs have additionalnon-SR O congestiorrecovery
events.

To shav the dependeng of congestiorrecovery eventson the load of the UMTS
network, Figure 18 depictsthe SRTO event frequeng, the ratio betweenSRTO
eventsandcongestiomrecovery events(includingNRTOs, fastretransmitsandam-
biguousretransmissionsandthe out-of-orderprobability for a whole weektrace.
The out-of-orderprobability (bottomplot) is low, between0.002and 0.005with
somespikes during the night with valuesup to 0.01%. The proportion between
SRTOs and congestionrecovery eventsis basically between0.05 and 0.1 con-
®rming the behaiour found in caseof GPRS.Othercongestiorrecovery actions
thanSRTOs in uencethe performanceof TCP. Comparingthe SRTO probability

6 It isimportantto pinpointthatstatisticscollectedduring the night, whenthetrafc load
is low, canbe biasedby few TCP connectionghatarenot relevant from a statisticalpoint
of view.
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Fig. 16. UMTS - DecemberR2nd. Scatterplotof meanRTT, RTT standarddeviation and
pacletsperTCP connectiorwith respecto the numberof SRTOsperconnection.

(SRTO/numberof paclets)in thesecondrart®gureto the GPRScasewe ®nd that
on averagethe SRTO probability is smallerfor UMTS, but during the peakhours
this probabilitycanbegreatetthanin the GPRSnetwork. Concerninghebehaiour
of SRTOswith respecto thenetwork load,comparinghe®rstandthesecondlot,
we notethatthe SRTO eventfrequeng increasesvhenthenetwork loadincreases.
This effectis particularlyvisible comparingthe 22ndof Decemberndthe 23rd of
Decemberon DecembeR2ndthe SRTO probability increasesnore dramatically
duringthe peakhourthanon Decembef3rd (about15% smallertraf®c volumein
the peakhour). SRTO eventscorrelatewith theload on Decembe2ndbut main-
tain almostconstanduringDecembe®3rd. This suggestshatthe SRTO probabil-
ity dependsn the traf®c load only if the traf®c load exceedsa certainthreshold:
whenthe currentload situationis below that threshold,the SRTO probability is
almostconstantSRTO eventsareunlikely andthey arecorrelatednoreto mobility
eventslike handwerthanto network loadconditions Whentheloadof thenetwork
exceedghisthresholde.g.in thepeakhour)theoverall SRTO probabilityincreases
becaus®f network congestionaninsightinto thisphenomenohasbeenshavnin
(23). However, we notethatthe overall SRTO probabilityis very low evenin high
loadsituationsandthat SRTOs areonly a smallfractionof all congestiorrecovery
events.
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Fig. 17. UMTS - December22nd. Scatterplotof Fast Retransmit,Normal Timeoutand
AmbiguousTimeouteventsper TCP connectiorwith respecto the numberof SRTOsper
connection.

Finally, Table7 reportsthe percentag®f connectionsgxperiencingcongestiorre-
covery eventsfor December22nd. Comparedo the GPRScase,connectionsex-
periencingcongestiorrecovery eventsaremoreinfrequent.Retransmissioevents
happerin 6.4%of all connectionsvhile SRTO eventsareexperiencedy 0.88%of
the TCP connections93.4%o0f the connectionglo notretransmipaclets,whereas
3.7% experienceone congestiorrecovery event and 2.8% experiencemore than
onecongestiorrecovery events.This indicatesthat during the 22ndof December
the ratio betweenconnectionsexperiencingcongestiorrecovery eventsand con-
nectionsexperiencingSRTOs is approximatelyl5:2 ascomparedo 10:1 for the
GPRSnetwork.

7 TCP performanceevaluation

In this sectionwe investigateahe effectivenesf differentTCP avorswith respect
to TCP SRTOs exploiting the testbeddescribedin Section3. The TCP options
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Fig. 18. UMTS SRTO eventsdivided by numberof paclets and numberof congestion
recoery eventsandout-of-orderprobability during the weekbetweerDecembeg1stand
Decembel7th.

Table7

UMTS - Decembef2nd.Percentagef TCP connectionglependenbn numberof paclets
andcongestiorrecorery events.

Pacletsper >
Connectiorx Overall 0RTX 1RTX | 1RTX
x < 10 60.66% || 59.122% | 1.067% | 0.471%
10 x< 100 | 36.888% | 32.891% | 2.306% | 1.691%
100 x < 1000| 2.281% 1.391% | 0.354% | 0.537%
X 1000 0.172% 0% 0.024% | 0.147%
Overall 100% 93.403% | 3.751% | 2.847%
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comparedn theanalysisarethe Linux versionsof NewReno,SACK, Time Stamp
andF-RTO; asshavnin Section6, SACK andTS optionsarefrequentlyappliedin
the GPRSandthe UMTS network scenario.
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Fig. 19. Averagenumberof paclet retransmissionper SRTO varying the numberof FTP
connectiongor differentTCP avors.

Figure 19 depictsthe averagenumberof retransmissionghat occuraftera SRTO
expiration for differentversionsof TCP It is possibleto obsenre that whenthe
network loadis low F-RTO reactswell to the SRTO eventsandit avoids useless
retransmissiondVhenthe traf®c load increasesthe TCP congestiorwindow be-
comessmallerreducingthe numberof unnecessaryetransmissionduring Slow-
startafter the timeoutandthusthe numberof retransmittecpacletsfor different
versionsof TCP corvergesto the samevalue.

Figures20 and 21 depictthe TCP goodputin the FTP scenarioandthe goodput
perobjectin the Web scenariorespectiely. The Web objectgoodputis de®nedas
thesizeof aTCP ow transferringanobjectin bytesdividedby thelifetime of the
TCP ow in secondsThe ®rst ®gure shavs thatthereare no big differencese-
tweenthe performancef differentTCP avors. However, we notethatthe SACK
optioncombinedwith the F-RTO recovery procedureachiezesthe maximumgood-
putfor everyvalueof theloadandthatF-RTO aloneobtainstheworstperformance.
In caseof Webtraf®c (Figure21) theresultsshow thatthe TCP SACK with F-RTO
is only ef®cientif thenumberof userg(i.e. theload)is high. If thenumberof users
is low, the bestperformancaes obtainedoy the TS option.

We ®nd that F-RTO minimizesthe numberof retransmittegacletsduringthere-
covery phaseaftera SRTO retransmissioeadingto a capacitysaving in low load
situations However, in no scenariove canobsene performancemprovementsn
termsof goodputof F-RTO comparedo otherTCP avors;this is consistenton-
sideringthelow SRTO probabilityfor GPRS-like RTT variationsdescribedn the
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context of Figurel5.

8 Conclusions

This paperde®nesan algorithm for the identi®cationof spuriousTCP timeouts
(SRTO) from paclet traces;to our bestknowledgethis algorithmis the ®rst of its
kind. The algorithmis deliberatelykept simplein its designandbasedon generic
propertiesof TCP errorcontrol. Thusit is applicableto all kindsof TCP derivates.
By testbedexperimentsreproducinga realistic scenariowith RTTs measuredn
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an operationalGPRSnetwork, we ®nd that the algorithmis suf®ciently accurate
in SRTOs identi®cationfor the relevantrangeof load situations.The algorithmis
thenappliedto evaluatethe probabilityof SRTOsin alargeoperationalUMTS and
GPRSnetwork. Accordingto our bestknowledgethis is the ®rst extensve investi-
gationof TCPoveranoperationalUMTS network transferringsigni®cantamounts
of userdata.Basednthistraceanalysisve ®nd thatthefollowing commonproper
tiesfor theUMTS andthe GPRSnetwork hold:i) SpuriousTimeoutsareinfrequent
eventsfor TCP ows. Lessthan2% of the TCP ows experienceoneor moreSR-
TOs; ii) thereexists no correlationof SRTOs with the meanRTT of a ow and
the standarddeviation of the RTT; iii) thereexists a positive correlationbetween
the numberof SRTOsa TCP ow experiencesandthe ow's size;iv) on average,
SRTO eventsareonly asmallfractionof thenumberof congestionmecovery events
performedby TCP (SRTOs, NRTOs, fastretransmitsand ambiguousretransmis-
sions).Thisimpliesthatthe performancelegradationof TCPdueto SRTOsis low
becausdastretransmitandNRTOs aredominantascomparedo SRTO events.
Investigatingothermetrics,moreor lesspronouncedlifferencesanbefoundin the
UMTS andthe GPRScasei) onaveragethe probabilitythata paclet experiences
an SRTO is aroundone out of thousandor UMTS andtwo out of thousandor
GPRS;i) in theGPRScasehereexistsnodependenconthefrequeng of SRTOs
ontheload of the network. This leadsto the conclusionthatin the GPRSnetwork
conditions,SRTOs are causedoy phenomende.g. uctuationsof theradio chan-
nel, increasan GSM traf®c, handwer) that areindependenbf the network load.
In the UMTS network we obsene a dependeng of the probability that a paclet
experiencean SRTO ontheloadif theloadexceedsa certainthreshold.
Giventheinfrequeng of SRTOs in the monitoredoperationalGPRSand UMTS
network and the dominanceof TCP ows experiencingother congestionrecor-
ery eventsthan SRTOs we concludethatthe effect of SRTOs on the performance
of TCP is small. This makesthe needto upgradestandardl CP versionsto deal
betterwith SRTOs questionableWe note,however, that althoughthe investigated
UMTS/GPRSnetwork can be consideredas a typical well-engineerechetwork,
resultscannotnecessarilype generalizedo all other networks. Additionally, the
presentpaperdoesnot distinguishTCP ows from mobile terminalshaving mo-
bility eventsfrom TCP ows experiencingno mobility events. Thus for mobile
terminalsexperiencingan outstandinghigh numbersof mobility eventsupgrading
TCPto dealbetterwith SRTOs may be reasonableln our future work we planto
crosscorrelateracesdrom Gn Interfaceswith signalinginformationobseredat Gb
andluPSlinks. Thisallows anin-depthinvestigatiorhow mobility eventsaffectthe
probabilitythat ows experienceSRTOs.
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9 Appendix

In this sectionwe showv a simpli®ed versionof the algorithmwith a pseudocode
description.Thefollowing variablesareusedin the pseudacode:

state representshe stateof the algorithmduring its operation.Four statesare
permitted:N ORM AL when no retransmissions monitored,SRTO whena
retransmittedpaclet is considereda spurioustimeoutretransmissionN RT O
whenaretransmitteghacletis assumedbo beaNRTO retransmissioandF RT X
whenaretransmissioiis consideredscausedy afastretransmitevent.
srto_counter, nrto_counter, f rtx _counter andamb_counter arethe counters
for the spurioustimeoutretransmissiond\RTOs, fastretransmitsand ambigu-
ousretransmissioneventsof the monitoredconnectiorrespectiely.

for every pacletdo
if pacletisaDATA pacletseerntwice by themonitoringinterfaceandstate ==
N ORM AL then
if nodupACK for the paclet seenthen
if no pacletis seerbetweertheinitial transmissiorandtheretransmis-
sionthen
amb.counter + +
else
enterin the SRT O state
endif
elseif 1 or 2 dupACKsfor the pacletseerthen
enterin theN RT O state
elseif morethan2 dupACKsfor the paclet seerthen
enterin theFRTX state
endif
elseif pacletis anACK then
if state == SRTO then
if it is arecorery ACK’ then
srto_counter + +
entertheN ORM AL state
elseif it isadupACK then

7 Accordingto the standardr CP terminology the recavery ACK indicatesthe ACK that
acknavledgesfor anew paclet afterarecovery event.
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moveto N RTO state
endif
elseif state == FRTX then
if it isarecorery ACK then
f rtx _counter + +
enterin theN ORM AL state
endif
elseif state == NRTO then
if it isarecorery ACK then
nrto_counter + +
enterin theN ORM AL state
endif
endif
endif
endfor
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