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ABSTRACT

In this work we address the problem of inferring the presence
of a bottleneck from passive measurement in the UMTS core
network. The study is based on one month of packet traces
collected in the core network of mobilkom austria AG & Co
KG, the leading mobile telecommunications provider in Aus-
tria, EU. During the measurement period a bottleneck link
in the UMTS core network was revealed and removed, there-
fore the traces enable the accurate analysis and comparison
of the traffic behavior in the two network conditions. The
proposed approach exploits statistics of estimated TCP per-
formance parameters (e.g. RTT, re-transmissions) in order
to build a set of bottleneck indicators. We show that such
statistics are volatile due to the presence of few top users,
but this effect can be counteracted with a simple filtering
method. Results show that the frequency of re-transmission
events is a powerful indicator for the specific type of bot-
tleneck under study, and it can be used to provide early
warning about future occurrences of similar events. This
application is particularly important for operational UMTS
networks nowadays, since the traffic volumes and composi-
tion is still under evolution.
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1. MOTIVATIONS

Public wide-area wireless networks are now migrating from
second-generation systems (2G) developed for low-bandwidth
circuit-switched services, towards third-generation systems
(3G), designed to support higher data rates and packet-
switched services. Several 3G systems are being developed
evolving from different 2G technologies. European countries
have adopted the Universal Mobile Telecommunication Sys-
tem (UMTS), developed by 3GPP as an evolution of GSM.
During the migration path from GSM to UMTS, an interme-
diate phase is General Packet Radio Service (GPRS), one of
the so-called 2.5G technologies. Several 3G operators main-
tain two parallel Radio Access Networks (RAN), GPRS and
UMTS, sharing a single Core Network (CN). The CN is
packet-switched and largely based on IP-based protocols. A
general overview of the GPRS/UMTS network structure can
be found in [7].

Several UMTS networks became operational since 2003',
while the first deployments of GPRS date back to 2000. The
development of the GPRS/UMTS network structure runs in
parallel with the evolution of terminals (or Mobile Stations
- MSs). Evolved cellphones and smart-phones already sup-
port a broad range of data applications, including traditional
Internet applications like e-mail, WEB, etc. Besides hand-
held terminals, 3G interface cards for laptop started to be
commercially available in Europe in fall 2004, often coupled
with flat-rate connectivity contracts, and met a considerable
market success. Since then, the volume of traffic generated
by 3G terminals and directed to the Internet has registered
a steady increase.

The growing popularity of 3G data services has extended
the coverage of Internet access to the geographic area, and
3G networks are becoming key components of the global
Internet in Europe. However, 3G networks and markets
are still under evolution, and changes occur rapidly: the
subscriber population and the traffic volumes are still in
a growing phase; the relative distribution of terminal types
(e.g. laptops vs. handsets) and their capabilities is changing
quickly; the portfolio of services that are offered by the op-
erators and/or spread popular among the customers evolves
rapidly and is still far from stabilization. In addition to
that, prospective changes to the network structure are in
the agenda of many operators, including capacity increases,
new software releases, technology upgrades (e.g. EDGE and
IMS [7, pp. 155 and 555-560]).

A detailed list can be found
http://www.gsmworld.com/technology/3g/index.shtml

at



All these aspects concurrently build a potential for changes
in the traffic patterns that can occur at the macroscopic scale
(network-wide) and in a relatively short time frame. In such
a scenario, the ability to accurately and extensively monitor
the current network state and to early detect drifts in the
network performance is not just a useful complement, but a
fundamental pillar of the network operations and engineer-
ing processes. On the other hand, monitoring a wide-area
network involves considerable costs, particularly in the ra-
dio access section. The number of links to be monitored is
large, and they are spread over a wide geographical area.
For some operators there are several parallel RANs to be
monitored that are attached to the same CN: UMTS, GPRS
and WLAN hot-spots (see[8] for 3G-WLAN interworking),
with the possibility of yet additional technologies to be in-
troduced in the future (e.g. WIMAX). For some monitoring
applications it is required to access configuration parameters
(e.g. provisioned link bandwidth), logs and built-in counters
from several network elements, and any experienced engi-
neer in the field is well aware of the cost, complexity and
complications that are found in practice where it comes to
extraction, gathering and correlation of such heterogeneous
data from different elements, with different SW releases and
from different vendors. In summary, installing and main-
taining a monitoring infrastructure with the same capillarity
of the production network might be tremendously expensive.
Fortunately, the structure of a 3G network is highly hierar-
chical and centralized: the whole traffic is concentrated in
the Core Network and there are only few gateway nodes -
called GGSNs - that connect the 3G network to external
networks like the Internet. It would be highly desirable for
the network operator to be able to infer the presence of per-
formance bottlenecks anywhere in the network - included
the Radio Access Network - monitoring the traffic only at
few capture points near the GGSNs. A possible approach
to achieve this goal is to look at TCP behavior: since TCP
is closed-loop controlled, its dynamics and performances are
dependent on the state of the whole end-to-end flow path. In
principle it should therefore be possible to infer the presence
of bottlenecks by looking at the evolution of the TCP ag-
gregate and/or to individual connections at any point along
the path.

A point of clarification is due regarding the definition of
“bottleneck” in this context. In a well-engineered 3G net-
work the traffic flow of each MS is naturally rate-constrained
by the availability of bandwidth on the radio channel. The
radio bandwidth is shared between the MSs active in the
same cell, therefore the bandwidth available at any instant
to individual MSs varies with the total offered traffic, in ad-
dition to the variability due to physical factors (e.g. fading,
SNR variability). Ideally the radio planning is such that on
average each MS accesses a sufficient level of average band-
width during its activity period, and the capacity of the
core network links can always sustain the traffic aggregate
without packet loss nor any other performance degradation.
This is the ideal modus operandi of a network: “bottleneck
free”. The network state might depart from such condition
due to changes in the volume or distribution of the traffic
that were not anticipated by the network designer. If the
traffic reaches the capacity limit of some network element
X causing performance degradation to the traffic flows, and
this happen for long periods and recurrently over multiple
days, we say that a capacity bottleneck has emerged on X.
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Its removal implies capacity upgrades at the specific network
element. Note that a sporadic shortage of capacity e.g. due
to a flash crowd is not accounted as a bottleneck since it does
not necessarily imply long-term capacity re-assignment. A
bottleneck in the radio network can be a geographical re-
gion that is frequently overloaded for long periods because
of an inadequate assignment of radio capacity in that area.
A bottleneck in the core network is often a link with too
little capacity to carry peak-hour traffic.
From the above definition it derives that a capacity bottle-
neck always impacts a certain traffic aggregate rather than
isolated flows - e.g. all the traffic directed to a certain ra-
dio area, or routed over a certain network element - and
inevitably degrades the performance of several flows at the
same time.

We devised two possible approaches for inferring the pres-
ence of a bottleneck on network element X from the analysis
of the traffic aggregate routed through it:

e From the statistical properties of the aggregate traffic
rate: if the traffic rate is closed-loop controlled - as is
the case of traffic mix with large prevalence of TCP
- the aggregate rate will adapt itself to the capacity
limit of the bottleneck, if this is in place. In this case
it can be expected that the statistical properties of
the aggregate rate will be different from the normal
bottleneck-free conditions, therefore they can be used
to discriminate between the two states.

e From the performances of the TCP connections within
the aggregate (re-transmission events, RTT, etc.).

In this paper we consider only the latter approach, with
reference to a real case found in practice. This study is
based on one month of packet traces collected by passive
monitoring the links of the 3G core network of mobilkom
austria AG & Co KG, the leading mobile telecommunica-
tions provider in Austria, EU. In the middle of the mea-
surement period a bottleneck link within the UMTS Core
Network was detected and removed. Therefore, our traces
enable the accurate analysis and comparison of the traffic
behavior before and after the removal. Since the traces are
complete - i.e. all packet headers have been captured and
timestamped - it is possible to analyze any aspect of the
traffic dynamics that might be of interest. The goal is to
identify those patterns that more clearly discriminate be-
tween the two network conditions: with and without the
bottleneck in place. This approach is similar to the so called
“post-mortem” analysis that is commonly performed in the
area of network security in order to learn about the dynam-
ics of past attacks and devise countermeasures and detec-
tion mechanisms. The latter are typically based on specific
patterns associated to the attack, often called “signatures”.
While in network security a signature is often a specific con-
tent in the packet payload (e.g. a piece of malicious code),
in our case the signature of a bottleneck is to be found in
some statistical pattern extracted from the traffic process
(e.g. the frequency of retransmissions, or some moment of
the marginal distribution of the aggregate rate). However
the underlying principle is the same: monitoring and stor-
ing the traffic that occurred during an undesired event (an
attack or, in our case, the presence of a bottleneck), analyz-
ing in post-processing what had happened (“post-mortem
analysis”) and comparing with traffic patterns in “normal”
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Figure 1: Reference network scenario

operating conditions, i.e. identifying one or more “signa-
tures” of the events. The practical application of this study
will be to implement an intelligent testing agent to be in-
tegrated into the on-line monitoring system, watching for
future occurrences of similar patterns and reporting early
warning about future bottlenecks.

The rest of the paper is as follows. In Section 2 we present
the reference network scenario and state the problem. Sec-
tion 3 describes the monitoring setting and the traces. In
Section 4 we present the measurements results. Finally in
Section 5 we review the literature related to our work and
in Section 6 we draw the conclusions and identify directions
for future work.

2. REFERENCE NETWORK SCENARIO
AND PROBLEM STATEMENT

The reference network scenario is depicted in Figure 1.
The 3G network has a tree-like deployment: the termi-
nals and base-stations are geographically distributed (e.g.,
nation-wide), but the level of concentration increases when
moving towards the boundary of the 3G network towards
the Internet. There are in general a few number of SGSNs
and even fewer GGSNs operational in each network, and the
traffic is concentrated on a small number of Gn/Gi links,
therefore with a few probes one is able to capture the entire
traffic aggregate on these interfaces.

The problem addressed here is how to infer the presence
of a bottleneck in the 3G network, between the Gn and the
radio cells, from the passive observation of the traffic at a
single monitoring point - on Gn in our case. Remarkably,
we assume only a minimal information about the structure
and settings of the whole network: for instance, we assume
that the bandwidth provisioned at each link is not
known to the monitoring agent, nor the detailed network
topology is known. The only required information are those
enabling the discrimination of different sub-aggregate com-
ponents inside the total aggregate. A sub-aggregate (SA for
short) defines a portion of the overall traffic that is routed
through a specific part of the network. A SA can be asso-
ciated to each network element (e.g. SGSN, RNC, Routing
Area, Cell). For example, one could define a SA for a single
SGSN z, meaning that all the traffic routed through SGSN
x can be separated by the rest and examined separately.
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Figure 2: UMTS protocol stack (data-plane).

At a coarser granularity one could define a SA for a SGSN
cluster y, topically including all SGSNs co-located at a sin-
gle physical site. At a finer granularity one might consider
all the traffic to a single RNC (say z). An even higher gran-
ularity, e.g. per-cell, might be used for detecting recurrent
bottlenecks or heavy congestion in the radio link, and then
trigger a local revision of the radio planning. Due to the
typical tree-like structure of the 3G network SAs are hier-
archically nested (in our case z C y C z), and the analysis
at different depth in the hierarchy might help to individuate
the position of a bottleneck, an approach that is in principle
similar to network tomography [3].

Sub-aggregate analysis requires discrimination, that is the
ability to refer each traffic unit (a packet or a connection)
to a specific SA. In practice, the way how this association is
implemented depends on several technical details that are of-
ten dependent on the specific configuration of the network.
Under this respect, it is preferable to set the monitoring
point on Gn, since the lower layers of the Gn protocol stack
(see Figure 2) include several useful information for this pur-
pose. The Gn network is IP-based: after GTP encapsulation
(see [7, pp. 84-85] for details) the user packets are encap-
sulated into UDP/IP packets carrying the IP address of the
destination SGSN/GGSN; this allows direct per-SGSN and
per-GGSN discrimination. A higher level of discrimination
can be achieved by tracking the cell/routing-area informa-
tion present in some messages exhanged between the MS and
the GSNs. The detailed tracking mechanism is different for
GPRS and UMTS. In this paper we do not consider further
the technicalities involved in the task of SA discrimination,
since this would require a through treatment of the 3G pro-
tocols and some insight into the engineering practice of a
real network. As a working hypotheses we assume that the
monitoring system is capable of capturing and discriminat-
ing all packets belonging to a certain SA, and the problem
is then to infer the presence of a bottleneck affecting such
specific SA.

In the most simple approach, the analysis of each SA is per-
formed in isolation. In other cases the comparison between
the dynamics of different SAs at the same hierarchical level
might be useful to pinpoint an abnormal behavior. How-
ever a point of caution is due here: different SAs might
behave differently because of different load conditions, in-
dependently from the presence of any abnormal bottleneck.
Consider for example that the traffic to different SGSNs is



generated by users in different geographical areas, with e.g.
SGSN 1z covering an urban area and SGSN z2 the neigh-
bor rural area, holding very different traffic mix and volume
from each other. Therefore a difference in traffic dynamics
of x1 and x2 does not necessarily point to an anomaly or
bottleneck. Still, if one is able to extract summary indi-
cators that are invariant with different load conditions, it
would be possible to detect different operational conditions
from direct comparison of parallel SAs. The identification
of synthetic and invariant indicators is one of the ultimate
goals of our research.

3. MONITORING SETTING

The development of a large-scale passive monitoring sys-
tem - including a parser for the whole protocol stack of the
3G Core Network - and its deployment in the operational
network were accomplished within the METAWIN project
[11]. Packets are captured with Endace DAG cards [1] and
recorded with GPS synchronized timestamps. For privacy
requirements traces are anonymized by hashing any field re-
lated to user identity at the lower layers of the 3G stack
(IMSI, MSISDN, etc.). They include TCP/IP headers en-
abling the analysis of several TCP statistics. While we pas-
sively monitor all core network interfaces (Gi, Gn, Gb, TuPS)
the results presented in this work are based exclusively on
Gn traces. All Gn links were monitored, covering 100% of
GPRS and UMTS traffic from home subscribers, traffic of
roaming subscribers is not considered.

For this work we collected more than 4 weeks of traces dur-
ing November-December 2004. A bottleneck was in place in
the network and was removed during the measurement pe-
riod. The bottleneck affected only a certain portion of the
UMTS traffic: we were able to discriminate the SA compo-
nent crossing the bottleneck out of the total Gn trace and
analyze it separately. In the rest of the paper we will there-
fore refer exclusively to the analysis of this sub-trace.

For proprietary reasons we can not disclose several absolute
quantitative values (e.g., traffic volumes, number of users,
number of Gn links, etc.) nor any other information that
might indirectly lead to them (e.g., absolute number of RTT
samples). For these quantities we will provide only relative
values, i.e. fractions, rather than absolute ones.

As discussed above, we are interested in looking at TCP
behavior because of the end-to-end nature of its dynamics.
Our measurements confirmed a large prevalence of TCP traf-
fic in the 3G network. Furthermore it is likely that a large
part of the traffic seen as UDP packets in the Core Network
is accountable as TCP-controlled: for instance TCP con-
nections tunneled into IPsec VPNs will be seen as UDP at
our monitoring point. The measured traffic is highly asym-
metric (the largest part of the volume was WEB), with an
average uplink:downlink ratio of approximately 1:3. Since
the provisioned bandwidth for the CN links was symmetric,
only the downlink traffic reached the bottleneck capacity.

In fig. 3 we plotted the volume of the SA under study dur-
ing one week in the measurement period, corresponding to
day 17-23. Only the downlink traffic is plotted. Individual
samples refer to time bins of 10 sec, and the embedded curve
shows the 1 hour moving average. The values have been nor-
malized to an arbitrary value u in order to not disclose the
absolute volume of traffic. A bottleneck with bandwidth
limit 8 = 0.5u was in place until the middle of the week,
and was removed in the night between day 20 and 21.

214

0.8~

0.7

Bottleneck Rema\

) |

o
o
T

Bottleneck Limit (B)

o
o

traffic volume (rescaled)
o
=
T

o
w

.
1 2 3 4 5 6
time bin (10s)

Figure 3: Total SA traffic volume from day 17 to 23,
downlink byte count, 10s bins (rescaled to arbitrary
unit).

4. ANALYSISOF TCP PERFORMANCE
INDICATORS

4.1 Method

We considered several TCP performance parameters as
candidate indicators for the presence of a bottleneck. The
first group of potential indicators refers to the frequency
of re-transmission events, discriminated into the following
categories:

e FRTX (Fast-Retransmit Re-transmissions): the re-
transmission of a packet triggered by duplicate ACKs.

e LRTO (Loss-induced Retransmission Time-Outs): a
packet re-transmission triggered by the expiration of
the TCP Retransmission Time-Out (RTO) caused by
packet loss.

e SRTO (Spurious Retransmission Time-Outs): the oc-
currence of a re-transmission due to RTO expiration
caused by a large delay, without packet loss.

e AMB (Ambiguous Retransmission Time-Outs): the
occurrence of a re-transmission that could not be clas-
sified into one of the previous categories. Note that
AMB events are always associated to RT'O expiration.

All these events were inferred with the procedure proposed
in our previous work [6]. Therein the focus was on the es-
timation of the SRTO events, which in turn required the
discrimination of LRTO, FRTX and AMB. We have imple-
mented the estimation algorithms in a modified version of
the tcptrace tool [2], which was run over the whole traces?.
For each type of event we measured the relative frequency
into each time bin as follows. For each active terminal ¢
we counted the number of occurrences of the specific event
(e.g. SRTO) ng,;, and the total number of DATA packets

2The modified tcptrace version can be downloaded from
http://userver.ftw.at/~vacirca/



N;. The global frequency fs is then defined as :

Y ins,i
ZiNi

In this work we used the IP address on the MS side as an
identifier for the MS. In the 3G network IP addresses are
dynamically assigned to MSs when they connect to the net-
work (PDP-context activation [7, p.413]) and released when
the connection (PDP-context) is deactivated. After that
in principle the same IP address might be immediately re-
assigned to another connecting MS. However we had the
means to check off-line that in the network under monitor-
ing the level of address re-usage by different MS within 1
hour is almost negligible, i.e. only a very small fraction of
IP addresses where used by two or more different terminals
within each time bin. On such basis we assign each packet
to a MS, accepting the small error caused by short-term ad-
dress re-usage.
In addition to the above events we also considered the Round
Trip Time (RTT) values. A first exploratory analysis of
TCP RTT in UMTS and a comparison with GPRS was re-
ported in our previous work [5]. Instead of the end-to-end
RTT, we considered the semi-RTT between the monitored
interface (Gn) and the Mobile Station (MS). For sake of
simplicity, in the rest of this work we will refer the Gn-MS-
Gn semi-RTT simply as “RTT”. An RTT sample is defined
as the elapsed time tgqtq — tack, Where tgare and teck are
the timestamps respectively of a TCP DATA packet arriv-
ing from the Internet and of the associated ACK from the
MS as “seen” at the monitoring point on Gn. The RTT
defined in this way includes three components: the down-
link delay (Gn—MS), the uplink delay (MS—Gn) and delay
component internal to the MS (e.g. processing and I/0
buffering). Only the first two components are accountable
as network-dependent, while the latter depends exclusively
on the terminal. However, the TCP dynamics, and ulti-
mately the user-perceived performances, will be impacted by
the cumulated RTT. Note that only non-ambiguous DATA-
ACK pairs are considered to produce a valid RT'T sample:
the acknowledgment number of ACK must be at least one
byte greater than the last sequence number of the DATA
packet; furthermore, it is required that the packet being ac-
knowledged was not retransmitted, and that no packets that
came before it in the sequence space were retransmitted af-
ter tgatq. The former condition invalidates RTT samples
due to the retransmission ambiguity problem. This is the
same procedure that TCP utilizes to estimate the RT'T and
to set the value of the Retransmission Timeout (Karn’s al-
gorithm), see [19]). The latter condition invalidates RTT
samples since the ACK could acknowledge cumulatively the
retransmitted packet rather than the original DATA packet.
Before the analysis we filtered out all packets on ports
tep:4662 and tcp:445/135. The former is used by popular
peer-to-peer file sharing applications: since it typically runs
with many parallel TCP connections it is likely to induce
self-congestion on the radio channel and/or on the terminal
internal resources (e.g., transmission buffer). This would
result into poor TCP performances that are application-
specific rather than network dependent, therefore do not
carry information about the network state. Additionally,
during the exploratory analysis we found the presence of
a large number of packets directed to ports tcp:445/135,
mainly TCP SYN in the uplink direction. This is likely due

Is 1)
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to some self-propagating worms attached to infected 3G ter-
minals. The presence of such unwanted traffic should be
expected since laptops with 3G datacards - often equipped
with popular operating system - populate the 3G networks
nowadays along with handsets and smartphones. It is well-
known that unwanted traffic is a steady component of the
traffic in the wired networks since years (see for instance
[15]). The detailed analysis of such traffic and its impact
on the 3G network will be covered in a following separate
paper. What is important here is that most of such packets
did not bring any valid contribution for the problem of bot-
tleneck detection while consuming resources in the analysis
software (i.e., memory state in tcptrace), therefore filtering
them out speeds up the analysis process.

4.2 Results

In Figure 4 we plotted the measured values for each pa-
rameter in time bins of 1 hour. The top subgraph shows the
cumulative number of TCP DATA packets (>, N;), nor-
malized to the peak value during the entire monitoring pe-
riod in order to not disclose the absolute value. The second
subgraph reports the average and several percentiles (5%,
50% 95%) of the RTT samples extracted in each time bin.
The remaining subgraphs report the measured frequency of
FRTX, LRTO, SRTO and AMB respectively. Recall that
the bottleneck was removed in the night between day 20
and 21. From Figure 4 it appears that the RTT statistics
display a large variability, with average values occasionally
very large. However, a deeper look would reveal that most
of the RTT spikes occur over night, when the traffic volume
and the number of active terminals are very low. This sug-
gested that such spikes might be the effect of few terminals
generating a large volume of packets and hence RTT sam-
ples. In case that such packets are associated to large RTT
values for some specific reason (e.g. poor local radio con-
dition, intensive mobility, application-specific ACK delay),
they introduce a bias in the whole RTT statistics. This is
more likely when the network load - therefore the number
of terminals - is low.

Regarding the other parameters, it is evident that the FRTX,
SRTO and AMB frequencies display periodic spikes before
day 21, particularly at the peak hour, which are clearly an
effect of the bottleneck. Among them, the SRTO seems
to be the best indicator for this type of bottleneck. In
fact, it can be seen that after the bottleneck removal the
SRTO frequency stays at a “physiological” level (below 0.1%
in UMTS) that is highly stable: no large fluctuations are
present, and there is no apparent dependancy on the time-
of-day and therefore on the network load. In other words,
the “normal” value of SRTO frequency in UMTS is invari-
ant to changes in the network load. As discussed above in
Section 2, this is a highly desirable characteristic for a pa-
rameter that should be used as an indicator for abnormal
network conditions.

The behavior of FRTX and AMB shows clearly some corre-
lation with the presence of the bottleneck, with large spikes
mostly during peak-load hours, but they also display some
sporadic high values after the bottleneck removal. For the
LRTO there are no evident differences in the behavior before
and after day 21. However, similarly to the RT'T, most of the
spikes seen for FRTX, LRTO and AMB after the bottleneck
removal are placed at off-peak hours, which again suggests
the possibility of bias from a few top-outliers terminals.



In order to counteract the biasing effect we used the fol-

lowing simple approach to filter out outlier terminals. For
the RTT, in each time bin we rank the terminals w.r.t. to
the product of the average RTT measured 7; and the num-
ber of valid RTT samples K; (different from the number of
DATA packets N;, since only selected DATA-ACK pairs hold
valid RTT samples). We filtered out the top 10 MSs with the
highest 7; X K; product in each time bin, and re-compute the
RTT parameters (average and percentiles) from the residual
set. For the other indicators we follow a similar approach:
for each class of re-transmission event and for each time bin
we filter out the top 10 MSs with the highest number of
occurrences (e.g. ng,; for SRTO), then recompute the total
frequency fs on the residual set of MSs. Despite of the use
of a simple heuristic, our results show it is extremely well
suited for our purposes. Further refinements are certainly
possible, for instance the fixed number of filtered MS is defi-
nitely a limit of this approach, and we consider them a point
for further study.
In Figure 5 we plot the same quantities of Figure 4 after
the filtering process (note that the respective subgraphs
might be in different scales). All the frequencies of re-
transmission events now display a more predictable behavior
after the bottleneck removal, thus confirming our hypothe-
sis that most of the volatility was due to a few top-outlier
terminals. The large residual spikes, now regularly located
in the peak hours, disappear completely after day 21. This
clearly relates with the presence of the bottleneck, and the
change in the behavior is so clear that one can immediately
pinpoint the bottleneck removal time.

Regarding the RTT statistics, the filtering process had
a dramatic effect and almost completely canceled the fluc-
tuations of the average - now firmly anchored to the level
of 500ms - and of the lower percentiles. However, there is
no evidence of correlation between the RTT values shown
in Figure 5 and the presence of the bottleneck. The con-
clusion is that the RTT process, at least as estimated with
the methodology described above, is not a good indicator
for this type of bottleneck. The likely explication is that
the RTT estimation process implemented in tcptrace only
considers selected DATA-ACK pairs that do not hold any
ambiguity in the RTT estimation. This method filters away
“invalid DATA-ACK pairs”, that typically emerge in the
neighborhood of events like packet loss, retransmissions and
timeouts. Now, these are exactly the events that are gen-
erated by the bottleneck. In other words, RTT statistics
were intrinsically “cleaned-up” due to the way RTT sam-
ples are extracted, which explains why they did not react to
this type of bottleneck. Still, it can be argued that different
types of bottleneck - e.g. those with large buffering space,
as a shaper - might be better captured by indicators asso-
ciated to the packet delay rather than to retransmissions or
time-outs.

4.3 Considerations

The results carried by the above analysis show that it is
possible to build powerful bottleneck indicators from per-
formance parameters estimated by passive monitoring TCP
traffic. The “goodness” of an indicator depends on its pre-
dictability under nominal operational conditions, which in
turn requires limited volatility, and on its responsiveness
to abnormal conditions. Once that a “good” indicator of
the network state is defined, statistical testing methods can
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be applied to provide automatic alarms when an abnormal
condition occurs. From a general point of view, the “better”
is the indicator signal in terms of predictability and respon-
siveness, the simpler can be the statistical testing technique.

In the specific case considered in this work we found that
all the proposed indicators associated to re-transmission events
are so effective that even the most simple testing method,
i.e. a fixed threshold placed adequately set, would have pro-
vided early warning about the presence of the bottleneck
several days in advance.

5. RELATED WORKS

Several papers have analyzed the characteristics of TCP
connections in real networks. Most of them focused on traf-
fic modeling purposes (e.g. [14]), whereas only few works
exploited passive TCP measurements to infer the status of
the network. In [17] the authors use heuristics based on the
TCP congestion control mechanisms and on the estimation
of the Re-transmission Time-Out in order to reconstruct the
TCP sender behaviour, and classify out-of-order packets ac-
cording to different causes. The same authors use in [16] a
passive measurement methodology to infer the TCP sender
congestion window and the connection RTT. As pointed out
in both papers, their analysis is meant to be a first step to-
wards a better understanding of the correlation between the
properties of the traversed path and TCP connection spe-
cific metrics, ultimately aiming at the identification of the
Autonomous System that degrades the connection through-
put with high packet losses. While the underlying idea is
similar to our work, namely exploiting TCP dynamics to
infer performance degradation points, the application sce-
narios are different (Tier-1 backbone vs. 3G Core Network)
and require different approaches and methodologies.

A validation of TCP performance over GPRS by investigat-
ing traces collected by passive monitoring at the Gi interface
is shown in [12]. GPRS measurement results are compared
to a wireline dial-up network problem.

In [10], the authors present the Tstat [9] tool for inferring
the status of TCP connections and several associated met-
rics. Based on that they analyze the traffic on the edge of
a campus network and estimate the performance from the
perspective of individual users. Besides the different appli-
cation scenario, the goal of their study is different from the
present work. Our goal is to validate the current network
state from the perspective of the operators and detect early
warning about large-scale performance bottleneck.

Other papers have worked on the concept of detecting net-
work anomalies from passive measurements, covering a broad
range of proposed approaches (e.g. signal processing tech-
niques [13]) or directly inferring capacity limits along a path
(e.g. [18] used the analysis of packet inter-arrival patterns).
To the best of our knowledge this is the first work that di-
rectly addresses the problem of bottleneck detection in 3G
networks, and the first to report large-scale measurements
from an operational network over several weeks of traces.
Also, no previous paper so far has based this type of anal-
ysis on the empirical observation of a real bottleneck found
in an operational network.

6. CONCLUSIONSAND ONGOINGWORK

In this work we have suggested a possible approach to bot-
tleneck detection based on passive traffic monitoring. The
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Figure 4: TCP performance indicators (1h bins).
LRTO, SRTO, AMB.

method proposed here based on TCP performance indica-
tors complements other methods that are currently under
study and were left out of the scope of this paper.

A point of caution is due regarding the generalization of
the results: it can not be expected that the detection mech-
anism developed out of a specific event will necessarily cap-
ture all possible types of bottleneck. In fact, TCP traffic
might react differently to different forms of resource limi-
tation: consider for example that a rate-limiter can be in-
structed to drop the packets in excess to the configured rate,
or rather buffer them (shaper). In the two scenarios the pres-
ence of the bottleneck will likely appear on different param-
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eters: loss and retransmission events in the former, larger
delays and RTT in the latter. In other words, the physical
nature of the bottleneck plays a role in defining its impact
on the traffic and ultimately its “signature”. Therefore, we
believe that bottleneck detection schemes to be used in pro-
duction networks should be based on a bank of parallel tests
on different indicator signals and parameters, in order to in-
crease the likelihood that future events are not missed. Also,
as new types of events are found during the network op-
eration and their signature are investigated (“post-mortem
analysis”), the set of detection algorithms can be extended
with new tests, in a sort of continuous learning process that
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Figure 5: TCP performance indicators filtered from top-10 outliers flows.

is principle similar to the way Intrusion Detection Systems
(IDS) and Antivirus software are evolved. The prerequisite
for this type of study is the availability of complete packet
traces.

We are currently implementing these methods on top of
the on-line monitoring system developed in our project [11],
and they will be activated in the production network of mo-
bilkom austria.

The natural continuation of this work is to devise a frame-
work for locating the performance bottlenecks from the com-
parative analysis of the SAs at different hierarchical levels
(sites, SGSN, RNC, Cell). This approach holds some simi-
larities to network tomography [3]: the common idea is to in-
fer the internal state of the network from external measure-
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ments (“black-box” approach). However we consider a dif-
ferent strategy since we base on passive measurements taken
at a single capture points rather than active delay measure-
ments between multiple sites. This is enabled by the tree-
like structure of the 3G network, and relies on the fact that
most of the traffic is TCP-controlled. However, the analysis
at lower levels of granularity (e.g. per-cell SA) involves ad-
ditional challenges, for instance the practical complications
of discriminating fine-grain SAs. The hinger volatility asso-
ciated to the lower level of traffic aggregation will probably
require different testing techniques. Nevertheless, this seems
a promising direction of research, also from the perspective
of the practical exploitability of the results.

While in this work we have focused on UMTS, further ongo-



ing work is devoted to extend bottleneck detection to GPRS
and EDGE. This will require some adaptation since the traf-
fic behave differently on such technologies, due to different
capacity and application mix. For instance the “physiolog-
ical” level of RTT and re-transmission frequency are very
difficult in the different technologies (see e.g. [5]).

This work was made possible by the availability of complete
traces under two different network conditions. Therefore we
were able to explore and compare some aspects of the be-
havior of TCP in the two network conditions. An intriguing
direction for further study would be to analyze the behavior
of the users in the two scenarios. For instance a comparison
of the connection interruption rate and other parameters
related to user patience (see [4]) would enable a concrete as-
sessment of the real impact of the bottleneck as experienced
by the users.
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